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How long to guess your password? [ ...
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How do they get to those scary numbers?

Bad assumptions mean bad conclusions. The assumption is that the attackers have access to
a “password file” containing user identities and cryptographically checksummed hashes of the
passwords. In that case, if they can execute the hashing algorithm quickly enough, or pre-
generate the results for a “rainbow table”, they can get a valid password quickly. But to gain
access to the password file means they already bypassed the security of the system enough
to gain access to a protected file, which means they already have the access they could gain
by guessing all the passwords... or in other words, once they get in, they can getin...

What would be reasonable?

The problem is, it's hard to remember even a 7-character randomly selected upper or lower
case sequence of letters. So people tend to choose non-randomly. So let’'s look at something
easier. Suppose we randomly generate passwords for users consisting of 3 1-syllable English
words. According to Google there are 9268 of these, so a random sequence of 3 leads to
9268° total passwords, almost 800 billion of them. Better than 7 random upper/lower case
letters, easy to remember (e.g., LetYesBig - capitalized for ease of reading -or how about
ForEaseOf, or OfBigFree, or ...). Like | said, easy to remember, hard enough to guess.

Conclusions

Let’'s stop making these fear-mongering claims without proper stated assumptions, and start
doing reasonable and prudent things instead.
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