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A discussion
● I talk for a bit
● We discuss it
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Then, Now, and Next

FUD
● Fear, Uncertainty, and Doubt

● 2025-08 - The Dam Seems to be Breaking (all.net)
– All Personally Identifiable Information has been leaked

● All SSNs are being changed?!?
– All widespread operating environments are breached
– Bad advice is more widespread than good advice
– Cognitive attacks are just beginning to emerge

● Deep fakes, new spam, narrative attacks, LLMs
– Automated attacks are getting easier

● Attackers use AI to generate orders of magnitude more
– Automated defenses are getting harder

● We’ve automated for 75 years
● But there are fundamental limits
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On the other hand
● 2026 today

– Privacy is gone but transparency is emerging (we hope)
● It’s a lot harder to hide today

– Emerging civil AI is going back to all/most things local
● Sovereign AI cannon systems

– Good advice is getting less expensive – if you can find it
● Expertise is being automated and improved with AI

– Cognitive defenses are starting to be noticed
● CogSec is emerging as a discipline – not all technical

– Attackers are not innovating as much
– Time to adapt defenses is getting shorter
– People are starting to ask more from big companies
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What could possibly go wrong?
● At a basic level, it’s this simple:

– Assume all systems are vulnerable to arbitrary attack
● Integrity, Availability, Use control, Accountability, 

Confidentiality, Transparency, Custody failures
– Assume all systems are connected

● You can get into anything if you know how and change 
anything if you don’t screw up along the way

– This is the price you pay for the benefits you get
● So far: Longer, healthier, easier, happier life

● It’s a matter of risk management:
– Risk := uncertainty about the future

● We can be certain we will all die → no risk: it’s certain

How has it helped you?
● What would your life

be like without it?

They are also being exploited faster

Almost all of them are today
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What could possibly go right?
● At a basic level, it’s this simple:

– We usually get reasonable amounts of these:
● Integrity, Availability, Use control, Accountability, 

Confidentiality, Transparency, Custody failures
– The connectivity brings amazing capabilities

● You can learn about anything, create a vast array of 
things, and change the world for the better

– The benefits continue to accrue for now
● So far: Longer, healthier, easier, happier life

● We are co-evolving with technology
– We have been for a long time

● We will continue to do so or perish over time

It has benefitted me
● Pneumonia as a 2yo
● Spinal stenosis at 60
● The beat goes on
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Threats, Vulnerabilities, Consequences
● Threats:

– Actors (individuals, groups, nature) acting (or failing to)
– Intentionally or accidentally causing consequences

● Vulnerabilities:
– When actors act (or fail to) undesired things happen

● Your desires may not be mine.
● Consequences:

– Bad things happen
● Your version of bad may not be mine.

● Question:
– Change threats, vulnerabilities, or consequences? How?

Stuxnet
● Smashed Iran’s nuclear …

● Good for us
● Bad for them
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Threats, Vulnerabilities, Consequences
● Change threats, vulnerabilities, or consequences? How?

– People, by their nature, are imperfect
● See “Frauds, Spies, and Lies and how to defeat them”
● Training and awareness can only go so far
● Why do we believe they can defend better than SW?

– Vulnerabilities
● Find and fix has failed for 75 years
● We don’t have the NTSB for cyber – or much of the rest
● Without a governance structure enforced, ... 

– Consequences
● Risk aggregation through centralization and lack of 

separation causes most of the large consequences
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Trust Architecture Works

Two important concepts
● Under-invest

– Fail
● Over-invest

– Fail
● Trust is a core issue

– Under-trusting
– Over-trusting

● Trust Who/what
– For what purpose
– Over what time frame
– To what extent

Conclusion: It’s complicated – get expert help – keep getting more
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Exaggerations
● The story of Chicken Little: The Sky is Falling!

– It’s the end of the world as we know it
● And I feel fine...

● Event sequences (things take time):
– Anything is not everything (careful of viruses)
– Attackers are not all knowing and all powerful
– The “one mistake” fallacy

● Exaggerations:
– Intentional, marketing to get more money from you
– Accidental, lack of clarity and knowledge

● Cyber Pearl Harbor? The thing that got the US to act?
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What’s really going on?
● Emerging attacks

– We have been at war since
● Information, influence, infrastructure

● If you look at US strategics…
● No longer:

– Post WW2 leader
– World or even NATO lead
– Moral high ground
– Invincible against terror
– Info Tech leader
– Robotics leader
– Manufacturing leader
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Realities (a.k.a. Friday)
● What did you do to get here today?

– Name, Email Address
– City/State/Zip
– New login ID
– Verify cognitive limitations
– Verify receipt of email
– Get an account
– Provide a password
– Sign up for further contact
– Provide browser&system info

● All that for a URL!?!?
● If it’s free you are the product!
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Realities (a.k.a. Weekend)
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Realities (Privacy)
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Realities (This morning)
● Once site updating this 

morning with a few new 
items from yesterday…

● It’s just another day
● And it will continue day 

after day
● Most of these are easily 

preventable
● But most entities don’t 

know how to defend 
themselves

● ~120,000 experts today
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What can you do about it?
● Some recent stuff 

– Everyone is an insider
– Narrative viruses
– AI for attack and defense
– Extortion (a.k.a.) / ransomware

● Evolution
– Job losses and the newer economy?

● Continue the mission?
– What’s my mission?
– What do you want yours to be?
– Our mission is to help you achieve yours
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Thank You
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