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Instructors: Getting Credentials

O  Get a set of credentials for your students to access the cyberlab. You get them
by emailing to cyberlab@all.net. You will receive an email that looks like this:



mailto:cyberlab@all.net

Instructors: Supplying Credentials

©  Send each of your students credentials to access the Cyberlab. Example:




Students:

Read the Tutorials

© Cyberlab.all.net

O Tutorials, videos and other content

[ Fred Cohen & Associates

€ 3 C [} cyberlaballnet v @ =

pps [ Misc M Mail # Godaddy & blaskorg FI, The Feynman Lectur.. & MM [ CyberFed ModelBa.. M NEETRAC [ g Strikethraugh text .. [ Other bookmarks

All.Net and our affiliates proudly follow the IEEE Code of Ethics and the (I1SC)2 Cade of Ethics.

The CyberlLab is funded by the CyberSpace Research Institute at Webster University. It supports ), ion, and exp. ion of Cyberspace and
CyberSecurity issues both now and into the futures.

All.Net
Brochure
Eorensics
Protection
Analysis
Research
Books

Cours: ebinars

What's New in the CyberLab:

+ 2014-09-25 Beijing, China, Digital

CyberLab Access and Architecture:

+ Tutorial on Cyberlab Access

What's New

Related sites:
FredCohen.net
Manalytic.com
Eearless Security

. Webster CyberLab Access (YouTube)
* 2014-07-17 Webster Cyberlab Architecture (YouTube)
+ 2014-08-05 Webster Cyber Explorers Overview and Prospectus (YouTube)

ASP Press
CelSci

Totful Toys
Info-Physics

Lab videos:

2014-09-02 Webster Lab1 (YouTube)
2014-08-20 Webster Man in the Middle Lab (YouTube)

2014-04-17 Cyberlab DDoS demonstration (YouTube

enial of services - Access Point (YouTube

« Emanations Iab experiment 1

* Emanations lab experiment 2 lenial of services - WaveForm (YouTube

2015-01-20 Cyberlab Audio DDoS demontration 1 (YouTube)

2015-01-20 CyberLab Audio DDoS dementration 2 (YouTube!

2015-01-25 Webster emanations lab Optical experiment - Light signaling {YouTube

2015-01-25 Webster emanations lab Optical experiment 2 - Visible light data transfer (YouTube’

all.net/CyberLab/index.htm|

= [ut it intensely for three years, it's obvious" - Virgil Gligor on a computer security issue
o+ 15y o i i 0 " I FAO.1821)




Login to the Cyberlab

© Using the credentials your instructor gave you, login as
follows:

' [ State Machane x5 3
« > C .:_‘]cyberlabl.all.ne"(u"game?wlmt=WebstcrALcess

% 0 =
# Apps () Mise M Mail #r Godaddy # blaskorg | FIL The Feynman Lectur | Q MM [ Cyber Fed Model Ba..  Jg NEETRAC [ Rt Strikethomghutet f.. [ Other bookmarks

Hi there §/72.188.111

CyberLab Security Lab Reservation System

Access for authorized users only.

CCCCCCC
BBBBB




Reservations

O Select your reservation times

[ Fred Cohen & Associates % Y\ | ] CyberLab User Manual

€ & C [ cyberlablallnet & O =
I Apps [ Misc M Mail & Godaddy # blaskorg FI, The Feynman Lectur.. &@ MM [ Cyber Fed Model Ba.. Jg NEETRAC [7 g Strikethmaughtext f.. [ Other baokmarks
! ![berlah- Hithere @/72.188.111.184 (51419 running on the CyberLab)!

Starting...

Called with what=edgOi4fes&Fieldl=aad3bf2a1ffc642c0fe2c90692e6bdaf&Field2=2015Q1
Reservation

" Current reference date and time: 2015/04/07 10:19:24
Tutorial

eores  YoUr reservation options are:

All.Net 2015Q1:2015-04-07-vnc 1-0000-2400 * ‘
G 2015Q1.2015-04-05-vnc 3-0000-2400 * e e
Forensics
Protection 201501 2015-04-05-vnc4-0000-2400
Analysis
Research 201501:2015-04-05-vnc5-0000-2400

Courees/ichingrs | 2015Q1:2016-04-05-vnc6-0000-2400 I
What's New 2016Q1:2016-04-05-vnc7-0000-2400
Related sites:
EredCohen.net
Manalytic.com 201501 2015-04-05-vnc9-0000-2400
Fearless Security

2015Q1:2015-04-05-vnc8-0000-2400

201501:2015-04-06-vnc 1-0000-2400
ASP Press
e 201501:2015-04-06-vnc2-0000-2400
Ll 2015Q1:2015-04-06-vnc3-0000-2400

2015Q1:2015-04-06-vnc4-0000-2400

__Dalabase v
2015Q1:2015-04-06-vnc5-0000-2400

2015Q1:2015-04-06-vncB-0000-2400

2015Q1:2015-04-06-vnc7-0000-2400
201501:2015-04-06-vnc8-0000-2400

2015Q1:2015-04-06-vnc9-0000-2400

2015Q1:2015-04-07-vnc1-0000-2400




Reservation Information

©  This will take you to a screen that tells you how to login:

[ Fred Cohen & Associates % \ || Cyberlab User Manual % & 4 x
[ ] =
€« & C [ cyberlabt.all.net 0@ =
I Apps ([ Misc M Mail & Godaddy @ blaskorg FI, The Feynman Lectur.. &) MM [ Cyber Fed Model Ba.. Mg NEETRAC [} @ Strikethraugh text f.. £ Other bookmarks

Hithere ®/72.188.111.184 (51423 running on the CyberLab)!

Starting...

Hithere ®/72.188.111.184 (51423 running on the CyberLab)!

Your reservation for 2015-04-07-vnc1-0000-2400 (UTC) states:

Reservation

Tutorial

=== Your access information is as follows:

All.Net
Brochure
Forensics
Protection ssh -15902:localhost:5902 vncl@cyberlabl.all.net -p 12345
Analysis
Research
Books

cZaCakNRIVKyo6bEpB2NSySeq07CnWer

Courses/Wehinars
What's New

Using your ssh command line, enter:

The password you will need to enter will be:

Then, using your VNC client, VNC to localhost on port 5902 for access (using the same password).
Related sites:
FredCohen.net
Manalytic.com
Fearless Security 4 more slots leftecught to you by all.nst from the cyberLab

Mote: If you change the password on your virtual machine, these passwords will no longer work...

Info-Physics




Using Reservation Information: SSH

© There are two pieces of information you need here to go further.
The first is the SSH command line, the second is the password.

0 SSH Command Line:

you using a linux command line, you can enter this comman
directly. If you are using a tool like Putty, configure Putty as follows
for this example.




SSH: Configure Putty for Windows

Category:
= Terminal Options controling SSH port forwarding - i Basic options for your PuTTY session
- Keyboard Port forwarding : i Specify the destination you want to connect to

- Bell ) =~ Terminal
- Festures [ ] Local ports accept connections from other hosts ... Keyboard Host Name for IP address) Port

5 Window [ ] Remote ports do the same (SSH-2 only) - Bell |c5fbedab1 allnet | | 12345

- Appearance ShlaiEli e - Features nnection type:

- Behaviour . =1 Window (JFaw (_JTelnet () Rlogin (®55H/ () Sedal
- Translation L5302 localhost:5902 - AppEarance
- Selection - Behaviour
- Colours .. Translation Saved Sessions

= Connection L TEN IR I . Selection |D_.fbeﬂab / |

Source port - - - Calours Default Settings

o (=)~ Connection Avalanche
Destination ||oca|host H502 - Data Avalanche

(®) Local () Remot () Dynamic pm.__r Avalanche?

(™) Auto () IPv4 (JIPvE - Telnet
- Rlogin
4 SSH

Load, save or delete a stored session

Cloge window on ext:

() Mways () Never (®) Only on clean exit




Login to Cyberlab with SSH. When you connect, use the username
and password provided.

cyberlabl.all.net - PUTTY = B cyberlabl.all.net - PuTTY = =
1 ~

ssh -L5902:localhost: 5902 vnc1@cyberlab1.all.net -p 12345

Webster University —




Connecting with VNC: Using VNC Viewer

O Note settings: use information for your reservation

VNC® Viewer

YMNC Server ‘ localhost: 3902

Encryption: | Prefer off

| About.. | Options..




Webster University

Your Cyberlab Virtual Machine
Hosts additional VMs

Ve w-g3-Ir1-vnc1:1 (vnc) - VNC Viewer = =
¥ Applications Menu & « Backup m [VNC config] m vnc@w-g3-Irl-vncl: ~ @@ vnc@w-g3-Irl-vncl: ~

- v 1-vncl: —
wnclu-g3-1ri-wnct:"s ||

Keep your files safe by backing up regularly

Important documents, data, and settings can be protected by storing them in
a backup. In the case of a disaster, you would be able to recover them from
that backup.

|__Don't Show Again | | Open Backup Settings




virtmanager

Ve

¥ Applications Menu & a Virtual Machine Mana...

N vncBu—g3-1rl-vncl;™$ virt-manager
whcBu-g3-1rl-yncl;™$
Hon

Floppy Disk

Webster University

w-g3-Ir1-vnc1:1 (vnc) - VNC Viewer - 0
= [Lab-2-DoS-Server Virt... m [VNC config] m vnc@w-g3-Irl-vncl: ~ I:ll 16:07 Ml
L Virtual\Machine/Man: AR IR EX
File Edit View Help
il ||
e = | ¥
Name T Reboot v CPUusage
¥ localhost (QEMU) @ Shut Down
m
Lab-1-White{hatl e
Shutoff msa!e
Lab-1-WhiteGloveLinux-System-2
Shutoff
3 Lab-2-DoS-Attacker-1 Ly SR
LEJ Running S WOVl
Lab-2-DoS-Attacker-2
Shutoff
Lab-2-DoS-Attacker-4
Shutoff
Lab-2-DoS-Attacker-5
Shutoff
Lab-2-DoS-Attacker-6
Shutoff
Lab-2-DoS-Attacker-7
Shutoff
| Lab-2-DoS-Client W L S
E=1 Running ¥ AT,
oy
N
Lab-2-MITM-Attacker3-kali
Shutoff
W
>




The Cyberlab Environment

O Set Escape keys

Ve w-g3-Ir1-vnet:1 (vnc) - VNC Viewer - O
-
vnc@w-g3-lrl-vncl: ~
N uncBu-g3-1rl-vncls™$ virt-nanager . igtuallMaching
whcBu-g3-1ri-vneiz“$ [ View Help
= Lab-2-DoS-Server Virtual Machine |i__-_J ﬁ' EmmEETm Bl
File Virtual Machine View Send Key & virtual Machine Details
- g » CPUusage
ﬂ L i.i M
Preferences
servertroot Jroat>{] Shutoff
[ ] Lab-1-WhiteGloveLinux-System-2
= Shutoff
Lab-2-DoS-Attacker-1
Runnine ;
h Preferences
i-Attacker-2
[Bnciah diais v Pe'>i | aachack
i-Attacker-4
Graphical Consoles
Graphical console scaling: ! s
. -
IFuIIscreen only /——ﬁ.\
Grab keys: Control_L+5hift_L+AJChang )A&a‘ker's
Force console keyboard shortcuts: [ ..Attacker-7
New VM
Install Audio Device: i-Client
I Local virtual machine —
"1 Remote virtual machine
prstal o phles; A A
VNC - ‘ M-Attacker3-kali
v
< >




Webster University

Start Virtual Machines and X Windows

Ve w-g3-IrT-vnc:1 (vnc) - VNC Viewer =

m [VNC config] m vnc@w-g3-Irl-vncl: ~ m 16:12 M

L%

wncBu-g3-1rd-vnedz$ [ File Edit View Help

Hon
) TN

File Virtual Machine View 5end Key

g - <

v CPU usage

White Glove version 3.0.2 Kernel 2.4.18d
Kernel 2.4.18 on an i686
Login as root

server login: root
server:root sroot>x

Fl Disk Trying setcsX11/XF86Config.12680 - [CTRLI1-[ALTI-[BACKSPACE] to return
CPPY [ENTER] to continue - [nl to skip - [CTRLI-C to exit

-kali




The Cyberlab Environment

O  Find and run experiments

w-g3-Ir1-vnc1:1 (vnc) - VNC Viewer = =

vnc@w-g3-lrl-vncl: ~

Virtual Machine Manaoer
Press!Control Ll+Shiftill+Z{to) 'lab-2:DoS-Client\Virtual|Machine) AT E X
File Virtual Machine View Send Key
| M
+ CPU usage

- client: /mntfloppy _______— ———— ————— g4 :

clientiroot Jrootred Aunt/floppy

clientiroot Jmnt/floppy>ls

PLAC.go  ddos—webmeru.sh  ssh virurtmim.sh

clientiroot /mnt/floppyrddos-ueb-menu.sh

h\
-

<




The Cyberlab Environment

O External Denial of Service

w-g3-Ir1-vnc1:1 (vnc) - VNC Viewer

po Press Controll +Shiftil+Z to: L'ab-2-DoS-Client:Virtual|IMachine
File Virtual Machine View Send Key

=e | W@- <

23127135 - 0,033
ZRITTIIE — OLOZ0 SEHEEHEH
23127136 - 0,036
23127136 - 0,041
23327136 — 0LO30 HEEHHHHEHHHHHEHHHH
23307136 = 0,007 HHHHHHHEHHHHHHHHHHHH
2TI2TII6 - 0,024 EHEEHAH S
2332TIIT = 0LOZT HEEHHHHEHHHHE
D3307137 = 0,023 HHHHHHHEHHHHHHHHHHHH
23327237 - 0,041
23327137 = QLOZT HEHHHHBHHHHH
2TI2TET - 0,030 SHEEHAH S
23327137 = 0LOZ6 HEHHHHHEHHHHEHHH
23307133 = 0,029 HHHHHHHEHHHHHHHHHHHHHH
23327130 - 0027 SEEHEEHHH
23127138 - 0,032
23127138 - 0,036
23327130 - 0,029 EEHEEHH I

wbkeikllebserver Tenial of Service Demowdkkki

®% 1) Display Global status

#% 1a) Display network conmections on server
#% 2) Enable sun cockies on server

®% 3) Disable syn cookies on server

#k 4] Fetch uebserver content

*% 4a) Fetch webserver content in a loop

®k al) Start attacking server via attackerl
#% 22) Start attacking server via attacker?
®k ad) Start attacking server via attackerd
#% 25) Start attacking server via attackerS
*% aB) Start attacking server via attackerf
®k a7) Start attacking server via attacker?
#% z1) Stop attacking server via attackerl
*% =2) Stop attacking server via attacker2
®k =4) Stop attacking server via attackerd
#% z5) Stop attacking server via attackerS
*% =B) Stop attacking server via attackerf
#% =7) Stop attacking server via attacker?
® af) Start all attacks

®k =) Stop all attacks

I Plﬁase enter a menu option and enter or q to exit,
A

<

N\




The Cyberlab Environment

O Internal Denial of Service

ve w-g3-Ir1-vnc1:1 (vnc) - VNC Viewer = B

s Press Control (L-Shiftil+Z]to) [pointer;I'lab-2DoS-Client VirtuallMachine! @
File Virtual Machine View Send Key

=& | W

2332044 - 0,020 SEEHEHBEEHHE SRS
23132745 - 0,041
23332745 - 0,020 #HHEHHERHEHHHE
03132745 = 0,027 HHEEEHEHHHHE R
03132045 = 0,027 HHHHHEHHHHHEHHEHHHHHHAE
03332045 = 0,027 HHHHHEHHHHHEHHEHHHHHH
03132045 = 0,024 HHHEHEHHHHEEHHHHEE
ZFL3ZAT - 0,00 SERHHHE R
23132046 - 0,038
ZELI20AG - 0,025 SEEHEEEERHEEEEHE R
ZTLI22AG - 0,025 #EEAEEEERHEEEEHE R

2 46 - 0,030 SHEEHEEREERHE

23332046 - 0,024 #EHEHEHHEHHEHHHEHEHEE
2332046 - 0,030 HEEHHHEREHHHS R
23132046 - 0,022 HEEHEHHEREHHH
DB1Z2047 = 0,025 HHEEHEHHHHE R
D3132047 = 0,028 HHHHHEHHHHHEHHEHHHHHHE S )
23132147

bkkrkkkRl irus / Trojan Demokskkkdkkkskirsk

w# 1) Display Global status
ok Bun process wirus wio ulimit

sk Run process virus wd ulimit 10

sk Run process virus wd ulimit 20

k] Fetch webserver content

ok Run process viruz wd ulinit as specified

q to exit,




Build Your Own Experiments

© The Cyberlab is intended for education and research
Design and build experiments
Group projects

Tutorials explain how to save work

O O O O

Your experiments may be added to Cyberlab




