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Chapter 1
Introduction and Overview
Have you been to the bank lately? If the computers weren’t working, could you get any money from
them? How about the supermarket? Would they be able to check you out without their checkout
computers? Does your car have computers to control the fuel mixture? How about at the office?
Does your company use computers to get you your paycheck? Does the gas station where you get
gas use computers in their gas pumps?
The United States as a nation and its citizens as a people depend on information and information systems as a key part of their competitive advantage. This is common knowledge. But the
dependency doesn’t stop there. Without properly operating information systems, the national banking system, electric power grid, transportation systems, food and water supplies, communications
systems, medical systems, emergency services, and most businesses cannot survive.
Operation Desert Storm was an object lesson in the critical importance of information in warfare,
in that it demonstrated the ability of the United States to obtain and use information effectively
while preventing Iraq from obtaining and using comparable information. But it was also a lesson
in what happens to a country that only moderately depends on information when that information
is taken away. The vast majority of the destruction in Iraq was to systems that provided the
communications required for command and control of forces. The effect was the utter destruction
of the Iraqi economy, and as a nation, Iraq is now at or below par with most third-world nations.
These object lessons were observed and understood by other nations and organizations. The
world has seen the effect of removing the information infrastructure from a country that was only
marginally dependent on it, and the effect was devastating. But what about the effect on a nation
that is highly dependent on its information infrastructure?
The United States is rushing headlong into the information age. But the world is a dangerous
place. People are regularly attacking the information highways already in place. Here’s a good
statistic to show you what I mean. Something like 900 million attacks take place on the Internet
each year.
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Financial loss is often cited as the rationale behind enhanced information protection, and a lot
of figures fly around. As an example, AT&T claims that its toll fraud losses added up to $2 billion
in 1992. Meanwhile, FBI figures claim that computer crime losses range from $164 million to $5
billion annually. [21] That’s quite a range! It also seems to indicate that the FBI figures don’t
include the AT&T figures.
And financial loss is not the only form of loss encountered in our society. Businesses have
confidential information stolen and patented by competitors, individuals end up in jail and inmates
are released because of disruptions in law enforcement computers, IRS computer failures have caused
thousands of small companies to be put out of business, corporate telephone switches have regularly
had hundreds of thousands of dollars worth of telephone calls stolen through them over a weekend,
and the list goes on almost without end.
The more information that flows through the information highways, the harder it is to protect
people from accidents and abuse. The more places the information highways go, the more people
are susceptible to harm. A good example is the Internet, one of the largest information networks
in the world. The Internet connects more than 2 million computers together today. Compare this
to the fall of 1988, when there were only about 60,000 computers on the Internet. The reason to
choose the fall of 1988 for comparison is because that is when the Internet Virus was launched. In
that incident, one person essentially stopped all work on 60,000 computers for two days. In 1994,
another Internet incident was discovered that, at a minimum, involved the theft of passwords to
more than 100,000 computer systems. The perpetrator has not been found, and this estimate of
the magnitude of the damage could be low by as much as a factor of 25. Nobody knows for certain
what the perpetrator did with those passwords, but it’s a good bet that they were used to examine
or modify some of the estimated billion megabytes of information available on those systems.
But let’s face it. If you’re going to live in the modern age, you are going to have to deal with
the risks of modern life. When people started using automobiles, there were no speed limits on
the open road, traffic cops, or parking meters. Some people got killed in early automobiles, but
it wasn’t until the 1960s, almost 50 years after automobiles became popular, that the government
and manufacturers started to really get serious about safety. Airbags only became mandatory on
new automobiles in the United States in 1994. Cars have been used in robberies since the early
part of the twentieth century. Drunk drivers have killed hundreds of thousands of people. Drive-by
shootings are now commonplace.
You are probably going to have to get on the information superhighway if you want to get
anywhere in the information age, and there are going to be accidents and crimes on that highway
just as there are accidents and crimes on our automotive highways. There are no safety belts in
most modern computers, and the computer criminals know how to break into your computer over
the network just as their compatriots know how to break into your car in a parking lot.
So how do you protect your information assets? If I could answer that question in a sentence,
this would be a very short book indeed. Fortunately, the basic plan can be outlined pretty quickly:
• Recognize your dependency on information. Everyone has always depended on information
4

to one extent or another, but in the information age, the dependencies are more extreme,
and the implications of those dependencies are more far-reaching. The information industry
has created tools for dealing with information. Almost everyone who depends on information
now depends on those tools as well. In many cases, people literally cannot live without
them. Dependencies on the information infrastructure our presented in depth in Chapter 2,
A Growing Dependency.
• Recognize the weakness of the infrastructure you depend on and the extent to which it is
being exploited. Most people believe that most computers work most of the time, and that
when they occasionally have problems, they can be easily fixed. Of course, that is what the
people who exploit information systems probably want you to think as they steal billions
of dollars a year, win military conflicts, gain advantages in negotiations, ruin other peoples’
reputations, and on occasion, kill people. Infrastructure weaknesses are addressed in Chapter
3, The Disrupters Are Among Us. The historical roots of these problems and some of the
issues we face in addressing them are discussed in Chapter 4, Asleep At The Switch.
• Recognize that protection is something you do, not something you buy. What do I mean when
I say that? Suppose I want to protect my house from water damage. It doesn’t matter how
good a roof I buy for my house, it’s not going to protect my house forever. I have to maintain
the roof to keep the water out. It’s the same with information protection. You can’t just buy
it, you have to do it.
Most people in the United States today believe that money can cure their problems. But in
this particular area, it is your time and effort that makes the difference. No matter who you
are or what you do, you are a part of the solution to the information protection problem, and
it affects you personally. From the person who uses an automated teller machine (ATM) to get
cash on a weekend, to the top technical expert at the largest information technology provider
in the world, everyone must play their part in order for protection to be effective. To play
our parts properly, each of us must know what to do and how to do it. The techniques used
to address information protection are discussed in Chapter 5, Protecting Your Information
Assets.
• Pursue information protection with appropriate priority. Most people ignore information
protection issues completely most of the time and treat them as a very high priority item over
a short period of time during crisis periods. This results in higher costs and greater losses.
The most effective strategy, and the one that costs the least in the long run, is a slow and
steady approach that achieves reasonable levels of protection in reasonable time frames for
reasonable costs. Case studies show this point most effectively, and are provided in Chapter
6, Protection Posture Case Studies.
A caution before you read on. The gap between reality and the widespread perception of our
technical community is so vast that many so-called experts who read this book may claim that the
threats described here are overblown. I want to give you at least one example of just how far the
majority view can be from the reality. In September of 1988, I submitted a proposal to the National
5

Science Foundation to perform research into defenses against computer viruses. The response I got
from the technical reviewers (which arrived in late October) was, in essence, that there was no such
thing as a computer virus, and that such a thing was impossible in modern computer systems and
networks. About three weeks after I got that response, the Internet Virus incident occurred, and
more than 60,000 networked computers were infected for a period of two days. The chances are very
good that the very researchers who claimed it was impossible in their review of my proposal were
harmed by that “impossibility” only a few weeks later. Today, there are several thousand known
computer viruses spreading through the information systems of the world.

1.1

Preview

This book is about the risks that arise from mixing computers with communications and how to
remain safe in that environment. The overall organization of this book follows a progression first
developed in a study done for a government agency in which I was one of the principal investigators.
[63] The core position taken in this book is can be summarized as:
•
•
•
•
•
•

We all depend on information and information systems.
These systems are highly vulnerable to disruption.
A lot of people can and do disrupt these systems.
It is in our best interest to protect ourselves.
Protection is something you do, not something you buy.
We all need to know what to do to protect ourselves.

The remainder of the book details what organizations of various sorts can do, should do, and
actually do to protect themselves.

We All Depend on Information Systems
I presume that you understand by now that we all depend on information systems in our daily
lives, but perhaps you don’t know how deep the dependency really is. Our telephone systems,
cable systems, electrical power grid, much of our transportation and delivery systems, and almost
every other element of our National Information Infrastructure (the NII) is controlled by computers.
Most NII information systems are networked. In effect, the whole nation and much of the world is
interconnected. Even the U.S. military heavily depends on the civilian information infrastructure
for major aspects of command, control, logistics, payroll, training, and other operations.
6

In short, our national dependency on the Nation Information
Infrastructure is so extreme that our nation and our way of life
literally could not continue without this infrastructure operating
properly.

Information Systems are Highly Vulnerable
When you buy a car, the salesperson doesn’t normally tell you about how many people get
killed each year in automobile accidents. It’s the same way with computers. The salespersons tell
you about how much you can do with them, how easy they are to use, how useful they can be for
storing, manipulating, and presenting information, and how easily they connect to other computers
throughout the world.
In the case of cars, there is plenty of publicity about crashes and the government requires safety
features to help prevent accidents and mitigate the harm when accidents happen. Incidents of people
running each over with cars on purpose are fairly rare, and when people do, they are charged with
vehicular homicide. Computers, on the other hand, have no protection whatsoever. No protective
features are mandated, there are few laws about what you can or cannot do with a computer, and
interconnected computers are generally wide open to accidental or malicious disruption.
The lack of mandatory protection requirements means that those features are an added expense
for computer hardware, software, and service providers that can only be justified by consumer
demand. But demand is largely driven by marketing, and history has shown that marketing safety
when there is little or no perceived risk paints a negative image on the product or service. Thus,
there is no economic benefit to the supplier to provide for protection at this time, except where
it may save on warranted maintenance costs. The result is that modern information systems are
almost completely devoid of meaningful protection.
Today’s information systems are so vulnerable to attack that this
book contains hundreds of examples of actual attacks with effects
ranging from financial loss to death. I don’t want to minimize
them by trying to give just one example here.

A Lot of People Disrupt Information Systems
There are a lot of people in the world who know how to disrupt information systems. More
than 30 countries have sponsored concerted efforts in both attack and defense technologies related
to disrupting information systems. Many of those countries create or produce the technologies we
now depend on for the NII. But nation states are only a small part of this story.
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There are hundreds of individuals and organizations throughout
the world with the capability of disrupting large portions of our
NII.
Groups capable of disrupting the NII include terrorist organizations, economic rivals, hacker
groups, drug cartels, organized crime cartels, and knowledgeable individuals. Furthermore, the
disruption of some portions of the NII can cause cascading effects that impact other NII components.
For example, the power grid is controlled by telephonic communications, while the telephone system
gets its power from the power grid. If an attacker could take some portions of the power grid off
line for about 10 days, it could cause a massive telephone failure that could result in the electric
utilities being unable to get the power grid back up.
But if you are not concerned about a national collapse, you should be concerned about the far
larger number of people who know how to cause disruption within smaller organizations. There are
at least several thousand people who know how to remotely access and disrupt internal information
systems and networks at almost any modern organization. Even those who use special firewall
computers to protect themselves from this sort of attack can be easily defeated by a sufficiently
knowledgeable attacker.
The losses from these sorts of attacks are quite startling. Some figures cite as much as 4 percent
of the gross domestic product of industrialized nations as being lost due to information system
disruption. There are several well-documented and publicized losses in excess of 100 million dollars.
Some incidents have produced losses in the billion-dollar range.

We Need to Protect Ourselves
The NII is comprised, in essence, of all of the interconnected information systems in the United
States and all of the interconnection mechanisms used to make those connections work. This
currently includes more than one half of all of the computers in the country, all of the telephone
systems, all of the cable television systems, all of the satellite communications systems, and many
other elements.
If the NII as a whole is disrupted, or if the NII is exploited to
disrupt some of the systems that are a part of it, the harm to the
people of the United States may be staggering.
It is clearly in the best interest of everyone in the United States to assure that adequate protection is provided both for the NII as a whole and for the elements that comprise it.

Protection is Something You Do, Not Something You Buy
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The key element in understanding information protection is getting a solid grasp on the concept
that protection is something you do, not something you buy. A good example of how many people misperceive this is the recent flurry of interest in using firewall computers to protect internal
networks that are connected to the Internet.
It is not unusual for people who sell or promote products to claim
that their product is the solution to all of your problems but,
unfortunately, in information protection, no product can solve all
of your problems.
The Internet firewalls now being pushed into the market may provide a valuable technical tool
that allows a competent team of experts to prevent and detect certain classes of attacks that
originate from other sites. They are not universal products that keep you from harm of all sorts.
There are literally hundreds of ways of bypassing any such protection scheme, ranging from human
engineering to fraudulent software update disks.
In order for the firewall technology or any other protection technology to be effective, the
technology has to be properly managed, skilled professionals must operate it, users must be trained
on how to use it, changes to it have to be properly controlled, it must be physically protected, it
must be tested, auditing must be done on a regular basis, and this is only the beginning of the
story.

Protection Requires Knowledge
At the heart of the protection activity is the problem of getting the knowledge needed to properly
carry out that activity. Because the value of information is pervasive in modern life, so must be
its protection. Anywhere valuable information goes, protection must also go. That means that
everyone who deals with valuable information must also be involved in the information protection
function at some level.
My daughter Megan is only 11 months old, but she is already learning not to touch the buttons
on the VCR in the living room. Her older brother David is five, and he already knows not to touch
other peoples’ computers, that wires are not to be fooled with, that fingers don’t touch the shiny
parts of floppy disks, that you don’t tell strangers about yourself without permission from your
parents, and on and on. My six-year-old, Mollie, knows to read the instructions on the computer
screen before pressing the keys, and she even knows which directories and files are not hers. My
eight-year-old, Carolyn, knows that overheated computers break more often, she has files with
private information, she has a user ID and a password, and she knows to turn the laser printer off
when it’s not going to be used for a while.
In order to be effective in information protection over the long run, as a nation, we have to start
to teach our children about computer ethics and other information protection issues, and we have
to help them understand that computers are not always right or trustworthy. Our children need a
9

healthy respect for both the power and the limitations of our information technology, and the same
thing applies to all of the rest of us.

How to Protect Yourself
In order to be involved in the protection function, people at all levels of an organization must
be aware and knowledgeable about the protection issues they will encounter and understand how
and why these issues involve them. From the chairperson of the board of the largest corporation in
the world to the person who cleans the toilets at the local restaurant, some degree of understanding
of information protection must be embedded in their job function if protection is to be effective.
Effective protection requires a combination of people with expertise from different fields working together to provide an appropriate mix of operational solutions that meet the need.
For ma and pa businesses, this may mean restricting the use of the NII or using services that
provide protection functions. For larger businesses this may mean a shift in operating policies and
procedures and a long-term commitment to protection in line with the long term commitment to
information technology. For large multinational firms, this may mean even more commitment and
resources, and cooperation by people from all around the world. For military organizations and
governments, this may mean sacrificing some efficiency in exchange for effectiveness.

Summary
If you are buying computer security products or using quick fixes for every protection problem
you encounter or hear about - stop. Start forming a reasonable and responsible information protection plan using high quality, well-qualified experts to help you. Then follow the plan and you will
have long-term, effective protection at a justifiable cost.

1.2

The National Information Infrastructure

The term Information Superhighway was coined by the press in 1992 as a way to talk about the
emerging National Information Infrastructure (NII) described by Vice President Al Gore in his call
to action for the nation. The use of this term follows a long tradition of talking about computers
in the frame of reference of automobiles. For the remainder of this book, I will use the term NII or
National Information Infrastructure to describe this evolving entity.
To understand the issues that come up in the NII, it’s helpful to understand what the NII
is comprised of, how it operates, how it came to be, and what the future is likely to look like.
Unfortunately, nobody can actually describe the NII at any given time because it is constantly
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changing, is not centrally controlled, and is evolutionary in its makeup.
In a recent talk, I used a series of 10 overhead viewgraphs representing different viewpoints on
the NII, ranging from cable television, to telephone systems, to information services, to satellite
maps, to fiber optics, and so on. After describing all of these components, I put all of the slides up
on the screen at one time and declared “This is the NII”. Of course, with that many network maps
on the screen, it is impossible to see much more than a jumble, which is an accurate depiction of
the state of the NII today.
With such a complex jumble of independently changing technical components, it is impossible to
get a good understanding of the NII without some technical knowledge. Furthermore, understanding the issues of information protection requires a solid understanding of the state of information
technology. Even from an executive level, some amount of technical understanding may help in
understanding the language of protection and the rationale behind protection decisions.
On the other hand, most people understand the NII by viewing the services it provides. Today’s
providers provide a wide range of information services. Over time, people will learn to use increasingly sophisticated information services, and the user-level information service providers will grow
into a massive component of the industry.
There is essentially no limit to what sort of information can be
provided in a general purpose information system like the NII. In
fact, this may lead to the real problem with such a system. With
all of the information available, it may become difficult to separate
the signal from the noise.

Right now, the range of services available for $10 to $30 per month (plus special fees for some
services) includes but is not limited to:
• Business Information: Business registries, lists of trademarks and patents, universal industry
codes (UIC), universal product codes (UPC), lists of products and prices, on-line shopping,
and store fronts.
• Financial Information: Current market information, on-line trading, financial news, investment advice, consulting, interest rates, dates and deadlines for market events, federal regulations, and proposed operational changes.
• News, Weather, and Sports: Associated Press (AP) and United Press International (UPI)
wire services, newspaper articles from the last 100 years, current and historical weather and
predictions from around the world, current and historical results of athletic events, event
schedules, and tickets.
• Computing: Mailing lists of people who own or are interested in any computer hardware and
software of interest, on-line copies of thousands of shareware products, bulletin boards about
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all sorts of issues in computing, low cost computers and parts, access to consultants, reports
of computer risks, and reports of recent computer viruses.
• Personal Information: Motor vehicle information, results of court cases, credit history, names
and addresses of relatives, telephone numbers, where you work, what you get paid, where you
live, what kinds of things you buy, where you shop, what clubs you belong to, where you go on
vacation and when you are gone, who you call, who calls you, how long your calls last, when
you make those calls, what kind of car you drive, your driving record, where you buy gas, how
much you travel by car, what books you read, your age, hair color, eye color, height, weight,
how much and what brand of shampoo and birth control you use, and what magazines you
subscribe to.
• Reference and Education: On-line encyclopedias, dictionaries, reference libraries, upcoming
lectures and speeches, scheduled media events, proposed legislation, congressional records,
summaries of news and magazine articles, detailed technical information on all sorts of systems,
disease statistics, population statistics, farm reports, building codes, pictures from NASA, and
traffic regulations.
• Entertainment and Games: On-line real-time adventure games with live opponents, games
against computers like chess and checkers, video games and simulations, humorous articles
and jokes, announcements of concerts and other events, news of international tournaments,
and bridge and chess player ratings.
• Travel and Leisure: Reservations, ticketing, travel brochures, world maps, on-line communication with people from faraway places, science fiction groups, people who like novels, book
clubs, on-line books and videos, and tips on how to mow your lawn.
• Groups and Clubs: You name it, it’s in there. Thousands of on-line groups are commonly
available covering everything from quilting to skydiving.
• Electronic Mail: To anywhere in the world with a network address, 24 hours a day, 7 days a
week, mail arrives in seconds between many locations.
• File Sharing and Remote Access: On-line access to remote files with any of the information
listed here and much more, remote access to millions of computers for those authorized to use
them, World Wide Web service and Gopher to locate information throughout the network
based on a word or words describing it.
Other services are also available. For example, you can connect your local area network (LAN)
directly to the National Science Foundation network (NSFnet) by leasing a high-speed telephone
line from your site to the local public access point. You can get a satellite dish and lease time slots
on satellites for private communication. Video teleconferencing capability is provided by many
telecommunications providers to enable sites around the world to have meetings by video phone.
Teleconferencing is now widely used by geographically distributed companies to have meetings.
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Cable systems can be used to form metropolitan area networks by leasing some of the unused
bandwidth and putting proper equipment on the cable.
Information services in the NII may eventually be tailored to each individual.
Consider the effect on advertising when enough personal information becomes available to be able to send each individual a
custom-tailored advertisement for just the items that person is
most likely to buy at the highest price he or she is likely to be
willing to spend for them.
The pitch may even be so customized that people believe it’s their old friend or someone from
their local religious group on the other side of the wire, when in fact, it’s only a machine.
The NII holds great promise, but it also holds great risks. Success on the information superhighway will depend on our ability to properly manage it so as to balance the risks with the
benefits.
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Chapter 2
A Growing Dependency
Information has been critical to the survival of nations and individuals throughout recorded history.
• More than 5,000 years ago, there were spies gathering information for their governments, systems for calculating and assessing taxes, inventory and supply systems, documented strategic
planning, and mechanical cryptographic systems. [121]
• Numerically inferior forces with an information advantage have historically dominated in
military conflict [11] because of what is now called the force multiplier provided by that
advantage.
• When Paul Revere declared that the British were coming, it was based on the integrity of an
information system (one lantern if by land and two if by sea).
• When John Kennedy initiated a blockade of Cuba, it was based on information systems that
showed nuclear missiles had been placed there.

Information has a significant role in the survival of societies from
Biblical times [233] through to today, [33] and will likely continue
to affect national survival for the indefinite future. [41]

In the October, 1993 crisis in Russia, the members of the dissolved parliament escalated to
military action by ordering their supporters to take over the mayor’s office across the street, the
television station across town, another major telecommunications center, and the Kremlin a few
blocks away, in that order. The takeover of the mayor’s office in downtown Moscow was essentially
unopposed (only warning shots were fired), but when it came to the television station, the battle
became fierce. The other targets were never even threatened. Can there be any question that the
Russian leadership on both sides understood the import of information as the key to victory?
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2.1

Technology Marches On

If information has played a crucial role throughout history, why is there a pressing need to reconsider
this issue in a different light today? The answer lies in the fundamental changes in information
systems and the new ways in which people have come to depend on them over the last several years.
Just as the industrial age led to fundamental changes in the way the world worked, the information
age is now leading to fundamental changes in the way the world works. [214]
If you were a tailor near the beginning of the industrial age, you might have gotten involved
with technology when the first sewing machine came out, or you might have waited a while. If you
waited a while, you might not have been on the leading edge of tailoring, but it wouldn’t have hurt
your business. But over time, almost all tailors came to use sewing machines because there was
a definite advantage in terms of the time required to make a similar quality item. It eventually
became necessary in order to compete. But some holdouts remain even today. In China, they still
hand sew some goods, but even there, the machine is proving more cost-effective and the transition
is underway.
Compare this to the information age. In the beginning, computers were exotic. Some companies had them, but very few companies were put out of business because they lacked computers.
Over time, more and more companies found that the savings obtained in using a computer over
people operating adding machines made computers cost-effective. Today, even many of the least
technology-oriented businesses have fax machines, computerized telephone systems, answering machines, voice mail, and even PCs. I once stated that people really knew they were in the information
age when most people used information systems at least once a day. Today, most people who work
use some form of information system more than once per hour and millions of people use information
systems almost all of their working day.
The information age is not just about computers. Consider the way cable television has changed
your life. Although radio news has been almost instantaneous for a long time, as recently as the
mid-1980s, much of the news was reported hours or even days after it happened and video from war
zones were rarely available right away. By the 1990s, the people of the world saw the Gulf War live
from Bagdad on their home television sets. In less than a decade, our country went from 4 network
channels to 40 cable channels. And this is only the beginning. In the 1980s, going out to the movies
was a major source of entertainment. In the 1990s, movies are watched on cable television more
than in the movie theaters. Just as news reels were primarily seen in theaters in the 1940s and
moved to network television news shows in the 1960s, the movies themselves are moving out of the
theaters and into your home.
And how about telephones? By the 1980s, computer systems were commonly being sold with
modems, those boxes that let you dial into on-line information services. It started with a few
services, but by the 1990s, on-line information services were providing professional services to tens
of thousands of doctors, lawyers, scientists, educators, and other professionals.
By the early 1990s, the small international business became a major force, primed to a large
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extent by the low-cost fax machine. The fax machine was a rarity in the mid-1980s, but by 1990,
almost any business could have a fax machine. For the small international business, this meant that
contracts could be closed and deals made via international telephone calls at low cost and in short
time frames. Whereas the high cost of getting involved in international business was limiting in
the early 1980s, by 1990, cost factors made it possible for even the smallest companies with unique
products to communicate and do business with networks of people all around the world. In the
mid-1990s, fax machines have become so common that many people have them in their homes and
use them in place of the mail to send letters.
With the inclusion of fax-modems in computers, more and more
documents are generated, transmitted, received, viewed, edited,
and returned in purely information form.
In addition to reducing costs, emerging information technology is rapidly eliminating the drudgery
of once routine tasks, such as data entry and hand calculation. Accountants don’t add a lot of numbers any more. A data entry clerk enters the numbers into a computer and the accountant spends
time figuring out different ways to use them. Some day soon, optical character recognition (OCR)
systems and voice input systems will eliminate the data entry component. Even today, a lot of
accounting uses direct data fed from computer to computer. Reading many pages of typed text into
a computer is now faster, cheaper, and more accurate using OCR technology than using people for
data entry.
Another information phenomena of the late 1980s was the automated telephone attendant.
The early, and often obnoxious, high-tech telephone answering machines granted the caller the
ability to select from many different options when a person was unavailable to take a call or when
the information being provided could easily be summarized into a few hours of digitally recorded
speech. For many people, this was going too far. Some backlash resulted and many companies chose
to return to providing personal service to their customers rather than making them interact with
a computer to get assistance. But after the short-lived backlash, automated attendants became
widely used in place of individual answering machines and, as speech understanding technology
improves, computers are taking on more and more telephone tasks for people.
The real turning point for speech input to computers probably came with the VCR Voice product
that revolutionized speech interaction with information systems. This hand-held device took one
of the most complex technical problems of our day (programming a VCR to record a program) and
turned it into child’s play. You simply say record - channel 2 - 9PM 10PM and the information
system programs the VCR for you. The telephone companies rapidly followed with voice-activated
telephone dialing, and the Japanese even developed an automated translation device for handling
multilingual calls in real-time. The day may soon come when typing into a computer, pressing
buttons on a telephone, and other similar information system interaction nearly disappears in favor
of speech input and video output.
Another major information technology that has dramatically affected people is the optical disk.
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In the late 1980s, high-volume storage was primarily done with magnetic tape, which is slow to
access but could typically handle hundreds of millions of bytes of digital information and several
hours worth of analog video information. More recently, digital audio tape (DAT) has been used to
store several thousand megabytes of digital information, but again, access time is relatively slow. In
the early 1990s, optical disks came into their own with compact disks (CDs) replacing phonograph
records throughout the audio industry. With computers as the controllers, CD-read-only-memories
(CD-ROMs) and rewritable optical disks have dramatically changed the very nature of information
systems.
One very good example of this change is in the on-line dictionaries and encyclopedias that have
recently appeared. In these new forms of books, the user can literally watch and listen to famous
speeches while reading the text and supporting information. The multimedia aspects of these new
systems make learning a very different experience. It is likely that multimedia presentations will
soon replace most written documents used for marketing purposes in the information industries.
It is even possible that within 10 to 15 years, the printed book
will become widely replaced by digital books.
Consider this. Suppose you ask the library to provide you with all of the published works
analyzing Shakespeare’s tragedies in terms of character development, and the library transmits the
information to you over the cable television system for a fee. The research results (some 10,000
articles) are loaded into a rewritable optical disk in your electronic book and you walk away with
the book in your hands just like any other book you would buy off-the-shelf. As you sit under a
tree in the park, you open the book and ask it to select an article of possible interest. If you like
the article, you tell the book to keep it, otherwise, you tell the book to throw it away. In a few
hours, you have done enough searching and selecting for your purposes, so you start to dictate your
article into the book, automatically including citations to the other articles. After a few hours, you
produce a draft of your multimedia report.
All of the elements of this technology are available today. Optical disks are small, store hundreds
of books worth of information, are resilient relative to other storage technologies, and have the
capacity to hold photographs, text, and voice for rapid recall. In a book-like technology, you
could carry around a typical library of several thousand books in a package with the same size,
weight, and shape as a paperback book now takes. Computerized speech understanding in limited
domains has been available since the early 1970s, and today, there are commercially available speech
understanding systems for taking dictation using personal computers. And all of this technology is
still progressing at a rapid rate.
Every technology just described has a common component that produces great efficiency. That
component is the computer. Information technology is not just about computers, but the core technology that allows modern information technology to be flexible and to automatically communicate
is the computer.
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As technology delivers more complex systems with more automation and smoother interfaces,
people will become even more dependent on computers. When people no longer need to write
or type because automated voice input has made that technology unnecessary, they may lose the
ability to do those things. How much longer will handwriting remain a vital skill when our voice
boxes provide the same information in typed form without the risk of carpal tunnel syndrome or
the inconvenience of finding a keyboard? I for one will not miss the keyboard, and as soon as the
voice-input replacement is cheap enough, I will be getting sore throats instead of finger aches.
As new technologies enable new processes, the new processes drive
out old processes. The dependencies we once had on ourselves and
other people shift toward dependencies on these new technologies.
Infrastructure has been a major military target at least since World War II, when the allies
targeted German ball bearing factories. [76] This was not only because ball bearings were used
in tanks, aircraft, and naval craft, but also because they were used in the machinery that made
machinery.
Information and information systems are the ball bearings of the information age. Both military
and civilian activities depend on this technology at almost all levels. [108] Information technology is
used to design information systems, to direct the transmissions used to implement the information
infrastructure, and to control the manufacturing and delivery of new information systems that
comprise the ever-changing infrastructure. We are now at the point where we cannot produce more
advanced information systems without using existing information systems.

2.2

Survival Dependencies

Many people depend on information systems for their very lives. For example, every pacemaker
today is a small piece of information technology that delivers electrical waves of the right shape to
the right place at the right time. When that information technology fails, an individual may die.
When my grandmother was a young woman of only 85 or so (she is now more than 100 and
going strong), she started to feel tired one day, and told my uncle she didn’t feel like getting up
to come over and visit. My uncle, who is a doctor, went over to visit her (yes, he makes house
calls) and found that her pacemaker was running at a rate of only four beats per minute. They
rushed her to the hospital, replaced the battery, and she was back to her old self again. Now I must
say that I would feel very tired indeed if my heart was only beating four times per minute, and I
naturally wondered about what went wrong. When I found out, I was amazed. It turns out that the
battery they put in when they installed the pacemaker was supposed to last about 12 years. Since
the technique was fairly new at the time and the patients were all quite old, nobody figured that
anyone would last long enough to need a battery replacement. She has had several replacements
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since that time, and the periodic replacement of pacemaker batteries is now part of the regular
process.
Whereas the pacemaker constitutes a truly intimate individual dependency, other forms of information technology are less intimate, but just as vital to individual survival. One example is the
air traffic control system that millions of people depend upon every day. The air traffic control
system is an information technology that forms a vital component of our national transportation
infrastructure. As an information system, the air traffic control system includes radio and wired
communications equipment, a multitude of sensor arrays to detect everything from aircraft to
weather conditions, a large number of widely distributed computer systems, and of course a lot of
people.
In our air traffic control system, there are many examples where people have died because the
system was unable to respond adequately to the circumstance. I don’t mean to say that the system
didn’t respond as it was designed to respond (which it almost always does), but rather that the
system was not designed to respond to circumstances that cause some of the fatal crashes.
One example of this sort of failure is when a pilot doesn’t behave in strict accordance with the
wording required to invoke emergency response. The air traffic control system basically ignores
the circumstance. In one case, a commercial airliner crashed killing all aboard because the pilot
stated that the fuel was almost empty and that it was extremely urgent that they have priority to
land. He did not, however, declare an emergency in the proper wording because he was not a native
English-speaking pilot and was apparently unable to recall the proper word sequence. Similarly,
when the pilot of a plane loses bearings, which can easily happen in many weather conditions, one
of the common modes of response is to ask air traffic control for help. A typical scenario is that the
pilot says something like, I need a place to land, and the air traffic control response is something
along the lines of, Please advise us what you are going to do. If you declare an emergency and
properly ask the controller to vector you to the nearest airport for landing, you will probably get
the advice you need, but, when you are confused by circumstances and overloaded by the burdens of
keeping the plane flying, it is easy to fail to say the magic words that get you safely on the ground.
The point of this is not to critique the air traffic control system, but rather to point out a
problem in the nature of interacting with a complex information system on which you depend for
your survival. The problem is that, even though there are people in the loop, the system is designed
to operate the way it operates and not to flex in emotive response to systems that don’t interact
properly with it. Thus, our survival needs force us to learn how to interact with the information
systems on which we depend, and the better we are able to interact, the better our chances are for
survival.
Our survival dependency goes a lot deeper than this, of course. For example, many of us now
depend on information systems to work the brakes in our cars, to open up air bags in case of
accidents, and to operate the traffic lights on our streets. People also use information systems
to determine and deliver proper doses of medicine in hospitals, to control electrical power, and
to connect us to emergency services. The use of the 911 telephone number to call for emergency
services is a good example of an infrastructure-level survival dependency in the United States
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(different numbers are used for emergency services in other countries). Failures in any of these
systems could cause death.

2.3

Personal and Business Dependency

On a personal level, dependency on automated information systems may seem to have begun fairly
recently, but from an infrastructure standpoint, the United States and its population have depended on automated information systems to a high degree for some time. At first, the dependency
was limited, and these systems were highly diverse, distributed, and independent. But over time,
technology advanced, and designers began to consolidate and centralize for efficiency.
But efficiency is not always the best solution. For example, the Space Shuttle is dynamically
unstable during reentry into the Earth’s atmosphere. That means that if the computer fails for
more than about one thousandth of a second, the shuttle will literally break up into thousands of
pieces (or more). To assure that this does not happen, the shuttle has redundant computers. If
one fails, another takes over. It would be more efficient to use a single computer, but the designers
chose redundancy to provide added assurance. In today’s NII, there is plenty of redundancy, but it
is rarely used to enhance assurance.
Every individual, company, government agency, and other entity in the United States depends
on information systems to one degree or another. For example, almost every entity in the United
States today uses the telephone as a key communications device. If telephones no longer functioned,
you and I would no longer be able to call 911 in an emergency, we could no longer use modems
to communicate, our fax machines would be useless, we could not call our relatives and friends, or
quickly do business at a distance. The economy would move back from a global one to a local one,
centralized information systems would be useless because there would be no efficient way to gather
or redistribute the information, and all of the companies that depend on these services would have
a severe problem.
This is the nature of a universal dependency. Everyone in our society depends on information
in many of its forms, and without automated information systems, our society would revert, as did
that of Iraq, back to the sort of society the United States had in the early half of this century.
Along the way, many of us would die, and the United States would be so weakened as a nation that
it would likely become susceptible to many forms of political and economic change.

Very Small Business
My definition of a very small business is a business with only a few employees or with gross sales
of less than a million dollars per year. Another term would be a Ma and Pa business. To me and
most other people I have talked to, this is what a small business is; but the U.S. government has a
much broader definition, so I make the distinction here.
In very small businesses, computers are a rarity. There may be as many as two or three PCs
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in such a business, and these computers are usually run by the owner or one trusted employee. If
a computer was stolen, these businesses would, for the most part, continue with at most a minor
disruption. This is, of course, changing as younger people introduce more automation into these
businesses, but the change is slow, and the computer is rarely the core of the business. The main
exception is the small computer software firm; but then if you live by the computer, you die by the
computer.
Many very small businesses depend on the post office more than any other information-processing
facility, and many depend heavily on the telephone. Professional offices tend to depend on computers
for billing, but they often send unpaid bills to collection agencies. Small collection agencies in turn
use paper tracking systems, telephones, and the mail. Very small law offices use computers to
produce letters, but for little else. They depend heavily on paper filing systems.
Very small businesses tend to depend on manual rather than automated information systems
and, for that reason, they have little to lose from a business standpoint if the automated information
systems of the world collapse. Of course, the big exception to this rule is that very small businesses
tend to depend on other businesses for supplies, services, and the like.

Small Business
In stark contrast to the very small business, the average small business (by U.U. government
standards) depends heavily on information systems for every aspect of its operation. These businesses
Physical proximity is important in that it tends to make communication efficient and reduces the
dependency on long distance communications services. For example, many small businesses have
one local area network and a simple internal telephone system that serve the entire corporation’s
internal automated information system requirement. The advantages of physical proximity do not
usually extend to external information exchange, which remains highly dependent on telephone
companies. For example, electronic data interchange (EDI) is playing an increasing role in gaining
efficiencies in business-to-business order processing, and without external voice communications,
many of these businesses would quickly go out of business.
Internally, most of these businesses use computers for tracking customers, employees, payroll,
inventory, payables, receivables, and almost all other facets of business operations. The more
automated information systems are exploited to run the business, the more likely the officers are
to be able to make prudent decisions, and the more dependent they become. Annual reports,
advertising, letters, memos, and all other corporate communications tend to depend on automated
information systems.
In most cases, these companies cannot meet payroll, ship or receive goods, maintain accurate
inventory, or otherwise operate efficiently without computers. However, in a pinch, they usually
get by, even if the computers all fail for a week or more. Costs go up, but almost anything most of
these businesses do in terms of office work can be done without a computer. Unfortunately, this is
not all these companies tend to do.
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Many successful small companies have automated more than office functions. In many small
manufacturing plants, numerically controlled machines and assembly lines are vital to operation.
Automation has replaced many workers in jobs where it is cost-effective due to economies of scale.
The automation, in turn, tends to depend on information systems. Companies that have moved
to just-in-time delivery schedules (delivery schedules where the goods required to do a job arrive
just as the job requires them) have used information systems as a lever to reduce inventory costs
and increase efficiency. When the lever fails, the company can no longer attain the efficiency, and
collapse is almost always inevitable.

Big Business
Big businesses tend to be more physically distributed, have more managers and administrators,
and use more specialization of job function than small businesses. As a result, the need to coordinate
the efforts of many people is greatly increased, and the efficiency level of individuals tends to go
down. In a typical dealing with a large corporation, no single individual can make a substantial
decision, so more people get involved, and the same decision takes longer and costs more to make.
Compare this to a very small business where every decision is made by an individual. On the other
side of the coin, the redundancy provided by the corporate legal staff, the executive corps, the
secretaries, the administrative assistants, and other staff members provide big business with a lot
of checks on decisions that prevent many of the mistakes made in smaller companies. Yet with all
of this redundancy, big companies still make mistakes and, quite often, they are big mistakes.
From an information technology standpoint, the physical distribution of big business, the specialization of staff, and the large number of employees leads to greater dependency on information
technology and greater exploitation of its leverage. In most big businesses, information system failure translates directly into business failure. Payroll cannot be done without computers, receivables
and payables cannot be tracked without computers, contracts cannot be generated without computers, sales people cannot get assignments or process orders without computers, the telephones don’t
work without computers, letters can’t be sent without computers, and on and on. In a corporation
with tens of thousands of employees, it is literally impossible to use an alternative manual system
to get these things done. It’s not just a matter of cost - there are simply too many things to do to
get them all done in the time frame required in the space available. It would take months or years
for most big businesses to adjust to life without information technology, and the costs of this sort
of change would be so extreme that almost no big business could survive it.
Big business has also made the largest investment in automation of factories, of inventory control,
in just-in-time delivery, in electronic data interchange, and in all the other leverages created by
information technology. As a result, they depend even more heavily than smaller businesses on this
leverage and collapse even more quickly when it is removed. A good example of the dependency on
just-in-time delivery was the three day strike in August of 1994 by 3,500 employees of the General
Motors plant that manufactured lights and bumpers. More than 46,000 workers were temporarily
laid off as a side effect of this strike because the just-in-time delivery system makes every part of
the operation highly dependent on all the other parts. [6] The same result could have been caused
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by computer problems. If you don’t believe that, look at the case of the Denver airport, which,
as of this writing, has been unable to open for more than six months because they can’t get the
computers that run the automated baggage handling system to work properly.
Big business tends to spend adequate resources on information technology (IT) and those who
support the information technology function. In almost every big business today, there are hundreds
of IT staff members who keep the systems running properly. Most big businesses also employ a
substantial number of outside consultants in the IT area, and they can be called in on an emergency basis to help get through problem periods. Most big businesses have suffered through several
substantial computer failures and have come to realize that their dependency on information technology is high. As a result, they have started to plan for many of the events they have seen in the
past in order to mitigate future effects.

2.4

National Survival Dependencies

Nations need information systems in order to survive in much the same way as individuals and
businesses. There are commonly two sides of government that operate very differently from an
information dependency standpoint: the civilian side and the military side.

Civilian Government Dependency
Governments are some of the largest organizations found on this planet, and for the most
part, they are extremely information-intensive. They gather more data, process more records,
and produce more output than almost any other sort of organization. Storage requirements are
enormous, because they tend to store a lot of historical data about a lot of people. Fetching any
particular piece of data can be a mammoth task. Getting a single file commonly takes weeks and
involves several hours of individual effort. A lot of information is lost or misplaced. If you are
unlucky enough to be affected by such a thing, you may find that this enormous information system
is very unforgiving.
In recent years, the U.S. government has made a substantial effort to reduce the complexity of
this system by storing more and more information on computer systems, but the process of data
entry is inherently error-prone, and the redundancy necessary to remove the errors is simply not
there. As a result, errors are most often found by the people they affect.
The process of removing errors is an inherently difficult one for the affected individual. As
automation has increased, so has the use of records for multiple purposes. The result has been
fairly dramatic. In several recent cases, government computers have identified innocent people as
criminals and the police have arrested and held them because they believed the computers, despite
clear evidence to the contrary. [181] In some cases, correcting the error takes weeks or months
and, by the time the problem is corrected in one computer, it has spread to other computers via
information interchange. The victims of this kind of problem can wage a David and Goliath battle
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that takes years to resolve and results in the individual changing names rather than the government
repairing the errors.
The U.S. government has become so dependent on information technology that all non-critical
functions are shut down when information technology becomes unavailable. In the winter of 1993-4,
the weather was so bad that rolling blackouts were necessary to control power usage in the Washington, D.C. area. The result was the total shutdown of the majority of the Federal government.
The government simply could not operate. People may have been able to answer the telephones in
some cases, but what would they tell the caller? My computer is down, so I can’t help you.
If you look at the pattern, you will find that this high dependency is related to the highly
distributed physical location of government sites, the large number of employees, and the enhanced
efficiency provided by these information systems. The Hudson, Ohio government, for instance, is
not substantially dependent on information systems, because it is small, physically in one building,
and has very few employees. The national government of the United States is at the other extreme.

DoD Dependency
The Department of Defense (DoD) is dependent on information for all aspects of its operation.
Historically, components of the DoD have implemented stovepiped information systems designed to
fulfill special needs. These systems are called stovepiped because they perform all of the information
requirements of a particular task by themselves, from sensors, to communications, to storage, to
analysis, to presentation. They are special purpose because they are specially designed to the
particular task.
This has resulted in a coordination problem in joint operations because integrating the diverse
information stored in these stovepiped systems is difficult and time-consuming, and thus limits
the tempo of operations. To fully exploit the advantages of information in warfare and to reduce
the costs associated with information processing, duplicative systems, and redundant data entry,
the DoD has made the doctrinal and policy decision to move toward a globally integrated Defense
Information Infrastructure (the DII). [155]
The complexity, scope, and timeliness requirements of DoD information processing are exemplified by some of the applications supported by the DoD. While some of these examples also provide
insight into other organizations, it is important to realize that in the DoD, lives are at stake.
• The inventory, supply, and logistics systems of the DoD and their service providers are now
automated to the point where they cannot locate or deliver inventory in a timely fashion without properly functioning information systems. Joint forces coordinated logistics operations like the logistics effort used to coordinate Operation Desert Storm - now require that a large
number of physically distributed heterogeneous (i.e., dissimilar) information systems operate
properly together. [155] Increased demands on the information systems supporting the DoD’s
supply and logistics systems are produced by reduced lift (i.e., long distance transportation)
capacity, [26] and just-in-time delivery requirements called for in current DoD doctrine.
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• The DoD now trains personnel at all levels to work in unison by using a geographically
distributed network of simulators that communicate with each other in real-time to emulate
complex battle situations. This is how the DoD prepares soldiers, sailors, airmen, and marines
for the sort of joint and coordinated efforts required to win a more rapidly paced war with
fewer people. [127]
• The use of Command and Control Warfare both to paralyze the enemy and to enhance friendly
speed and agility has become a theme in DoD doctrine. [31] This capability requires reliable,
available, accurate, real-time, globally interlinked, robust information systems. [171]
The accomplishment of military functions, both direct combat operations and support, depend
to varying degrees upon the availability and accuracy of information. For example, most activities
in modern warfare depend on the reliable communication of command and control and situational
information. Many military activities rely on timely, assured access to accurate position, environment, logistics, medical, personnel, or financial information. This dependency is not static based on
the content of the information. Rather, employment of particular military weapons or operational
tactics at a particular operational tempo (i.e., rate) depends on the assured availability of a certain
quantity and quality of information at a particular time.
By analogy, information requirements are equivalent to petroleum budgets required to maintain
a particular operational tempo. If either the information or the petroleum is unavailable, the desired
operational tempo will not be obtained. (This analogy is not perfect in that once petroleum is used,
it is gone, while information is not consumed in its application.)
In short, nearly every component of the U.S. military and the
infrastructure upon which it depends are highly dependent on
information and information systems.
There are many publicly available examples of the U.S. dependency on both military and commercial information technology, including recently published examples from wartime military operations.
The U.S. Army’s Chief of Staff called Desert Shield/Storm the knowledge war. [33, p. ix]
The House Armed Services Committee said “ ...acquiring support systems consistent with hightech weapons may be more important than buying the next generation plane or tank.” [33, p.
xxi] According to another author, “ . . . it is very surprising that very extensive use had also to be
made of the international commercial networks, Intelsat and Inmarsat”. [10] Still another author
wrote “DISA and CENTCOM learned a valuable lesson: A viable information systems architecture
requires the total integration of commercial and military communications systems . . . ”. [201]
Logistics data passing over local and wide area computer networks also became vital. Regarding
Marine Corps operations: “Supply and maintenance information, . . . soon came to be seen as critical
to the success of the operation. . . . these systems had to operate in the same environment as the
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systems that [performed command and control] functions.” [168]

2.5

Indirect Dependency

Suppose someone changed the computer-controlled temperature setting of the sterilization phase of
the manufacturing process used to make meals ready to eat (MREs) for the U.S. military so that
it was not hot enough to kill botulism. The end result could be military defeat, since many troops
in the field might get sick.
I use this example to demonstrate how we all depend on each other. Any dependency any of
us have, the rest of us may share through our interdependency. In some cases, extremely subtle
dependencies can make an enormous difference. When commercial airliners crash, you may hear the
term chain of events used to describe the improbable set of circumstances that combined to cause
a crash. The same sorts of improbable chains of events can cause information systems to operate
incorrectly.
I am not aware of this particular thing ever happening with MREs, but there certainly have been
times when wells were poisoned in military conflicts to try to attain a similar effect. The rationality
of the attack is quite compelling. For one thing, the risk is minimal because the MRE manufacturing
plant doesn’t have the same protections in place as a munitions factory. For another thing, MREs
are distributed throughout the military and only widely used in real combat situations. This makes
it unlikely to be detected before a real incident. Even though MREs are tested extensively in
production and botulism might be detected in these tests, there are certainly other toxins that
could have a similar effect that are not detected in standard testing, and which could be triggered
by environmental conditions specific to a particular region where a conflict is taking place. This is a
very effective information-based attack since the dependency on the information system is so subtle
that even if the effect were noticed, it might be a long time before the root cause was discovered.
It turns out that almost every small business depends indirectly on some larger businesses, and
vica versa. Consider how even the largest business gets its plumbing fixed when there is a leak.
The vast majority of these cases are handled through very small businesses, even in companies
with internal maintenance staffs. But those very small businesses in turn depend on not-so-small
distributors for their parts, which depend on medium-sized and big businesses for the manufacturing
of those parts, all of which depend on those small plumbing businesses for their plumbing.
So what does plumbing have to do with the information infrastructure? It’s simple. Without
properly working information infrastructure, the big businesses that make the parts the plumber
uses would likely be unable to continue operating. The plumbers would not be able to get parts,
and thus would not be able to fix the leaks. If no plumbing could be done, we would all be in (to
quote a recent government official) deep doodoo. The leaks and plumbing problems would result in
failures in electrical systems (due to short circuits), water damage, and eventually, air conditioning
failures. Now this is key. Air conditioners depend heavily on plumbing, and the bigger the air
conditioner, the more it needs to be plumbed regularly. The really big air conditioners are used to
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cool large office buildings, and without those cooling systems operating, the temperature increases
inside those buildings by as much as 50 degrees in the summer. Now, in addition to the obvious
side effect that it is uncomfortable to work in extreme heat, the effect of heat on computers is
particularly devastating. At around 120 degrees, most computers will only run for a matter of an
hour or two before breaking down with a hardware failure. So, as all of the computers fail, the phone
system no longer works, the information infrastructure begins to fail, and as a result, operators can
no longer call in a plumber to fix the air conditioners.
Now this may seem a little bit like a Rube Goldberg setup, and that’s part of my point. We live
in an age where we all depend on each other.

2.6

The Information Superhighway

In the great depression of the 1930s and 1940s, the government of the United States created the
Works Progress Administration (WPA) to employ jobless workers in the task of building up the
national infrastructure. This government program not only kept millions of U.S. citizens working
and eating, it also built a great deal of the transportation and recreation infrastructure our people
now depend on. One of the results was greatly improved efficiency in transportation over the
last 60 years, reducing the costs of goods, enabling many businesses to form and prosper that
could not have existed without the infrastructure, and affecting the lives of hundreds of millions
of people for the better. It is a legacy that has passed the test of time. It’s not that highway
development stopped when the WPA stopped. In fact, after World War II, many of the highways
we use today were built over or near the sites used for the highways of the 1930s and 1940s. This
infrastructure investment was the beginning of the replacement of the rail transportation system
with the automotive transportation system that dominates today.
Perhaps as a part of the effort to help end the great recession of the late 1980s and early 1990s,
the government of the United States has decided to support and encourage another infrastructure.
This time, it is an information infrastructure.
Just as transportation was a key component of success in the
industrial age, communication is and will continue to be a key
component of success in the information age.
Just as the transportation capabilities built in the 1930s and 1940s made many things possible
that would have been impossible without that infrastructure, the communication capabilities built in
the 1990s and 2000s will make things possible that would be impossible without this infrastructure.
The improved efficiency will be reflected in dramatic changes in the way our society operates.

Communication Replaces Transportation
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Some speculate that the urbanization of the twentieth century will be replaced by a more and
more rural economy in which people can live in beautiful country settings, own substantial amounts
of land, and yet work for a large corporation whose nearest office is hundreds of miles away. If this
seems hard to believe, consider that for the last eight months, I have worked most of my time from
my home for a billion-dollar corporation whose nearest employee’s office is more than 100 miles
away from me. I have never been to that office, but I have visited offices all over the United States
and in Europe for short periods for various reasons. Most of these visits would not have been needed
if a good videoconferencing facility were available.
Some speculate that communication between people will replace transportation of people to a
large extent. The almost universal availability of video conferencing and distributed computing
that will begin in the second half of the 1990s will allow many, if not most information workers to
work from home more of the time. The resulting effect on the environment, the reduced loading on
the transportation infrastructure, the increased time available for workers with their families, and
the increased flexibility in work schedule, will produce dramatic and fundamental changes in the
way our society works.
Of course, transportation will not be completely eliminated. For example, it will still be necessary to transport food and other goods. Service-oriented jobs will require increased transportation
to get to the customer base. People who want to go shopping will have further to travel, and regional stores will probably provide delivery services much as delivery services thrived in the earlier
part of the century.
It is possible, likely, perhaps even closer to certain that this facet of this issue will have the
most dramatic and vitally important effect on all of our lives of anything discussed so far. And
yet the reason is so far afield that to even mention it may seem bizarre. Since the beginning of
recorded history, there have been plagues that have wiped out on the order of 90 percent of the
human race in a locality. These diseases have sprung up seemingly overnight, ravaged a society till
near destruction, and then gone away as the population was so diminished that nobody susceptible
was left to kill.
These plagues killed more than 90 percent of the American Indians when they first interacted
with the Europeans, killed more than 90 percent of the citizens of some cities in the 1800s, and
killed more than 90 percent of the people in the small villages they hit in the 1980s in Zaire. In the
case of the Ebola Zaire virus, the difference between killing 90 percent of the people in a few cities
and killing ninety percent of the people in the whole world, was very likely the remoteness of those
populations relative to the rest of the world population at those times. [39]
But with modern transportation making the distance between people so short, an airborne
disease in Australia may be carried to the United States on a 747 in a matter of a day. With the
movement of those 400 passengers to other flights when they arrive in the United States, in a matter
of 48 to 72 hours, such a disease may reach the vast majority of the population of the U.S.
So how does this relate to the information superhighway? As the world moves toward replacing transportation with communication, people will also be dramatically curtailing the spread of
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biological disease. If the airline steward who seeded so much of the AIDS epidemic in the United
States had not been travelling, perhaps hundreds of thousands of lives would have been saved.
If the change is dramatic enough, information technology could prevent the next major plague
from wiping out much of the population of our country. On the other side of this coin, increased
exposure to diseases causes increased immunity for the survivors. The reason so many American
Indians died when the Europeans came was, at least in part, because the Europeans had been
exposed to such a high degree that they were all immune. In the cases of pneumonic plague and
Ebola Zaire, immunity is not likely to play a very big factor, since each is so fatal so quickly.

Efficiency trades with Adaptability
In a technologically driven field under rapid change, there is a very heavy penalty for being
unable to adapt quickly. Take for example the large mainframe users of today. Even six years
ago, most of these organizations had few options to using a mainframe to perform their large
scale computations, but today, they are stuck paying several million dollars per system and several
hundred thousand dollars per year in maintenance to support computers that could be replaced
for about $10,000 if it weren’t for the software investment in the old computers. Over the last six
years, the hardware cost has gone down by a factor of 64, while the software and maintenance costs
have not substantially changed. Even going to a lower-cost mainframe only partially resolves this
issue because mainframes still don’t support many of the new applications and capabilities that
have emerged in the last several years.
This problem is related to the astounding improvements in information technology over more
than 20 years. Every two to three years, the cost of information technology has dropped by about
a factor of 2, while the performance of that technology has multiplied by about a factor of 2. That
comes to an effective increase in the bang-for-the-buck of about a factor of 2 per year. In terms of
value for your dollar, performance that cost 1 million dollars six years ago now costs 1/64 of that,
or only about ten thousand dollars.
Meanwhile, the Internal Revenue Service (IRS) still forces you to write off computer equipment
as a capital expense over a five-year period even though two-year-old computers are obsolete in many
business applications today. For example, in 1992, a PC with 500 megabytes of disk space cost about
$5,000, and was a rarity. By 1994, most computers sold included more than 250 megabytes of disk
space, cost less than $2,000, and systems with more than 1 gigabyte of disk space were common.
Most of the systems sold in 1992 cannot support the disk requirements of the software sold for
systems in 1994.
Investment with falling prices, rising performance, and rising capabilities must be shortened to
reduce momentum and enable change to be handled more quickly and efficiently. To do this, I return
to a law of physics, f = ma. To change more quickly, either more force must be applied, weight
must be reduced, or both. When you increase force in organizations (e.g., by applying more money
or pushing people to change), it puts more pressure on people. You can only push so far before the
organization cracks under the strain of these pressures. The only alternative is to reduce the mass,
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or in other terms, reduce the dependency on the leverage provided by any specific technological
element. In the process, you increase your adaptability, but reduce efficiency, and thus introduce
inefficiency in exchange for the flexibility.

Dependency Effects of the Information Superhighway
The Achilles heel of building our society to run on the information superhighway is our increased
dependency and our lack of adequate protection. It is likely that over time, the people who design
information systems, schools, government agencies, businesses, military organizations, and infrastructure will build even more dependency on information infrastructure into our society. As we
have seen, the people of the United States are so dependent today that in some cases, we literally
cannot survive without information systems. As we follow this new road, we may soon reach the
point of no return.
People have always had dependencies, but rarely have people depended so much on something
so fragile as today’s information systems. We must all take great pains to understand the nature
of this fragility and to address it effectively, if we are to survive.
“The benefits of the NII for the nation are immense. An advanced information infrastructure
will enable U.S. firms to compete and win in the global economy, generating good jobs for the
American people and economic growth for the nation. As importantly, the NII can transform the
lives of the American people - ameliorating the constraints of geography, disability, and economic
status - giving all Americans a fair opportunity to go as far as their talents and ambitions will take
them.” [153]
But this will only be true if the NII can get the right information to the right place at the right
time. Recent studies have shown that U.S. industries lose billions of dollars per year because of
disruptions in their information systems, [16] [58] and the loss is increasing year by year.
“In addition, it is essential that the FEDERAL government work with the communications
industry to reduce the vulnerability of the nation’s information infrastructure. The NII must be
designed and managed in a way that minimizes the impact of accident or sabotage. The system
must also continue to function in the event of attack or catastrophic natural disaster.” [153]
The U.S. economy now depends for its very survival on the information infrastructure. With
the inclusion of new services including national health care, access to state and local government
information, financial records, and health records, under the promise of the NII, that dependence
will grow.
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Chapter 3
The Disrupters Are Among Us
When I talk about problems in information systems, one of the most common responses I get is
that my depiction is inherently pessimistic. If systems are as vulnerable as I say they are, why isn’t
there already a global collapse? My best responses are:
• There is a global collapse, you just aren’t aware of it.
• The crooks haven’t caught up yet, but they will soon.
• They don’t want to kill the goose that laid the golden egg.
I personally try to understand this issue by studying the causes of information system failures in
detail, classifying the causes and effects, and trying to understand how and why things are the way
they are. Many experts also use lists of incidents to consider the efficacy of protection. To give an
idea of the sorts of incidents that may cause disruption to components of the NII, I have included
a broad but not comprehensive set of descriptions of accidents, attacks, motives, perpetrators, and
effects.
In order to interpret descriptions of this sort it is vital to understand that these lists are not
exhaustive. They represent only a small portion of the things encountered in a typical career in this
field. These descriptions are intended to give a general sense of the breadth and magnitude of the
problems in information protection in the NII and an understanding of why the issues of protection
need to be carefully examined.

3.1

Computer Accidents

Information system problems are commonly broken down into accidental and intentional acts. Most
information technology managers recognize that accidents happen and consider protection from
accidents to be part of the cost of doing business. It is common to differentiate accidents into acts
of God or nature and acts or inaction by human beings, but I will not explicitly differentiate them
here.
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As an example of the impact of disruption on organizations, a survey of denial of services
identified about 4 billion dollars of losses in 1992 alone. [16] This survey doesn’t even begin to
address the sources of disruption or differentiate intentional from accidental disruption, but it
should give an idea of the extent of the problem.

Errors and omissions This is probably the most widely recognized disruptive phenomena
today. Everyone makes mistakes, and when these mistakes affect information systems, even a small
mistake can be severe. More than one rocket has blown up because of a + sign instead of a −
sign in a computer program. [181] In one case, there was a jet aircraft automatic pilot that flipped
the plane upside down when it went south of the equator because of such an error. It would have
been a fun flight if the flaw wasn’t detected in a simulation run. Errors and omissions have been
responsible for many other incidents, including several cases where lives were lost.
Examples of loss of life include overdoses of radiation due to
programming errors in medical equipment with only software
safety provisions and several commercial airline crashes related
to autopilot problems. [181]

Power failure Power failures have caused major outages in information system operations ever
since computers became more reliable than the power system. A typical home computer operates
for several years without a hardware problem, while power failures happen several times per year
for short periods of time in most U.S. locations. If your computer is on and writing to the disk
when the power fails, you could lose the entire contents of the disk. In larger systems, the problem
is far more severe. In one incident in the 1970s, the power to the computers in the computer science
department at Carnegie-Mellon University failed, even though they had two separate power lines
coming into their computer center. It turned out that a backhoe cut the wire between where the two
power sources entered the university and the point of presence in the building. Backhoes may be
the single most dangerous weapon of the information age. Power disruptions capable of interfering
with computer operations in my company’s data centers have averaged between one per week and
one per month over a 10-year period, and these figures are not unusual.

Cable Cuts The rare power failures caused by a cable cut are only a symptom of the backhoe
disease. Cases of communication cables being cut seem to be almost epidemic. When a communications cable is cut, it physically disrupts communications that would otherwise operate over that
cable. For example, if the cable to an office building is cut, the entire building may lose communications. With the increased bandwidth of cables caused by technological advances, we have used
fewer cables to carry more data, which makes this problem far worse. For example, a fiber optic
cable can carry about 375,000 telephone calls, so a fiber optic cable cut may disrupt all of the calls
taking place at any one time in a major city. Recent famous examples include a cable cut in New
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York City that disconnected air traffic control for much of the northeastern United States and a
cable cut in upstate New York that disconnected the 18 supposedly redundant Internet connections
between New England and the rest of the United States. All 18 connections ran through the same
fiber-optic cable. There are also many less spectacular cable cuts, and it is almost certain that
every organization will experience at least one incident every few years.

Fire Fire has been a leading cause of death and destruction ever since cities became popular. Legend has it that Nero played the fiddle while Rome burned several thousand years ago [159]. Although
Nero was apparently not involved, Rome did indeed burn. Fire physically destroys equipment and
inventory of all sorts, including backup tapes, communications wires, switching equipment, and
information systems. It also tends to make repair very difficult because all traces of the previous
configuration are lost in a typical fire.
In Chicago, in the spring of 1990, a telephone company central office fire resulted in lost telephone
service to tens of thousands of customers for a period of several months. [160] If you were in the
telephone-based mail-order business in the affected area, you were almost certainly out of business
fast. Insurance may cover fire damage, but few policies cover the consequential damage resulting
from loss of use of information systems affected by fire.

Flood Floods have a tendency to happen in low-lying areas and stream beds, and few natural
floods since the one Noah was in have had a severe effect on the second story of buildings on hillsides.
On the other hand, the Johnstown flood which involved a broken dam in Johnstown, Pennsylvania
did destroy many two-story buildings on the hillsides downstream of the dam. Floods tend to short
out electrical connections, which are the heart of information systems. Although many parts of
many information systems can survive water, almost all systems are at least temporarily disrupted.
The major floods in the midwest in 1993 disrupted information systems in many buildings. But
an even more interesting flood from my perspective was the Chicago flood of 1992. In this case,
underground waters were held back from the nineteenth-century underground tunnel system of
Chicago by walls that were poorly maintained. When one particular wall broke down, there were
major power and telephone outages throughout the city. Almost everyone was caught unaware
because they never thought of Chicago as being very susceptible to floods.

Earth movement In zones where earthquakes are common, is also quite common to have earth
movement produce outages in information systems. Earth movement causes vibrations that disrupt
internal connections between information system components, disrupt power, cause disk drives to
physically destroy themselves, and disrupt wiring. In the Los Angeles earthquake of 1993, telephone
service and electrical power were unavailable to hundreds of thousands of people for several days.
The effect on information systems was obviously severe, but it didn’t get much press coverage
because next to the human suffering, it wasn’t considered very important. Many businesses may
have taken a long time to recover their information systems. Other forms of earth movement include
mud slides, sink holes, and other similar phenomena. Although these forms of earth movement are
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comparatively local, they can still cause significant disruption.

Solar flares Solar flares increase background radio frequency noise which interferes with communication. Solar flares also increase the number of cosmic rays, which collide with computer memory
elements and sometimes cause transient bit errors. In one case, solar flares interfered with the
Global Positioning System (GPS), causing errors in displayed position. [181] With a GPS receiver,
you can locate your position in the space around Earth to within about ten meters. With some
careful calibration, you can get within about two meters, and by using enough statistical information, you can get an even more exact location. GPS is now used in military operations and has been
accepted by the Federal Aviation Administration (FAA) for use in commercial aircraft guidance.

Volcanos Volcanic eruptions are fairly rare events in most of the world, but there are still many
active volcanos. Most active volcanos generate lava flows on an ongoing basis, but when the rare
one blows, it can change a lot of things in the environment that affect information systems. The Mt.
St. Helens eruption in the 1980s was an example of a catastrophic eruption, while Hawaii deals with
lava flows all of the time. The major problems for information systems in volcanic eruption come
when physical destruction from the volcano interferes with parts of the infrastructure being used to
support information systems and when small ash from the volcano becomes widely disbursed and
causes physical damage to disk drives and other similar devices.

Severe weather, static electricity, air conditioning loss, etc. Severe weather
causes many effects on information technology. For example, high temperatures tend to make air
conditioning fail, which in turn causes overheating, which destroys computers very quickly. Low
temperatures tend to make relative humidity low, which increases static electricity, and this can
also destroy computers. Thunderstorms cause lightning, which strikes buildings and causes power
fluctuations that destroy information systems. Extreme weather also effects other aspects of the
infrastructure which cause indirect affects on information systems. Hurricanes are one severe example of how weather can damage information systems. Large hurricanes tend to disrupt substantial
portions of the power grid, telecommunications, and other infrastructure elements. They also physically destroy computer centers and other elements of the information infrastructure of individuals
and organizations.

Relocating computers Relocating computers sometimes causes enough vibration to disrupt
the delicate alignment of disk drives, which in turn makes disks unusable. In one case at a major
university, a computer system was moved only a few feet and yet sustained total loss of disk
storage. Fortunately, backups were done just before the move to cover this contingency, and the
loss was minimal. Although computer components are increasingly designed to sustain movement
without substantial damage, there are still physical forces that can damage components and their
interconnections.

36

System maintenance In another incident at the same university, a hardware maintenance
person came in and realigned the tape heads of a tape drive to compensate for mechanical skew as
a part of regular maintenance. After the maintenance person departed, old tapes could no longer
be read. The cure was to properly misalign the tape head so the improperly written tapes could be
read, read in the tapes, realign the tape heads to the proper setting, and rewrite the tapes.
Many disruptions occur from system maintenance, but without
maintenance, many other disruptive factors might go undetected.

Testing The whole point of testing is to find problems before they impact users. Once problems
are found, they can be fixed. A common problem encountered today is that test modes are often
available at times when they should not be. When this happens, many undesired side effects are
possible. In one incident, a test of computer viruses at AT&T resulted in the accidental infection of
the master copy of AT&T’s supposedly secure version of the Unixtm operating system. [75] It seems
the testing mode was being used in that system, and it introduced a vulnerability. In a similar
incident, the Internet Virus entered through a testing capability that was left enabled in a standard
distribution of Sun’s version of the Unixtm operating system. [115] [114] It is fairly common for
people to test uninterruptable power supplies, but it is also fairly common to forget to turn off the
information systems they support before testing. If the power supply fails, so do the information
systems it supports.
Inadequate maintenance Inadequate maintenance can be just as hazardous as inappropriate maintenance. The whole purpose of maintenance is to find and correct problems before they
have a serious impact on operations. Many modern information systems cannot operate over an
extended period of time without maintenance. As a simple example, sophisticated information systems often produce audit records. If these audit records are never examined or deleted, they are of
no value, and they may cause the system to fail by consuming so much space that the information
system runs out of storage.

Humidity High humidity causes electronics to fail because it causes short circuits, but perhaps
it is more dangerous to paper, which absorbs the water from the air, weakens, and rots. On the
other hand, if paper is kept too dry, it will become brittle and crack. In humid environments,
micro-organisms thrive, and they tend to eat everything from the rubber in cars to the plastic in
computer circuit boards. In dry environments, many materials become very brittle and misshaped.
For example, the circuit boards used in computers may crack, disk drives may warp, power supplies
may change characteristics, fan lubrication may dry up, static charges may accumulate in video
displays, mechanical switches on pointing devices may fail, and wires connecting components may
break. Needless to say, this can cause serious problems.
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Smoke Smoke often causes more damage than fire. In the case of information systems, smoke
causes serious damage in unsealed components. For example, a floppy disk drive has an electromagnetic read-write head with tolerances about the width of a human hair. If smoke gets in the
system, the disk head may fail. Even the fans used to cool systems become less reliable when smoke
comes along, because it causes friction in the bearings and can gum up air filters, causing cooling
to become inefficient, and producing heat-related damage. Other components such as integrated
circuits depend on air flow for cooling. Smoke may deposit added insulation that reduces the cooling
effect and increases thermal damage.

Dust If you’ve ever opened a computer that has been running for a few years without an internal
cleaning, you have found an enormous amount of dust. Dust accumulates because the fan typically
blows air through a system to cool the components which have higher failure rates at higher temperature. As the dust enters the system, it is trapped in areas with low air flow, and it accumulates,
causing larger areas of low air flow, and so on. Over time, a computer can accumulate so much dust
that cooling becomes ineffective and failure rates go up.

Gasses, fumes, and cleaning chemicals But don’t rush in with a regular cleaning
person to clean all your computers. I made the mistake of letting a cleaning person come in and
clean my dusty computers one day, and nearly paid the price in a big way. It turned out that
the cleaning chemicals used on the dust rag got into the electronics and caused a temporary short
circuit resulting in a system failure. After the fluids dried, the system worked again, but it was a
bit scary to have the system go down from disk failures just as the cleaning person sprayed cleaning
chemicals into the disk-drive enclosure. Various gasses and fumes cause plastic enclosures to fail.
Among the effects are damage to sealed disk drives and loosened connections. In some cases, the
chemicals are changed by the increased temperature inside a computer and this can cause chemical
reactions that cause other damage.

Heat Several of the examples above relate to heat. Increased heat causes failure rates in electronic
and mechanical components to rise fairly dramatically. In studies of electronics done in the 1970s,
it was found that for every 10 degrees celsius increase in temperature over the normal operating
range of an integrated circuit, the mean time to failure was cut in half. In other words, on the
average, a computer running at 15 degrees celsius that fails only once per 10 years will fail once
per 5 years if operated at 25 degrees celsius. Mechanical systems have similar problems because as
bearings get hot, they deform. This causes more friction, which increases the heat, which increases
the deformation, and so forth. If you run a disk drive at a higher temperature, on the average, it
will crash sooner.

Temperature cycling Lest you decide to keep turning your computer off to reduce heat
damage, you should be aware that temperature cycling also causes damage. Metallic components
expand and shrink as temperature changes, causing mechanical stresses which eventually cause
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breakage in the same way as bending a coat hanger back and forth will eventually break it. When
you turn a computer on for several hours and then turn it off again for several hours, temperature
cycling is most pronounced.

Electronic Interference In several recent cases, signals from airport radar and similar sources
have caused computers to fail and the interaction of emanations from information systems has been
cited a number of times as a cause of system failures. [13] This is the reason the FAA now requires
airline passengers to turn off personal computers and some other electronic equipment during takeoff
and landing.
Vibration Electronic equipment that is shaken is subject to the same physical stresses as any
other device. Under enough stress of the right characteristic, the equipment will fail. Most information systems are not designed for extensive shaking, dropping, or other such things, but there are
components designed to handle such stresses. These components cost more, but in an environment
where these stresses are common, they are well worth the price difference. For example, military
equipment specifications require hardening against shaking and falling, and palmtop computers such
as the HP-100 can fall from six feet onto pavement without significant damage.

Corrosion Anyone who has spent much time fixing computers or other electronic equipment
is familiar with the effects of corrosion. The contacts between integrated circuit boards and the
computer’s backplane corrode, and this causes transient errors and, eventually, permanent faults.
The common cure is to reseat the boards by removing them and putting them back in. Corrosion
is usually caused by environmental factors.

3.2

Intentional Events

Several authors have reported that once detection was put in place, over one incident per day
was detected against their computers attached to the Internet. [19] [35] [179] Other people have
placed detection systems on the Internet to detect attacks and have privately reported similar
figures. There are about 2.5 million computers on the Internet, so simple multiplication tells us
that something like 900 million attacks per year take place on the Internet alone.
With that amount of computer crime underway, you might well ask where the superhighway
patrol is. Unfortunately, it is a lot harder to patrol the information superhighways than the automotive superhighways, and unlike the highway patrol, there are no information police to speak of
and they don’t have information patrol cars.
The situation today in the infosphere is much the same as it was in the goesphere in the wild
west. It’s easy to steal from the weak and it’s easy to avoid being caught. There are some law
enforcement people out there, but they are few and far between and they have almost none of the
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tools required to get the job done. Information system users end up hiring private police that are
often inadequate to the task.
Many of the most common attacks are listed here to give a flavor for the sorts of things people
do to attack information systems. This list is by no means comprehensive, but it gives a flavor of
the variety of events that may occur.

Trojan Horses A Trojan Horse is a hardware or software component that has an unadvertised
side effect. The term is normally used to indicate a malicious side effect, and comes from an ancient
war in which the Greeks were being defeated on the battlefield by the Trojans. In desperation, the
Greeks gave a giant wooden statue of a horse to the Trojans. The Trojans took the horse into their
walled fortress, and that night, the Greeks hiding in the statue came out and opened the gates to
the fortress. The Greeks entered and massacred the Trojans. Thus the expression Beware of Greeks
bearing gifts. In computers, a Trojan horse can be used to deny services, to corrupt information,
or to leak secret information. Many examples of Trojan horses appear every day in the information
business.
Time Bombs A time bomb in an information system is just the analogy of a physical time bomb.
Once the time bomb is activated, it detonates at a later time, resulting in some damaging effect.
A time bomb can potentially deny services, corrupt information, and/or leak secrets. A software
time bomb might try to delete all of the files on a system, while a hardware time bomb might
cause a component to fail. Another way of looking at this is by considering planned obsolescence.
In products warranted for one year, it is common to have hardware failures just after the end of
the warranty period. This is either because product testing shows that failures begin at that time,
or because the parts used to make the system are selected for their low cost, and the price is set
by the quality of the component. It is also possible to design systems to have very sharp changes
in reliability after a well-defined point in time by exploiting the known failure characteristics in
combination. [196] [102]

Use or Condition Bombs A use or condition bomb is just like a time bomb except that it is
triggered by a number of uses or some other condition of the state of the environment. This practice
has been used by some consultants to assure payment or to cause damage when they are fired. [211]
A typical condition might be that the consultant’s last login was more than three months ago. The
effects of such an attack are often limited to the consultant’s work product, but not always. In
some cases, consultants who were not paid for a job claimed that a use or condition bomb was their
way of assuring payment. The courts have consistently ruled against these consultants.
Dumpster Diving A lot of people in today’s society throw away a lot of things without
realizing their potential value. Information is commonly discarded when stored in paper form, and
even old magnetic tapes and floppy disks are commonly thrown in the garbage when they have
outlived their usefulness to the owner. The information contained in these forms may be quite
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helpful to an attacker. In trying to break into systems, it is now a common practice for attackers
to go to the dumpsters used for disposal of waste in search of information that may lead to easier
entry or more successful attack. Similarly, some waste disposal companies have been accused of
selling waste paper to people in search of information. The police also commonly search garbage
for evidence, and this is certainly not beyond the scope of work for a spy. Some of the most famous
AT&T attacks came about as a result of dumpster divers getting copies of manuals for systems. In
exceptional cases, listings of user IDs and passwords are found in dumpsters.
In many organizations, old backup tapes are thrown out when they
begin to have faults during backups. Under these circumstances,
a dumpster diver may get a full on-line copy of a lot of corporate information, including password files and details of internal
controls.

Fictitious People In the current Internet, it is fairly easy to create as many personas as desired.
Little authentication is done to verify the identity of anyone willing to pay for services. One author
suggested that there is a risk of people taking on multiple fictitious identities and providing several
different viewpoints that all combine to recommend the same product or service. By placing enough
opinions that lead to the same conclusion into a widely read forum, you may be able to set a trend
that results in people believing lies. By making friends with people of different opinions, you may
choose which identity to use when talking to each. False identities are good leaping off points for
all sorts of crime. For example, in September of 1994, somebody used a false identity to threaten to
kill the President of the United States via electronic mail. This was done using an identity provided
on a FreeNet - a community provided public service access point to the Internet.

Protection Limit Poking In most systems, information storage, retrieval, analysis, and
communications services can be denied to one user by another. For example, many password
protection schemes only allow a user to try to login a fixed number of times before they must see an
administrator to have their user ID reinstated. An example of an attack would be to try to login to
the other user’s account using a wrong password. Once the limit is reached, the other user cannot
access the system and is forced to go through an administrator to regain access. If the defense against
password guessing is improperly implemented, incorrectly guessing the administrator’s password can
be used to prevent the administrator from logging in. If the administrator is the only one who can
restore access and the administrator’s access is disabled to stop further password guessing, the
system may have to be shut down and manually modified in order to restore normal operation.

Email Overflow In this attack, electronic mail (e-mail) is used to flood computer systems with
information, thus reducing available resources for other purposes. In experimental attacks, this
technique was shown to be very effective in denying services, [63] and several incidents since that
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time have demonstrated the same results with accidental causes. [222]
The experimental attacks consisted of sending electronic mail to computers throughout the U.S.
military network from the Internet. In the first experiment, e-mail was sent to the ‘root’ user at
each of 68 sites chosen from a (German) Chaos Computer Club listing. This was done to establish
that mail sent to most of them would be received and stored in their computers. The following
table describes the results:
Number
40
10
1
2
2
7
6

Response
got the mail - no response
refused the mail
no root user, identified self as ‘TSO’
no such user ID, listed other user IDs
no user called ‘root’ on their system
not found by the mail system
got the mail - personal response

The second experiment consisted of sending mass quantities of mail into one site (done on an isolated
computer designated for that purpose) to see how it affected operations. The first effect was a slight
slowing of other processes on the system, presumably due to the disk output and processing required
to process and store all of the mail. The second effect was consumption of all available disk space
in the ‘/usr’ partition of the disk. The target system had about 18 Mbytes of free space on that
partition, and it took only 4.5 minutes to exhaust it, at which point the system started having
severe problems because it could not create or add to files. The system console indicated that no
disk space was available on that disk partition.
It typically takes about 30 minutes to find the specific problem in such an incident (in this
case, the files consuming all of the disk space) once the systems administrator is able to login to the
system. On some systems, the administrator cannot login properly without adequate disk space, but
either way, the net effect is a half an hour or more of denial of services, corruption, and repudiation.
The lack of disk space causes many programs to fail, and if you are unable to write a file to disk,
it is hard to do much useful work. Files being written when there is no space left typically end up
in an inconsistent state. Most programs dealing with files do not detect and properly handle these
conditions, so the corruption goes unnoticed for the moment. Audit trails take disk space, and
since there is none available, they cannot log the side effects of this disruption for later analysis.
Depending on details of the implementation, the audit program may even stop operating entirely.
After the problem is found, there is an even bigger problem. How does the administrator prevent
this attack and still allow legitimate mail to pass? It turns out that this is not so simple in most
modern computer mail systems.
After posting this information to the ‘risks’ forum on the Internet, numerous replies asserted
that this attack was not properly defended on existing systems. [181] One respondent pointed out
that electronic fax and news transmissions had similar problems, and are not adequately addressed
by many current systems. Some time after this experiment was published, an accidental disruption
occurred when a law firm tried to advertise on the Internet and was flooded with hate mail. The
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service provider used by the law firm had to shut down because of the disruptive effect of all the
e-mail.

Infrastructure Interference By sending signals to a satellite or microwave dish, it’s fairly
easy to interfere with signals and disrupt these elements of the NII on a wide scale. One example
was the Home Box Office (HBO) attack launched in the late 1980s where someone with a satellite
dish sent his own signal to HBO listeners all over the United States. [166]

Infrastructure Observation Radio signals are also fairly easy to observe. For example, the
microwave dishes that used to carry many of the conversations into and out of Washington, D.C.
passed their signals right over the Russian Embassy. It is widely believed that the mass of radio
equipment in the embassy was used, at least partially, to listen to telephone conversations passing
over this microwave link.

Sympathetic Vibration Most modern communications protocols are designed to deal with
common types of delay problems such as packets arriving too late to be of value. But the mechanisms
used for retransmission are designed for reliability under random fault conditions and not under
intentional attack. By creating packet feedback mechanisms, it is almost always possible to cause
a network to overload with protocol packets, thus disrupting services. In some cases, this has even
happened accidentally. [80] [156] Even modern electronic mail (e-mail) systems are susceptible to
this sort of disruption. For example, there are many automatic mail responders on the Internet.
These systems listen for incoming e-mail requesting standard information and respond by mailing
the standard response back to the sender. By forging a sender identity, which is trivially done on the
Internet, the response can be sent to another automatic mail responder. The two mail responders
may then eternally send more and more mail back and forth in automatic response, flooding the
Internet with junk mail and causing widespread havoc.

Human Engineering This is a favorite of many attackers. The weakest links in many protection systems are the people, and the easiest way to exploit the weakness is by convincing the people
you have a legitimate purpose. If you look and talk like a maintenance person, the receptionist
will probably treat you like one. Several television shows have filmed and shown attacks where
teenagers call into a company and act as if they are telephone repair people who lost the password
to the maintenance computer or left their phone list at home. They then get the maintenance phone
number and password from the operator and enter the telephone network as a privileged user from
a pay phone free of charge. A skilled attacker can easily change billing information, make calls to
anywhere in the world, and disrupt telephone service once such information is obtained.

Bribes In many cases, the worst paid employees are in the best position to attack information
systems. For example, the night watchman is typically a low paid, transient worker. For $20, you
can probably bribe the night watchman to use the telephone to call your brother in Iowa. Chances
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are you will be left alone to rummage through the facility if you use the technique right. For a bit
more money, you can probably bribe maintenance people to let you take one of their shifts. After
all, they get paid for doing nothing, and you get the run of the place. The net effect is a collapse of
many of the physical security precautions that may have been in place, and with physical access,
there is no limit to the potential techniques that can be used for leakage, denial, and corruption.

Get a Job Bribes are quite limited. If you want to do a better job of attacking a system, why
not apply for a job as a night janitor. The security check is probably minimal, and in many cases
you will have unlimited access to the whole facility all night. Best of all, you get paid to launch
the attack. It is also fairly easy to get a job as a computer operator or night operations manager
if you forge the proper background. That might even get you authorized access to many of the
information systems and make your attack far easier.
Password Guessing The practice of guessing passwords has existed since ancient times. The
reason that password guessing works so well is that people use easily guessed passwords, and the
reason for this is inadequate training and inadequate use of technology. In an experiment I did in
1982, I successfully guessed more than 80 percent of the user passwords on a mainframe computer
system trying only about 10 guesses per user. Similar experiments have been done by researchers
for many years and, despite widespread dissemination of these results, the situation is much the
same today.

Invalid Values on Calls In many computer systems, unanticipated requests for service (i.e.,
calls to the operating system with illegal or undocumented values) result in violations of protection.
In DOS, where there is no protection in the operating system itself, many of the common activities
such as spooling files to the printer require the use of undocumented operating system calls. This
encourages abuse by outside vendors, and fosters incompatibility across versions of the operating
system. In more advanced operating systems, protection is fairly effective except for implementation
errors. One good example of an invalid call producing a negative result was in an early version of
an IBM computer. In this system, there was an operating system call that shut down the computer
by causing a physical mechanism to pull all of the boards out of the backplane. The call was not
documented to users, and the people who implemented the operating system didn’t protect the call
from accidental or malicious use.

Computer Viruses In every widely used operating system, protection is inadequate to limit
the spread of computer viruses. Computer viruses are programs that reproduce. In the process,
they may infect other programs which in turn infect other programs, and so they spread far and
wide. There are now about 5,000 computer viruses known by researchers, and many more are
created every day. The real threat of computer viruses is that they can act as vectors for spreading
any other attack. With a computer virus, it is simple to corrupt data throughout an information
network, to disrupt services on a wide scale, and to leak secrets from the best computer security
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systems available today. [44]

Data Diddling Data diddling is a technique whereby data is illicitly modified. By illicitly modifying data, information systems may produce wrong results and, because few current information
systems have integrity controls, these errors will likely remain undiscovered for a long time. Data
diddling has been used to change salary rates, alter investment profiles, change patient records, and
in all sorts of other ways. In most modern computer networks, data diddling can be done remotely
without even entering the computer under attack by modifying information being sent through the
network.

Packet Insertion In most current networking environments, it is relatively easy to insert a
packet forged to appear to be from a different source. There are even public domain programs
that provide facilities to assist in this effort. Packet insertion has been used to replay financial
transactions, gain entry into systems, bypass access controls, induce network control problems, and
spoof file servers. In essence, anything that can be done from over a network legitimately can be
done over the same network illegitimately. By inserting packets at the network level, all of the
computer security in the computers that are connected to the network is defeated. [40]

Packet Watching In most current networking environments, it is also relatively easy to observe
packets flowing between networked computers. Some of the public domain software allows the
listener to isolate traffic between particular sites and observe terminal sessions, including the entry
of user identities and passwords. In one experiment at Queensland University of Technology, a
graduate student under my direction implemented a simple program to analyze network traffic and
produce terminal sessions between user and computer pairs. [42] [40] In a very similar effort detected
in early 1994, thousands of user identities and passwords were stolen from computers attached to
the Internet computer network. [5] The attackers have not yet been identified.

Van Eck Bugging In the 1980s, a paper was published describing experiments that enabled a
remote observer to use electromagnetic emanations from a video display to watch the display. [220]
Since that time many people have shown that it is possible to electronically watch a typical video
display from a location on the other side of a wall or from hundreds of meters away.
In one case, a British television station used this sort of equipment
to show that Scotland Yard’s computers could be observed from
outside the building.
Conducted emanations over power lines can also be exploited to extract data from some computer
systems. For a cost of only a few hundred dollars, anyone with the desire and knowledge to do so
can observe information appearing on your video terminals in real-time, thus leaking information
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as it is created or used and gaining detailed knowledge of how it is used and by whom.

Electronic Interference Normal air traffic control radar can cause interference and intermittent failures in computer equipment within a radius of several hundred meters. [13] Energy
signals of sufficient strength can jam LAN cables, serial cables, keyboard connectors, mouse cables,
and other electromagnetic devices. [27] In electrical power systems, it is fairly easy to induce noise
characteristics that can cause computer failures as well. It is fairly common for electrical noise
from rotating machines like electric saws and drills to do this. This can be used to cause random
corruptions or denial of services.
Federal Aviation Administration (FAA) measurements of electromagnetic interference at one
high density U.S. airport peaked at 14,000 volts per meter from surveillance and satellite tracking
radars. The FAA set a 200 volts/meter no adverse effects limit for one aircraft, partly due to rapid
movement of both aircraft and radar beam. [13] Thus the noise levels from our own infrastructure’s
safety equipment introduces adverse effects to our own aircraft.

PBX Bugging Many modern telephone systems provide the capability to listen in on conversations, even when the telephone is hung up. The most common method is to set the time till the
on-hook condition causes the microphone to close parameter in the PBX to an unexpected value.
In many systems, this will leave the call engaged. The attacker then enables a conference call with
that headset and listens in. This allows anyone with access to your PBX to listen in on private
conversations in any office that uses the system without the people in the office either being aware
of the interception or able to detect that the attack is underway. The next time you are in an
important meeting in a room with a telephone, you should consider the possible consequences.

Open Microphone Listening Many current computers are shipped with microphones for
voice input. Soon after the first of these systems was shipped, attackers found that they could
listen to the voice input when the normal voice input programs were not functioning. This enables
anyone with a minimal amount of access to listen to conversations without alerting the user. This
technique can be used to record or listen to private conversations, to tell when people are or are
not present, to listen to keyboard input and derive passwords, and in low noise environments, to
listen to conversations in other rooms. Even after this technique was widely known, some of the
major manufacturers of systems with this problem continued to produce systems with no mechanical
microphone switch or activity light. [181]

Video Viewing Some of the newest multimedia systems have video input capabilities to facilitate video conferencing. Just as microphones are commonly left unprotected, video input devices
commonly have no switch and are controlled by a computer which can be broken into over the
network. Video viewing can be used to watch keystrokes, to see how people behave, to see who
comes by and in offices, to see when people are in or out, to determine police and maintenance
schedules, and to read plans and other documentation. When used in the home, private lifestyle
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information may also be attained. When used as a cable television interface device in a bedroom,
the violation of privacy can be extreme. Again, the manufacturers have not responded, and in most
current video input systems, attackers can watch and record what happens without alerting the
user. [181]

Repair, Replace, and Remove Information Some computer repair shops reuse old
disks as replacements for a broken disk. Still others apparently extract data from disks before they
reconfigure them. Under these conditions it is easy to take information from the disk and use or
resell it. In one case I know of, a bank sold used computers without removing information from the
disk drives. The result was a substantial amount of private information getting into a place it was
not supposed to be.

Wire Closet Attacks Most buildings have wire closets that are used to connect information
systems and power systems. It is often easier to gain access to these rooms than other parts of a
facility. Once access is attained, wires can be tapped, cut, rerouted, wired together, or otherwise
altered. Most facilities have poor documentation of how their wire rooms are configured. In a few
hours, it is often possible to do enough damage in one wire closet in an office building to affect
hundreds of workers over a period of a week or more. Consider how easily a telephone answering
service could be damaged in this way.

Shoulder Surfing This attack has been used since the earliest days of computing and is now
commonly used by people who steal telephone access codes. The idea is to watch someone enter
their password or PIN number and then to reuse it. In many environments, people are unaware of
the possibility of shoulder surfing. For example, at the National Computer Security Center (NCSC)
of the National Security Agency (NSA) in 1986, I was in the director’s corner office, and noticed
that the keyboard and video screen could easily be observed from outside the building.
Many people feel uncomfortable asking someone to look away while they type a password. This
is a social mores that has to change if we are to continue using passwords as we do today. Once a
password or PIN is attained, anything the original user could do can be done by the attacker, and
the original user will likely be blamed for the results, at least for a little while.

Toll Fraud Networks In one modern version of shoulder surfing, people watch telephone
credit card users enter their phone card information and quickly pass it to people throughout the
U.S. via bulletin boards or other electronic media. In some cases, hundreds of thousands of dollars
in telephone services have been stolen in a matter of hours. It is quite common for people to break
into PBX systems with voice mail and use these systems to store telephone access codes for others
to use. The average PBX-based toll fraud loss is more than $40,000.

Data Aggregation Seemingly innocuous data can often be combined to get confidential in47

formation. [71] Perhaps one of the most impressive uses of information for tracking a person’s
movements was the use of credit card and other electronic records to track comedian John Belushi’s
movements in the last days of his life. In this case, an author wrote a book detailing exactly where
he had been, what he had done, and who he had been with from minute to minute using electronic
records.

Process Bypassing A variety of semiautomatic processes are used in modern businesses. For
example, a teller at a bank may make an entry indicating that you deposited $100 today. In this
case, at the end of the day, the money in the cash drawers is added up, so an obvious fraud will be
detected before too long. But in some of these processes the checks are not as straightforward or
well designed. In a typical case, a data entry clerk entered data indicating that a product had been
returned when it had not. The result was that the system generated a check for a refund to the
customer. Once the clerk noticed this flaw, she began to enter numerous returns that did not exist,
and arranged for the checks to be forwarded to a friend. She took the money and ran. Whenever
there is a process of this sort without adequate controls, such a fraud is possible.
Backup Theft In cases where a lot of information is desired with a minimum of effort, it
is commonly easier to take a backup tape than enter a system through the normal means. By
borrowing a backup tape for a short period of time, it is usually possible to copy the contents
and return the tape before it is missed. Security on backups is often far less stringent than on
information systems. For example, many backups are transported to off-site storage facilities using
common carriers. They may be left in piles at shipping docks for hours or days. In many cases,
they are kept at the desk of a systems administrator whose office is not in the protected area of the
computer room. Backup tapes often have all of the information on a system in plaintext form. By
getting a copy of the backup tape, both the data and the programs become available for analysis. A
serious attacker wanting to launch an attack against a live system may well decide to get a backup
first, so that they can thoroughly test their attacks in a simulated environment before launching
them for real.
Remote backups over local area networks are becoming increasingly popular, particularly for
backing up large numbers of interconnected PCs. This means that an attacker can get a copy of
a backup by watching LAN traffic. By forwarding that traffic through larger networks like the
Internet, an attacker can watch backups from anywhere in the world.

Login spoofing When I was a professor at Lehigh University, I did an experiment where I
logged into a timesharing computer system and ran a program that simulated the login screen.
Whenever a user walked up to the screen, the program would simulate the login process, tell the
user they had typed a bad password, terminate the program, and logout. When the user tried again,
the login worked. Not one user noticed the attack and I was able to systematically gain user identity
and password pairs, even from systems administrators. In the global networking environment, it is
fairly simple to forge network identities. This can also be used for login spoofing.
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Hangup Hooking Modems don’t always hang up the phone line instantly when the user hangs
up the telephone. While I was still a professor at Lehigh University, I was demonstrating a login
spoofing attack to the students in one of my information protection classes. I was logging into
a remote computer, when much to everyone’s surprise, another attack I had discussed previously
was realized by accident. I had accidentally dialed into a remote computer and been attached to a
previous user’s account because the modem line they had been using didn’t disconnect them before
I dialed into the same phone line. I was left logged into another user’s account. If it can happen
by accident, imagine how easy it must be to do intentionally.

Call Forwarding Fakery With modern telephone systems, it is common to use the caller-ID
feature or dial-back capabilities to detect the source of an incoming call and route it appropriately.
Attackers respond quickly to these sorts of technological defenses, and almost immediately came up
with methods to use call forwarding to eliminate this defense. When a call-back modem is used,
the attacker will forward calls from the call-back number to their location. When caller-ID is being
used, they will forward the call through another number to break the link to their actual location.
This is often done from telephone booths, so that eventually tracing back the call does not lead to
the perpetrator without additional forensic evidence. Private Branch eXchanges (PBXs) can also
be used as intermediaries to obscure the source of a call.
Email Spoofing In one case, a computer operator erroneously took orders issued by his supervisor through electronic mail (e-mail). Since the electronic mail system was not secure at this
installation, it was possible for any user to append data to the operator’s incoming mail file. If the
data was formatted correctly, there was no way to tell legitimate mail from a forgery. After several
mysterious system crashes and file losses, the supervisor called the operator into his office to find
out what was going on. The operator said that he was just following the supervisor’s instructions,
and that he could prove it! He logged into the system, and showed the surprised supervisor the
forged messages.
The vast majority of modern electronic mail systems allow forgeries to be made very simply, and many major corporations and
government agencies use electronic mail as a major means of interoffice communication.

Input Overflow In most implementations of higher-level computer languages, the most commonly used input routines do not check the length of input. Rather, they pack input characters
into a finite-sized memory array starting at some memory location and continuing until an input
terminating character is entered. If no bounds checking is done, it is easy for an attacker to create
an input stream longer than the allocated area. The result is that the input data overwrites some
other part of the computer’s memory. Depending on what stored values the attacker overwrites,
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almost anything in the computer can be altered. This technique has been used in several attacks
against electronic mail systems widely used in the Internet.

Illegal value insertion In many systems, illegal data values produce unpredicted behavior.
For example, in some menu systems, entering a back-quote character (‘) followed by a command,
followed by another back-quote may result in the command being executed outside of the menu
system. Similarly, by using the ‘.sy’ precursor to a line in a mail message in some mainframes, it is
possible to gain control over the entire computer. I actually did this once as a demonstration on a
production mainframe computer used by a major financial institution.

Induced stress failures Most systems can only sustain a certain level of stress before they
begin to make mistakes. This may seem like a uniquely animal problem, but almost all current
information systems have similar difficulties. The reason has to do with the fact that in order to
keep costs low and allow flexibility, systems are almost always configured to allow one thing to be
traded off against another. In the telephone system, for example, during very high call volume
periods, calls don’t always go through, you may get connected to a wrong number, or you may
even get connected into an existing call. All of these things have happened to me. By intentionally
seeking out or creating these situations, systems may be maliciously attacked.

False Update Disks An increasingly common way to enter a system is by sending a free
update disk to a product. Such updates are commonly installed right away and without question,
as long as they look legitimate. By placing a Trojan horse on a fake update disk, an attacker
can place whatever programs are desired into a system. For example, an attacker could insert a
program to search for desired data and use electronic mail to leak the information. In one case,
thousands of disks were sent to computer users who were subscribers to a popular computing
magazine. Literature claimed that the disks included a questionnaire to see if the user was likely
to have contracted Acquired Immune Deficiency Syndrome (AIDS). It may seem hard to believe
that anyone would use such a disk, but several thousand users did. As a side effect, these disks
encrypted on-line information and told the user to send money to get the repair program. [44]
Many less obvious spoofing attacks have been carried out, and it is very easy to send a legitimate
looking update disk to an unsuspecting user.

Network Services Attacks In modern computer networks, the underlying protocols used
to provide remote services are almost universally insecure. In fact, there are now several automated
tools that systematically break into remote systems to test protection. [85] In many experiments,
every host against which attacks are tried is taken over. For example, a widely published attack
breaks into a significant percentage of all of the computers in the Internet by simply sending
electronic mail. As a side effect, the mail program opens a terminal session for use by remote
computers. The terminal session grants a high level of privilege to the attacker and does not
produce the normal audit trails used to detect attacks.
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Combined Attacks Many attacks can be combined together to achieve an attacker’s goals.
For example, network packets can be forged in order to get access to a computer from which a
password file is extracted, analyzed, and legitimate passwords are derived. With these passwords,
on-line files can be modified to allow reentry at a later time, and this system can be used to launch
attacks on other systems. This example may seem obvious, but there are a lot of far more subtle
combined attacks that are far harder to defend against.

3.3

A Classification of Disruptions

If anything should be clear from the examples provided in this chapter, it should be that a complete
list of the things that can go wrong with information systems is impossible to create. People have
tried to make comprehensive lists, and in some cases have produced encyclopedic volumes on the
subject, but there are a potentially infinite number of different problems that can be encountered,
so any list can only serve a limited purpose.
A vital lesson to learn about information protection is that the
assumptions made in the design, implementation, and use of
systems dictate the protection attained. Any time decision-makers
use an assumption to make a protection decision, they leave open
the possibility that the assumption will be violated and that the
resulting protection will therefore fail.
Benny Hill said it well: “When you assume, you make an ass of u and me.” Having said that, I
will now make some big assumptions.
The other side of the assumption coin is that when you make really good assumptions about
protection, few, if any, avenues of attack are left open, and the cost of protection tends to be
substantially lowered. In this book, I have taken the perspective that, regardless of the cause of a
protection failure, there are three and only three sorts of things that can result:
(1) Otherwise defect-free information can become corrupt,
(2) Services that should be available can be denied, and/or
(3) Information can get to places it should not go.
In the parlance of the information protection field, these are called corruption of information,
denial of services, and leakage of information. These terms are commonly shortened to corruption,
denial, and leakage, respectively. Their opposites are called integrity, availability, and privacy (a.k.a.
secrecy or confidentiality). For the purposes of this book, I will collectively call corruption, denial,
and leakage disruptions and integrity, availability, and privacy, protections.

Corruption
51

Corruption is any illicit or unauthorized modification of information, whether by accident or
intent. Since our use of the term information is broad, this is not limited to technological actions.
For example, if a person enters unauthorized or incorrect information, this is a form of corruption.
Integrity is defined as soundness, purity, and completeness. [227] This would seem to be the
opposite of corruption, and I will use the term in that way. In some cases, policy may state that
integrity means that information correctly reflects an external reality in the model of reality used by
the information system. Thus, integrity may go directly to the issue of information system design.

Denial
Denial of services is the failure to provide a service that should be provided as a matter of policy.
Regardless of the cause, if service is denied when it should be provided, service is denied. Many
policies have different levels of service and associated priorities, which is another way of saying that
selective denial of services is acceptable under certain conditions.
The term availability has been narrowly defined in the field of fault-tolerant computing as the
ratio of the mean time to failure (MTTF) divided by the mean time to repair (MTTR) plus the
mean time to failure or, in simpler terms, the portion of time over the life-cycle of a system that it
is operating correctly. I use the broader meaning of the term.

Leakage
Leakage of information sounds like the information is in a jar, and there are holes letting it
out. And that’s just right. When information gets to places it’s not supposed to go, it fits into my
meaning of the term leakage. For example, when someone accidentally sends company confidential
information in electronic mail that goes over the Internet, this is a leak.
Privacy is one of three common terms used to describe the opposite of leakage. The other
two are confidentiality and secrecy. These terms have essentially the same meaning, and yet they
carry very different connotations in different communities. For example, privacy is thought to be
a very important thing in universities, while secrecy is widely considered counter to the goal of a
university. In military operations, privacy is not permitted to the individual, however, secrecy is
vital to military success. Lawyers will all stand up for client confidentiality, but when it comes to
privacy, they commonly debate the issue on a case-by-case basis. All of this notwithstanding, the
terms will be used interchangeably throughout this document.
One more note on privacy is in order. Many people think of privacy as not allowing someone
else to disturb them. Our use of the term is intended to include this meaning as well. In essence,
this sort of privacy is preventing leakage of information from the outside to the inside, and as such,
it is another side of the same coin. A hole that lets water out of a jar, can also let air in.

The Validity of This Classification Scheme
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When I think about what I want information technology to provide me, I can sum it up in a
few words:

Get the right information
to the right place
at the right time.

This seems to me to require that information be unaltered, pure, and reflective of the reality it
represents, that desired services are provided, and that information does not get to the wrong place
or go at the wrong time. In other words, integrity, availability, and privacy. I am hard pressed to
think of any other words I could add that would both add content and represent my desires more
accurately.
As an exercise for the reader, and to make certain that my message is getting across, I would
like you to go through all of the accidental and intentional events described earlier and classify each
of them in terms of this classification scheme. Many things may fall into multiple categories, but
is there anything that does not fall into at least one of them? If not, the classification scheme has
worked, at least to some extent.

3.4

The Disrupters

In the realm of intentional attacks, there are always live agents lurking somewhere in the background,
for only living creatures have what is commonly called intent. I have often been asked who attacks
computers. Here is my response:

Insiders
Many publications on computer security identify the most common source of intentional disruption as authorized individuals
performing unauthorized activities.

Even the rather extensive clearance procedures used by the Department of Defense (DoD) have
not proven effective in eliminating the insider threat. For example, in 1994, Aldrich Ames, a
high-ranking official in the Central Intelligence Agency who was once responsible for Soviet counterintelligence, was found to be working for Russia. [29] It is prudent to take additional measures
to prevent, detect, and respond to insider attacks.
Accidental disruption is also commonly caused by insiders acting imprudently, and it is sometimes very difficult to differentiate between accidental and intentional disruption in this context.
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This implies that more stringent techniques may have to be applied to observe insider behavior and
reliably trace the specific actions of individuals in order to detect patterns indicative of intent.
The most costly sources of insider attack seem to be executives, people who predominantly
use application programs, programmers, and other employees in that order. Executives often have
authority to cause enormous transactions and do so. [54] People that use applications seem to
accidentally find ways through systems, such as the illicit return of goods method described earlier.
Temptation in conjunction with a lack of fear of being caught leads to reuse of the technique for
personal gain. For example, I was at a national appliance store chain recently, and got bored while
waiting a long time for the completion of a credit check. I was sitting at a computer terminal, so I
decided to look up my transaction. It asked for an employee ID, and I typed 112. It then listed me
as some employee and let me modify the price of the item I was purchasing. I put in a note that
said Great Guy, set the price back to the correct value, and told the salesman what I had done. At
the checkout counter, my bill said Great Guy. If I were even a little bit unscrupulous, I could easily
have left the altered price and nobody would have probably even noticed. If they had, I could have
simply claimed that I knew nothing of it.
Programmers have technical expertise and access, but they are typically watched more closely
by management and administrators than others, and it is far easier to trace an intentional program
alteration to a programmer than to trace the exploitation of a design fault in the overall system to
a data entry clerk or executive.
One reason it is easier to catch programming changes is that a programming change can be seen
as an alteration with obvious affects while other similar activities are authorized by the design of
the system. To see flaws that are the indirect result of design decisions requires the ability to step
outside of the technical context of bits and bytes and understand the overall system view.

Private Detectives and Reporters
Modern private detectives use information systems extensively to trace people and events. Private detectives now advertise their use of computers to track down spouses who haven’t paid child
support after a divorce. With a social security number, it is simple to track down more than 90
percent of people in the United States in a matter of minutes. Getting a name, address, employer
name, credit report, home and work telephones and addresses, and other similar information is
easy. States are even putting information about their citizens on computers, and this means you
can trace many activities through the department of motor vehicles, the court system, the taxation
system, and more.
Getting much more information is also possible, but it usually takes a bribe, which is not as
unusual as you might think. I heard one news director say on the air that if the reporter couldn’t
get the details of a sealed court decision within 24 hours, they would get another reporter. In
the recent Tanya Harding case, where an olympic athlete was accused of plotting to assault an
opponent, details of the plea bargain were known to the general public before the judge knew about
them.
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Consultants
Many companies use consultants in a wide variety of roles and, recently, outsourcing (the use of
outside consultants to replace many of a company’s employees) has become quite popular as a way
to reduce the cost of information technology. These consultants, in most of their forms, provide
part-time or short-term assistance. The problem is that there is no long term motive for someone
who knows they will be gone in a week or two to be protective of your technological resources.
Many documented cases have been reported where consultants have left time bombs or other
potentially hazardous software in systems. A common theme is the claim that such measures are
used to assure that their bill is paid. Of course, if someone does this, that person is breaking the
law in most jurisdictions. It’s called extortion. A far less obvious way consultants cause harm is by
leaking details about internal operations.

Whistle blowers
Whistle blowers may be good or bad depending on your point of view, but a common thread is
their desire to get evidence of the things they believe to be wrong within an organization. In the
process, some whistle blowers remove documents that are confidential, illicitly access information
systems, or perform other functions that are not in keeping with the protection policy.

Hackers
Hackers (as opposed to crackers) are basically thrill seekers who use information technology
rather than fast cars or bungee cords. They spend their time learning how systems work at a deep
level and exploit this information to roam the information highways seeking out adventure. They
have bulletin boards for sharing information, regular meetings, and perhaps the most famous of
their efforts is the quarterly hacker magazine 2600. In 1993, this magazine had the following table
of contents: [1]
Title
A Guide to the 5ESS
British Credit Holes
High School Hacking
Meeting Advice
...
AT&T Pages
Government bulletin boards
Video Review
Toll Fraud Device
2600 Meetings
ANSI Bomb

Subject
Detailed operation of an AT&T telephone switch
How to subvert and take over a person’s credit and identity
Breaking into high school administrative files
Frustration of law enforcement activities at hacker meetings
...
Addresses of AT&T locations
US Government bulletin board phone numbers
Critiques of security training videos
Plans for a ‘red box’ to make free calls from pay phones
Schedule of hacker meetings
How to build a logic bomb for use on DOS machines

All of this information is widely known in the computer security community. For example, the
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risks forum, which is accessible via the Internet, had a far more extensive list of attack techniques
and details than this magazine, and it is considered completely legitimate, while 2600 is viewed by
many as an underground publication. [181]

Club initiates
A recent trend in Europe has been the initiation of youngsters into computer clubs based on
their ability and willingness to create computer viruses that aren’t detected by popular computer
virus detection programs. One of the side effects is the creation of a large number of fairly trivial
variations on known computer viruses. Although many people in the antivirus market seem to fear
these groups, any reasonably good virus defense can protect against these variations fairly simply.
I feel compelled to keep this in perspective. Gangs in the United States have initiations that,
according to media reports, require youngsters to have unprotected sex with someone who has
AIDS. This is the modern version of Russian roulette, a game wherein one bullet is placed in a
six-shooter, the barrel is spun, and the player points the gun at their head and pulls the trigger.
Other initiations include robbing a store, shooting a member of a rival gang, or illegally carrying
drugs across a border. By comparison, the modification of a computer virus seems pretty mild.

Crackers
Whereas hackers are generally gentle in their illicit use of information systems, crackers are not.
Crackers are professional thieves who steal through illegally accessing information. Safe crackers
take valuable goods from physical safes, while computer crackers take valuable goods from or via
information systems. As an example, in most large financial institutions, it is possible to transfer
large amounts of money, stocks, bonds, or other fungibles by simply getting the attacker’s information to the right place at the right time. Electronic funds transfer (EFT) fraud is usually for a high
dollar value, occurs in well under one second, and is untraceable if done properly.
A few years ago, an information technology version of Charles Dickens’ Fagan was arrested.
In this case, a woman had been seducing young male crackers into performing theft by electronic
means. She kept most of the money and kept the young men hooked by tempting them with a
dream lifestyle.

Tiger teams
A tiger team is the computer security parlance for a team of expert attackers who break into
computer systems (usually) with the permission of the owner. Tiger teams are fairly widely used
to test security systems, but as a rule, this is a waste of money. In almost every case, a decent
tiger team can defeat the protective measures put in place. But this does not necessarily mean
you should enhance protection. The real reason for tiger teams is to demonstrate weaknesses to
upper management in a believable scenario. In this way, the information technology staff can scare
managers into allocating more funds.
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If all was right with the world, top-level managers would have a healthy respect for their dependency on information technology and its limitations, and it wouldn’t be necessary to use these
tactics. The dangers of this approach include offending top-level managers, providing attackers with
knowledge on how to attack systems, and opening windows of opportunity for attackers to exploit.
The real problem with tiger teams is that if they don’t find anything, it does not mean you are
safe, only that they couldn’t break in. None of the tiger teams used before the early 1980s ever
tested a computer virus attack because viruses were unknown at that time. Today, few tiger teams
test network attacks that will probably dominate the high quality attack technology over the next
10 years.

Competitors
Financial gain is one of the major motives for murder. If someone is willing to commit murder
for tens of thousands of dollars, why would they hesitate to break into a computer for even more.
I was recently working on a proposal for a government contract that could be worth more than
a billion dollars. I noticed that the information system they were using to do the proposal was a
personal computer kept in a relatively insecure location, and networked over a relatively insecure
network to other PCs throughout the United States. This seems to be fairly typical of big business,
and it indicates a serious lack of concern that could substantially impact the outcome of government
bids.
Examples of competitors launching attacks include the efforts by Hitachi to get IBM technical
information in the 1980s and the French government’s assistance of French companies in getting
information from executives of other nations. [9]

Maintenance People
Many incidents of computer viruses seem to start when someone enters a facility to do maintenance of a network-based PC or printer. They may come from another site which had a virus.
Instead of going through a cleaning process, they simply load their (newly infected) maintenance
disks into your computer and do their maintenance tasks. But this is only the accidental path for
maintenance.
It is now a common technique for attackers to dress and act as maintenance people in order
to gain unrestricted access to a facility. This is so commonly known that it has been used almost
universally in television shows and movies for more than 20 years, and yet, this technique still works
in many organizations.

Professional Thieves
People who steal money for a living have recently started to learn how to use computers in their
work. Willie Sutton (the famous bank robber) was once asked why he robbed banks. His answer:
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“That’s where the money is.” That’s no longer true of course. There is far more money transferred
electronically now than was ever held in bank vaults. Just to give you a perspective, the average
bank transfers its entire assets in electronic funds transfers between two and three times per week.
In other words, if you could forge transactions over a two-day period, you could take all the money
from the average bank.
Professional thieves are catching up to technology. It is now normal to read about tens of
millions of dollars being taken in an EFT fraud. As an example, there are currently two unsolved
EFT thefts from 1989 worth more than 150 million dollars each. [54] Information systems are clearly
where the money is now.
A lot of people have suggested the use of information networks to allow remote home security
systems to be enabled, to provide remote observation, and to allow remote activation of such things
as coffee makers and ovens. But the same technology can potentially be exploited by people wishing
to break into a home.
Professional thieves use a wide variety of indicators to determine when someone will be where
and exploit these indicators to decide when to strike. To the extent that people place indicators of
this information on networks, they provide thieves with the most important information needed to
thrive.

Hoods
Hoodlums are more prone to extortion, kidnapping, beatings, and these sorts of things than the
subtleties of electronic thievery. In order for them to keep up with the high-class thieves, they have
to find newer and better ways to extort money. One of the ways is by controlling garbage disposal.
In one recent case, hundreds of millions of dollars worth of old bond certificates were improperly
disposed of by a gang of hoods. The certificates were taken from New York to a New Jersey
warehouse, and from there, they were distributed to sales people throughout Europe and sold to
investment bankers. What’s the information technology issue here? It turns out that old certificates
are listed in information systems so they can be differentiated from new and valid certificates. But
between the European Community and the United States, there is a significant delay, and the
information systems are not used as much as they should be. Thus, the right information did not
get to the right place at the right time to prevent the fraud from succeeding. This is also an example
of how people can exploit timing problems in current information systems.

Vandals
Vandalism is a relatively simplistic activity carried out with the main purpose of causing arbitrary harm. In most cases, vandals don’t have a clear understanding of the value of the things they
are damaging when they do damage.
In one case I discussed with executives at a large company, the vandal was a union employee
who repeatedly smashed video display terminals on the production floor with a hammer. He did it
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in plain sight during working hours, but the company could not invoke sanctions because the union
supported the worker and the company couldn’t afford a strike over a broken video terminal every
week. Internet vandals regularly delete all of the files on systems they enter.

Activists
Activists have disrupted information systems to bring attention to causes. Although this has
not happened as much recently, in the 1960s it was a widely used tactic by anti-war activists in the
United States. [32]
Environmental groups, such as Greenpeace, have used physical means to prevent whaling and
sit-ins to prevent opening of hazardous waste destruction facilities. It is certainly not beyond
the realm of possibility that they would use computer networks to get their message across. For
example, it would be a simple matter to cause messages to be displayed throughout the Internet
or to dominate the computerized messages sent through America OnLine used on such television
shows as CNN’s Talk Back Live. This is an ideal venue for activists because they can get their
message across while remaining essentially untrackable.

Crackers for Hire
Sometimes crackers are hired by other criminals to carry out jobs that involve special technical
expertise. This represents a potent combination of high-powered talent and strong financial backing.
It is a good thing that most crackers aren’t really as expert as they
put themselves up to be. On the other hand, almost all current
information protection is so weak that you don’t have to be a real
expert to get the job done.

Deranged People
Many people in society are deranged. Some of them use information systems to exercise their
behavior. Widely publicized recent examples include computer stalkers, who use computer networks
to locate, track, and stalk victims. In one case, a person seeking homosexual encounters with young
boys used computers to entice them. In another case, a man stalked a woman and threatened to
kill her over computer networks. The Internet is increasingly used by deranged people for this sort
of activity, and it is very easy for them to do this anonymously.
Another area where computers have been used for a long time is in the area of pornography. If
people are allowed to communicate without restriction and privately over computer networks, how
does the state prevent pornographic information from being distributed in an electronic form? The
balance between freedom of speech and the right of privacy also comes into play in light of recent
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cases where unauthorized pictures of women in toilets, dressing rooms, and tanning booths have
been duplicated and sold in underground markets.

Organized Crime
When criminals organize, they become far more dangerous than when they are acting alone.
They tend to have far more money, a wider diversity of talents, and a less risk-averse perspective.
Organized criminals don’t seem to have a problem with killing people that interfere with them, but
they do have another big problem. The high overhead of organized crime makes it imperative that
they generate a lot of regular income in order to sustain operations. This forces them to steal higher
dollar values per crime or to commit more crimes per member than independent criminals. The
former approach seems to be preferred because of the high risk and increased work load involved in
increasing the per member crime rate.
In one recent report, it was found that organized crime is now paying about $10,000 per PC to
have the PCs of top-level executives in large corporations stolen. Since the PC itself is worth far
less than that much if purchased new, it is clear that the criminals are paying for the information
and not the hardware. This is likely an attempt to make their crimes more profitable on a per crime
basis.

Drug Cartels
Drug cartels are typically oriented toward a few specialty crimes: smuggling, drug sales, and
homicide. Because of these limits on their activities, they tend to be far more protective of market
share than many other criminals. Computers are increasingly being used by law enforcement to
track cartels and store information on informers. Meanwhile, the cartels are increasingly using
computers and high quality encryption technology to hide their activities. Information systems are
also vital to the money-laundering activity required in order to turn drug profits into usable funds
on a large scale.
Recent changes to international laws have been designed specifically to help trace the moneylaundering activities of drug cartels. Whereas a few years ago, you could simply transfer funds
through four or five countries before the process became untraceable, the process now requires
that more countries get involved, and the number of countries that allow transactions to remain
hidden from law enforcement is quickly reaching zero. The day may soon come when all financial
transactions are directly reported to the government and analyzed by computers. This is already
true of most transactions valued at more than a few thousand dollars.

Terrorists
Terrorists have historically gone after airliners, office buildings, and government offices because
of their high profile and paralyzing effect. The great promise of info-terrorism lies in the large-scale
impact, the minimal harm to people, the enormous financial effect, the ease of carrying out attacks
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with a small number of attackers, and the low risk of being caught.
One shot in the info-terrorist war was fired in New York when the World Trade Center was
bombed, [97] but there are many other less widely reported incidents. For example, London has a
lot of bombings directed against financial institution facilities which consist primarily of information
systems. [151]

Spies
Spies have existed for at least as long as governments have existed, and their main purpose is,
and has always been, to gather information from the enemy and provide it to the friendly, and to
corrupt enemy information so as to confuse and misdirect their efforts.
Spies exist at the corporate as well as the national level, with
corporate spies being far less noticed and less pursued.
Among the numerous cases of electronic eavesdropping for leaking information, the case documented by Cliff Stoll in his best-selling book The Cookoo’s Egg, is one of the best known, [209]
[208] but not one of the most severe. One of the most severe cases was discovered long after the
six-month limit on storing audit trails made tracing the attack to its source impossible. In this
case, many sites were entered with unlimited access. It is impossible to even assess the damage at
this time. [28] [147]
In another recent case, Mr. Aldrich Ames, a top-level counterintelligence expert at the CIA,
was found to be a spy for the former Soviet Union and, after the breakup of the Soviet Union, for
the Russian government. According to recent reports, Mr. Ames may have sold information to
the Russian government about secret key-escrow technology used in the Clipper Chip [185] touted
by the U.S. government as a way to have secure communications within the United States while
granting law enforcement the ability to tap into conversations when they have a warrant. Ames
also accessed classified databases with information on undercover agents posing as businessmen in
Europe. [224]

Police
Police powers to wiretap have been a controversial subject in the United States for a long time.
A recent Supreme Court ruling indicated that listening to the radio signals of portable telephones
without a warrant is legal. [223] Cellular telephones are not included in this ruling for now, but the
Federal Bureau of Investigation (FBI) has been trying to illegalize encryption of telephone calls for
a long time. [225] The court has also ruled that it is legal for the government to track telephone
numbers of all telephone calls to determine who is calling who, and when. [150]
With these expanding police powers to search and seize otherwise private information, the right
of privacy is rapidly waning. The way the law works today, you have a right to privacy if you have a
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reasonable expectation of privacy. Since you now know that your privacy in telephone conversations
is limited, your expectation is lower, and as a result, you have less of a right.

Government Agencies
Government agencies are increasingly using intrusive means to access private information. The
use of these techniques increases with the size of the agency, so that local governments virtually
never use this sort of information, while the federal government has taken a quite intrusive position.
For example, all international telephone calls can now be monitored, digital communications are
commonly collected, and the government is pushing for regulations that would allow telephone taps
to be instituted nearly instantaneously and without the telephone company being involved. In the
cable networks, which are rapidly starting to provide bidirectional communication and computation
services, the rules are unclear, but the government is pushing toward regulations that would permit
unlimited eavesdropping on communications.
Among the possibilities for these media are the observation of video telephony, tapping of transactions going to and from bank accounts, tapping of contractual business transactions, and the use
of audit trails to characterize peoples’ behavior. The claim is that this is necessary in order to keep
up with high-tech crime, and there are strong arguments on both sides. A possible scenario might
help.
Suppose people start selling interactive videophone sessions with naked children. This would
be considered pornography by many standards, and would presumably be subject to laws about
obscene materials. But to tell if someone is doing this may require tapping of the line, which
would presumably be a violation of privacy. Is it truly the right of the government to observe all
communications in order to detect crimes? Suppose I call my wife over the videophone and we
get naked and play some sexual game. What right does the government have to control or observe
sexual behavior of a married couple? How can the government tell one sort of behavior from another
and how can it assure privacy of one and observation of the other?
What if the government only tracks lists of services provided to each individual? Would such a
database violate personal privacy? Suppose the tracking included lists of people who called doctors
who primarily deal with the treatment and cure of sexually transmitted diseases. If the information
got out, it could be quite embarrassing, but more importantly, it could be used to blackmail people.
Even more importantly, it’s nobody else’s business. Perhaps in the information age, there will be
no privacy of this sort anymore.

Infrastructure Warriors
In the information infrastructure, war takes on a different meaning. Infrastructure warriors
seek to destroy infrastructure so as to disable the enemies ability to sustain long-term military
capabilities.
Some examples of infrastructure war include destroying the electrical power grid to cause elec62

trical failures, destroying the water supply to kill or disable large segments of the population,
elimination of telecommunications capabilities to make it impossible for the enemy to coordinate
efforts, and destroying the highway system to make travel inefficient.
• In an extreme example, one patent describes a means and method for altering noise levels
which is capable of disrupting atmospheric communications over vast areas of the Earth.
Experiments have demonstrated the ability to disrupt all ground-based, airborne, and spacebased communications using signals transmitted through the air. [77] [25] [15]
• An article in a recent ‘Wired’ magazine names the ‘Top Ten’ US infrastructure targets, including the Culpeper telephone switch that handles federal funds transfers and the WorldWide
Military Command and Control System (WWMCCS). [230] [232]
• In a paper published in 1988, the authors suggest logistics attacks, and suggest that “software
warfare holds promise of emerging as the first truly militarily effective form of economic
warfare.” [24]
• One paper presented to the Naval Postgraduate School in August of 1993 claims that with
20 people and $1 million the author can bring the U.S. to its knees. [206] Other expert
claims range from $100,000 and 10 people for large-scale disruption over a period of weeks, to
$30 million and 100 people for almost total information infrastructure disruption resulting in
multi-year recovery time. [120]
The implication should be clear. Infrastructure must be protected because it is a highly vulnerable and highly critical element of the overall economic and military success of any nation.

Nation States and Economic Rivals
A number of countries have computer security groups and some of these are working to certify
operating systems, hardware, and software. This demonstrates that these countries are working
to discover flaws in existing products and that they are aware of specific techniques by which
these systems can be disrupted. European participants in ITSEC (Information Technology Security
Evaluation Criteria) include England, Netherlands, France, and Germany, [157, App E, p 283.] with
Italy beginning to join in. Russia, Japan, China, Australia, New Zealand, Singapore and South
Africa are also countries with certification and/or active computer security interest.
A number of countries participate in the world market for telephone and data switching systems,
and can be assumed to have the knowledge to disrupt telephone and data networks based on their
design, manufacturing, and deployment expertise. Companies marketing Private Branch eXchange
(PBX) or central office (CO) equipment include Hitachi, NEC (Nippon Electric Company) and
Fujitsu (Japan), Ericsson (Sweden), Alcatel (France), and Siemens (Germany). [215] The United
States depends on systems from these manufacturers for information assurance in telecommunications.
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A talk by Wayne Madsen presented at IFIP SEC ’90 (International Federation of Information
Processing Societies annual Computer Security Conference) in 1990 provided a rating of various
countries’ ability to engage in computer “hacking”, and the information that intelligence services
were apparently becoming engaged in economic intelligence for business organizations. [164] More
than 30 countries are given excellent ratings in computer-communications espionage, meaning they
almost certainly have sufficient expertise to corrupt computer and network data and disrupt operations. Among these countries are India, Taiwan, Republic of Korea, China, Japan, and South
Africa. [143]
Project Rehab, operated by Germany beginning in 1988, is a computer and network intrusion
research effort which has accessed computer systems in the U.S. and other countries. The project
depends on “hacker” techniques and other research, and has approximately 36 computer specialists
and senior intelligence officials assigned. A primary focus is on cataloging network addresses and
establishing pathways for later use. [164]

Military Organizations
95 percent of DoD telecommunications capability is provided by
public networks owned and operated by common carriers. [184]
These are the same networks that will be used in the NII. [155]
This means that in wartime, information infrastructure attacks
against military targets will necessarily cause disruption to civilian
systems.
In military operations, the requirements for survivability are far more severe than in nonmilitary
systems, and the losses when information systems fail are in terms of human lives and the future
of nations.
One area where military efforts have paid off is in the use of electromagnetic pulses to destroy
information processing equipment. In the most widely described scenario, the electromagnetic
pulse caused by nuclear weapons travels over communications wires to destroy information systems
for hundreds of miles around. The Ground Wave Emergency Network (GWEN) is the only U.S.
strategic defense communications system hardened to survive a high-altitude electromagnetic pulse
(HEMP). [12]
In a much less spectacular example, cars parked about 300 meters from an electromagnetic pulse
(EMP) generator test had coils, alternators, and other controls disabled. The former Soviet Union
developed an EMP weapon before its breakup, and nuclear EMP hardening has proven ineffective
against this weapon. [92] In the United States, a Los Alamos EMP generator produced a 12 to
16 million amp pulse, with a rise time of 400 nanoseconds. Some 16 x 40-inch generators have
produced about 30 million amps of current. [91] A generator of this sort could disable almost any
current electronic information system at a substantial distance by damaging internal components.
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There is some difficulty in deciding whether enough shielding has been used against electromagnetic interference (EMI). EMI was suspected in Army Blackhawk helicopter crashes, since the Navy
version has more shielding and fewer crashes. [27]
One paper published in 1989 compares computer viruses to traditional electronic counter measures and states that computer viruses are uniquely qualified to disrupt tactical operations; that
several recent trends in military electronic systems make them more vulnerable, including standard
computers, software, and data links; and that protective measures must be initiated before viruses
are used by an adversary. [55]
Limited direct evidence exists for associating virus discovery locations with virus origins (e.g.,
language particulars and programming styles) and there is a substantial body of indirect evidence
in the form of discovery location statistics that suggests that disruption technology and expertise
exist in many nations. One study associating virus discoveries with countries gave the following
results:
Country
Former USSR
United States
Bulgaria
Poland
Germany
Netherlands
Italy

virus discoveries
76
68
61
38
30
26
23

Country
Canada
England
Taiwan
Sweden
Israel
Spain
Australia

virus discoveries
23
22
16
16
15
14
14

From 3 to 10 viruses were first discovered in Argentina, Austria, Finland, France, Greece, Hungary,
India, Indonesia, Malaysia, New Zealand, Portugal, Republic of South Africa, Switzerland, and
Turkey. [174]
Vendors of anti-virus software normally have detailed knowledge of computer operations and
large collections of viruses to study. Anti-virus software vendors are in place in the U.S.(5), Israel(3), United Kingdom(3), New Zealand(3), Holland(3), Australia(3), Thailand, Iceland, Canada,
Colombia, Sweden, and Ukraine. [200]
Another indicator is the countries of residence of speakers at the International Computer Virus
and Security Conference, held in New York City each March. In 1992, technical talks were given
by representatives from Germany(3), Bulgaria, Belgium, England(2), Iceland, Russia, Australia,
Mexico, and Israel. [69] Authors of anti-virus hardware and software can also be found in China,
India, Taiwan, Japan, Malasia, several CIS (the former Soviet Union) countries, and others.
It is clear from computer virus information alone, that many countries of security interest to the
United States have knowledge and technology in the computer virus arena that could be directed
specifically to disrupt the information infrastructure of the U.S. military.

Information Warriors
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Information warfare can be practiced by small private armies,
terrorist organizations, drug lords, and even highly motivated
individuals of modest means. This may represent a fundamental
shift away from the notion that the hostile nation state is the
major threat the United States has to be concerned with. [74]
[213] [56] [214]

Five books on computer viruses, including two that are tutorials on writing viruses, discuss
military use of viruses. [109] [135] [144] [30] [87] A recent popular novel has the central theme of
crippling attacks on U.S. computers by means of viruses, computer terminal eavesdropping, highenergy radio frequency ‘guns’, and electromagnetic pulses. The author’s virus examples are not as
subtle or malicious as a real attack by experts. [189] An interactive movie on CD-ROM, released
in October 1993, illustrates information warfare against the U.S. It includes details about crippling
and corrupting time standards, which affect precision weapon targeting and long distance telephone
switches. [232]
The Chaos Computer Club in Germany maintains an annotated list of the Internet addresses of
U.S. DoD command, control, supply, and logistics computers on one of their computer accounts in
Germany. [198] Apparently selected from hundreds of publicly available military computer Internet
addresses, listed systems are primarily Army, Navy, and Air Force logistics, computer, communications, and research sites. This listing is not kept in publicly available bulletin boards throughout
the world, but access to it was attained via an international connection.
In order to detect attacks and test out defenses against them, military and commercial organizations have created tools to test for known defects. [85] Information warriors now have tools
that automatically perform attacks against infrastructure targets. These tools are almost always
successful in today’s environment (in one test the success rate was over 99.9%), and this is without
human effort. With human effort and adequate resources, every current system is vulnerable.

3.5

Motivation

We now know what sorts of things are done and who does them, but there is another issue of motive.
Many people I have talked to have a hard time understanding why anyone would do such a thing,
and ask me if I could explain what percentage of people do what for what reason. In response, I
offer here some of the motives I have encountered, but I caution you that there are no valid statistics
on even the number of attacks underway today.
To some readers, this section may seem redundant, and to some extent it is, but motive is a
very important and often overlooked issue in information protection. As any judge will tell you,
motive, opportunity, and means are necessary components of proving criminal behavior. Without
understanding motive, we may miss the opportunity to prevent and detect attack, and we will
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certainly miss a key component of understanding the challenge of information protection.

Money or Profit
Whether it is destroying another company’s information systems to make them less efficient or
taking money through electronic means, greed is one of the strongest motives seen. After all, people
are willing to kill for far less than the average computer criminal takes in a funds transfer fraud.

Fun, Challenge, and Acceptance
Many hackers enjoy finding ways to get around restrictions. The ability to do something nobody
else knows how to do is often used to show off, whether it is popping a wheelie or breaking into a
computer. Some thrill seekers love the challenge of holding a global corporation at bay, and there
is a certain sense of power and satisfaction in this sort of David and Goliath struggle. Still others
use computer attacks as a way to be accepted into a hacker group in the same way as people use
shooting other people as a way to get into an inner city gang. A good example is the hacker club
in Germany that requires a unique virus be generated as a condition of membership.

Vengeance or Justice
Vengeance is often considered justice by the vengeful. It doesn’t matter which way you view it,
the important thing to understand is that people who feel justified may use any means to attain
their ends, and certainly information system attack is widely considered justifiable. A good example
is the case where two hacker groups in New York turned each other in because they each felt the
other had insulted their honor.

Mental Illness
People who launch extremely malicious computer viruses are, in essence, randomly destroying
other peoples’ work. This sort of random destruction, if encountered in the context of shootings,
would probably be associated with a mental illness, or at least with some sadistic tendencies. One of
the most widely recognized areas where sadism seems to be the motive is in computer virus attacks
where viruses are spread without specific targets and programmed to do mass destruction of data.
[44]

Religious or Political Beliefs
Zealots who believe that God is on their side have been around since the concept of God was
introduced. In their minds, almost anything can be justified if it is God’s will or for a heavenly
cause. The Crusades were one example of this. Another example is fanatics in the United States
who believe they should murder doctors to prevent abortions.
A similarly powerful motivation for breaking the law is the National Interest. A good example is
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the Watergate case where Republicans working for the President broke into Democratic headquarters to get strategic planning details. The Iran-Contra affair is another example of this. It turns
out that in the Iran-Contra affair, Oliver North was caught partially because, although he deleted
electronic mail that indicated possible guilt, the computer security system had backups that stored
copies of that mail. [191]
Clearly, people who are willing to do these things will also be willing to exploit information
systems to their advantage.

Self-Defense
When animals believe they have been backed into a corner, their fight or flight response is limited
to fighting. Employees who feel they are about to be fired, companies in heavy competition, or any
number of other situations may come to be viewed as a matter of self-defense, and this may result in
abuse of information systems. A good example is the common use of time bombs by programmers
as retribution for being fired.

Testing
Tiger teams exist to test protection systems. They are generally paid to demonstrate weaknesses.
Similarly, researchers perform experiments on systems to test protection weaknesses. In these cases,
the attacks are almost always legitimate and authorized.

Coercion
People can be coerced into action by all sorts of things. Their children can be kidnapped, their
sex lives can be documented for possible release, and the list goes on and on. Under coercion, people
may do whatever it takes to attack an information system.

Military or Economic Advantage
Nations commonly exploit information systems to their military and economic advantage. In
the Gulf War, the United States destroyed Iraq’s information infrastructure in order to win the war.
[33] France sponsors eavesdropping as a national policy to help their corporations compete. [9]

Gathering or Destruction of Evidence
Whether it’s the police, a whistle blower, or simply someone trying to get ahead in an organization, people commonly use information systems to get the evidence on others. On the other side,
people who don’t want evidence found have a tendency to try to destroy records in information
systems. Again, the Oliver North incident comes to mind.
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3.6

The Magnitude and Scope of the Problem

One quarterly report of large-scale disruption incidents for the fall of 1993 includes a Federal Aviation Administration (FAA) computer systems failure delaying regional traffic for 90 minutes (the
cause is still unknown), an FAA weather computer system failure for 12 hours due to a timeactivated logic bomb, a programming error in an X-ray system that resulted in wrong dosages to
about 1,045 cancer patients, and a software error that crashed the Hamburg Integrated Services
Digital Network (ISDN) telecommunications services for more than 11 hours. This is only one of
several similar publications that report such incidents. [234]
Lapses in policies and procedures seem to be common for major software manufacturers. As an
example, in 1992, Novell released a virus to thousands of customers when it noticed after quality
control was completed that a key file was missing from the master distribution disks then being
transported to the disk duplication facility. Instead of returning to the quality control process, the
person transporting the disks for duplication loaded the file from the most convenient computer,
which by chance, contained a virus that was transferred to the floppy disk. The disk was sent to
duplication, packaged, and shipped to customers. [70] The disks were apparently never tested at
random after duplication for problems, the disks enroute to the duplication facility were not sealed
or permanently write-protected, the personnel were not properly trained, and the initial quality
control process never detected that the correct file was not on the disk.
AT&T reports that it knows of being probed more than once
per day from the Internet. [19] Digital Equipment corporation
provides similar data. [179]

Some consultants have suggested that companies interested in how often they will be attacked
place a honey pot, a system put in place to be attacked, on the Internet and watch to see how often
it is attacked. According to some people who have tried this, they are attacked more than once
per day and usually the attacker cannot be traced. After a Sun employee described some relatively
sophisticated network attacks against Unix-based computers, Sun had to shut down its internal
network for a week because of outside penetrations they were unable to stop without isolating their
internal networks from the rest of the world. [188]
In 1994, the Internet was attacked and passwords to about 100,000 systems were stolen by listening to network packets. At the same time, the DoD was under a concerted attack that persists
through the time of this writing. In this case, compromised systems included those used for ballistic weapons research, aircraft and ship design, military payroll, personnel records, procurement,
electronic mail, supercomputer modeling of battlefield research, and computer security research. [5]
Although none of the released information was classified, information was apparently corrupted in
unknown ways and services were denied at times. The attackers have not been caught yet, despite
more than a year of ongoing attack after they were detected and some six months or more of attacks
before they were detected.
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Today’s information-processing components consist largely of low-assurance computer systems.
Every general-purpose DoD and civilian computer system tested so far has proven vulnerable to
disruption. [44] Many existing DoD information-processing components don’t even meet nominal
business operational control requirements common throughout industry. For example, a recent
GAO audit to determine if controls in large data centers were adequate to assure data integrity
showed:
“. . . that both [Cleveland and Indianapolis] DITSO Centers had serious deficiencies [that would]
allow any knowledgeable user to gain access to pay data, and to add, modify, or destroy it, or
accidentally or intentionally to enter erroneous data, without leaving an audit trail.” [161]
A degree of assurance in existing DoD systems is provided by their physical isolation from an
integrated network, but in most industries, communications is given priority over protection, and
isolation is a rare exception, not the rule.
It is vital for decision-makers to understand that these newly connected systems are vulnerable
to disruption of a wider variety from more sources and make suitable investments in protection to
offset the increased risk.
“Just how vulnerable our networks have become is illustrated by the experiences of 1988: There
were three major switching center outages, a large fiber optic cable cut, and several widely reported
invasions of information databases by so-called computer hackers.” [157, p. 2] One outage in 1991
affected millions of customers and temporarily disrupted air traffic control centers in New York
(which caused slowdowns in much of the northeastern United States and across the nation).
Protection of individual devices operating point-to-point is well within modern technology, but
the overall end-to-end communication requirement is far more complex. Most commercial networks
have little or no coverage against intentional disruption and commonly fail from software errors,
mischievous, and malicious attacks. [80] [8] [157] [156]
Major concerns about network assurance come from several sources. Current network management information assurance standards are incomplete and have only addressed authentication
requirements. [94] Current network assurance standards only address authentication. [154]
The Government Network Management Profile’s (GNMP) primary goal is to develop interoperable products [94] to allow network managers to remotely monitor and control network resources
residing on network components developed by different vendors. This interoperability goal makes
the network management system vulnerable to disruption. From network management sites, the
entire network could potentially be disrupted. A good example is that most of the major telephone
networks have one or at most two network management sites that control all long-haul switching.
A simple attack on three or four sites could disrupt the vast majority of communications in the
United States for a substantial period of time.
The consolidation of the DISN network management into a hierarchical network management
system was originally designed to make it possible for a network management center in one domain
to “cut through”, monitor, and directly control another domain. This could potentially be done
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without the authority or knowledge of any intervening network managers despite the authentication between sites. [141] Unless specifically addressed, this may allow a single attacker to disrupt
the whole network. [162] The same situation currently exists in most telephone and cable company networks. More recent designs have moved toward a system of centralized monitoring and
decentralized control via authenticated messaging to vendor-supplied data centers.
There is no current plan for creating a separate and different network management capability
that can operate when the NII itself is not functioning. This lack of external control capability has
historically proven inadequate, as the Internet virus of 1988 clearly demonstrated. [115] [114]
Current network management systems typically address known faults in known ways. [130]
Some systems recover from high probability errors, [38] while others detect and recover from large
numbers of burst errors, [36] but intentional attack is rarely treated in the available literature.
Local area networks (LANs) are highly vulnerable to attack from any point on the network,
[40] as well as from outside networks connected through routers, gateways, or bridges. Some recent
advances have provided costly and complex partial solutions to this problem, [19] [179] [34] but
none of these solutions is comprehensive or feasible for use in an average computer facility.
Internet service providers commonly offer access to the Internet by providing leased lines between
their local sites and public access points, computers that interface between user sites and the leased
lines, and essentially no added protection. Thus, anyone who signs up with one of these service
providers is leaving the protection to a service provider that profits from reduced cost more than
anything else. In some rare instances, service providers offer protection services as a competitive
advantage, but the market has not flocked to these service providers over others yet, and the
protective services they offer are certainly not well designed for each client on a case-by-case basis.
Existing infrastructure components have well-known and easily exploited vulnerabilities to disruption, but even if these components were individually strengthened against disruption, they would
not necessarily provide information assurance when networked together. The combination of otherwise assured systems in an assured network environment can lead to an overall system that is not
assured. In one case, two systems that were independently safe against corruptions by a particular
computer virus were both disrupted by that virus when they were networked together. The cause
was a mismatch in the way integrity was implemented and the way peer-to-peer communications
works in modern networks. [44] There is still no overall theory of how to safely connect network
components, but in the limited cases where connection safety is understood, unsafe connections
should be avoided. [49] [48]
Simply bolting together a variety of information security features
doesn’t solve the protection problem.
To get synergistic benefits by combining information assurance features, they have to be properly
combined, and this is not yet a well understood phenomenon. [44] In most cases, rather than
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enhancing protection by combining features, the entire system is only as strong as the weakest link.
The people who architect infrastructure must come to understand this issue and exploit that
understanding to provide adequate information assurance.

3.7

Adding It All Up

It would take quite an effort to characterize all of the incidents listed in this book in terms of their
financial impact, but a short table including relatively well-confirmed major losses cited earlier
should serve as an indicator of the situation today.
Item
Annual cost estimate
Denial of services attacks
$4B
AT&T Toll Frauds
$2B
Other Toll Frauds (est)
$2B
FBI reported computer crimes
$2B
Total
$10B
Less well documented losses include the 900 million break-in attempts per year over the Internet,
unreported and undetected computer crimes, and all manner of other losses.

72

Chapter 4
Asleep At The Switch
I was recently on a consulting job where the company I was working for was providing my services to
their client who needed an analysis of its information protection status. The single most critical flaw
detected in the analysis was that the entire assets of the client could be electronically transferred
to any desired recipient anywhere in the world. This could be done by thousands of different
employees and it could happen accidentally or intentionally by simply telling the computer to make
the transfer. If this was done, there would be no warning, no approval required, the incident would
not be detected until checks started to bounce, and it could easily be made to appear that an
innocent employee had made the transfer. When my report placed fixing this problem at the top
of the list of issues to be addressed, the company I was working for decided to remove it because
they thought the client wouldn’t want to hear it. This is depressingly common in the information
protection industry.
With this example in mind, asleep at the switch seems like an understatement. It’s more like
making sure that the switch doesn’t work just in case someone is actually awake and might try to
use it.
When I tell this sort of story to executives I know, they usually question my statements. The
dialog might go something like this:
But an approval is required before the funds become available, right?
No.
Are you sure employees can really do that?
Yes.
Aren’t you exaggerating just a little bit?
No.
How can you know for certain that this will really work?
A demonstration was used to prove it.
I find it hard to believe that this sort of thing could go unnoticed.
It was unnoticed until we did the study.
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This may seem like it’s a once in a lifetime situation, but in the information protection business,
it is a daily occurrence. You may ask, How can this be?. The answer is not so simple. In order to
screw things up this badly, it takes a major lapse by a lot of people over a long period of time. And
that’s just what happened.
From the start, information protection has been bungled, and there’s plenty of blame to go
around. The military, intelligence, legislative, executive, legal, law enforcement, university, industrial, business, computer, and standards communities have all failed us. It’s a rare circumstance
when this many people screw up this badly. To understand what happened, the history of information protection has to be examined.

4.1

A History of Secrecy

Information protection started as a field about four thousand years ago, when the Egyptians started
using special hieroglyphics in the tombs of their pharaohs. [121] Over the next 3,950 years, most
of the technical developments were in the area of cryptography, and almost all of the results were
directed toward keeping information secret. The other developments were almost all related to
personnel restrictions and physical security, and involved background checks, various wall and moat
technologies, the design of safes and lock boxes, and other similar things. Accounting seems to be
the rare exception where integrity was a vital and well-developed component of technology.
Up until the end of the nineteenth century, the dominant form of communication was via courier.
There was no electronic data processing and the times involved in long distance communication
were substantial. The dominant information protection technologies were designed to keep written
information from being attained or understood by outsiders.

A Short History of Cryptography
Cryptography is the study of secret writing or, in other words, of transforming information
into a form that obscures its meaning. In cases where release of information could cause harm,
cryptography was a dominant technology for a long time.
It is noteworthy that of all the cryptosystems developed in the
last 4,000 years, only two systems in widespread use remain hard
enough to break to be of real value.
One of them, the perfect cipher, takes too much space for most practical uses. The other, the
RSA public key cryptosystem, is too slow for most practical uses. Both of them were developed in
the last 50 years.
It was only after Shannon’s information theory was published in 1948 [192] that reliable com74

munications became systematically attainable in noisy environments. It was that breakthrough
that led to the creation of coding theory, which in turn provided designers with the first systematic
integrity and availability in communications systems.
A classification scheme for ciphers was given in 1978 by Gary Knight [126] in the first of a series
of articles which posed ciphers to the reader. After a given period of time, Knight demonstrated
reader solutions along with explanations of how they solved the ciphers. Versions of the solutions
attained by the author were also given along with many mathematical techniques for “attacking
the unknown cipher”. In my mind, the most interesting thing about this series of articles was the
way in which virtually every cryptosystem invented before the 1940s was systematically overcome
by applying Shannon’s information theory of secrecy systems, first published in 1949. [193] All of
the systems had been broken piecemeal before that time, but for the first time, cryptanalysts had
a general way to attack all imperfect cryptosystems.

Computer Security Kicks In
The first computer systems were just coming into being in the 1940s and they were first applied
to two military applications. One application was to break cryptographic codes used by the Axis in
World War II, and the other was to compute firing tables for long-range artillery, also in World War
II. [121] These systems were physically secured in secret facilities with guards and locked doors.
After the war, computers were applied to many other problems, but security remained essentially
physical in nature until timesharing came into being in the late 1950s and early 1960s. In a
timesharing system, two or more people can use the same system at the same time by literally
sharing its time. With timesharing, it became necessary to separate the memory used by the users
sharing the system in order to keep them from accidentally overwriting each others’ programs and
data. The scheme eventually settled on, and widely used even today, was to assign users unique
identifying numbers and to associate storage with those numbers. You may not see those numbers
being assigned and associated as a user of a system, but the underlying mechanism is still there.
Over time, there were developments such as the introduction of passwords used to keep users from
accidentally using the wrong user number, and access controls to prevent users from accidentally
destroying data associated with other users. As more users began to use computers for a wider
range of applications, some of those people became concerned about privacy issues (such as access
to payroll data), the assignment of priorities to tasks (so that time-critical functions could be done
before less vital functions), and other issues related to the scarcity of the computing resource. The
scarcity resulted in hoarding, which resulted in people getting mad at each other, and in some cases,
even attempts to violate the system security measures so as to get more of the limited resource. As
the attackers got better, the defenders worked harder, and the battle raged.
It was only in the middle of the 1970s that people began to really model computer security in a
meaningful way and use mathematics to try to systematize the field. In 1973, Lampson discovered
a confinement problem with all computer systems that share information [128]. This demonstrated
fundamental difficulties in confining information. Bell and LaPadula published a paper that mod75

eled computer security after military secrecy methods [20], and secure operating systems were under
widespread development following this model. Over the next several years, Biba published an integrity model for computing that was widely ignored when it came to implementation, [22] Harrison
et. al. published the first mathematical treatment of the overall protection problem and introduced
the subject/object model of computer security that prevails today, Denning published an alternative
lattice model of protection, [73] and many authors reported on computer security developments.
[169] [99] [146]
By the early 1980s, summary papers [131] and books [71] brought the picture into clear view.
The basic picture was that secrets could be kept by limiting the flow of information to go only from
untrusted users to trusted users. It was at that time widely believed that the computer security
problem had been nearly solved, and that in very short order, the military model of security which
was based on secrecy would prove ideal for all applications. But then . . .

4.2

Ignorance Is Not Bliss

Late in 1984, two very important things happened to the field of information protection. One was
the first published results on computer viruses, [46] and the other was the official introduction of
the Trusted System Evaluation Criteria. [124]
With the introduction of the issue of computer viruses in 1984, it was clearly and definitively
demonstrated, both by theory and by experiment on existing military and commercial computer
security systems, that the model of security based on secrecy had a fatal flaw.
In essence, the vast majority of the work done over the past ten
years in computer security had been demonstrated to be a house
of cards that could be blown over by a programmer with nominal
experience and only a few hours of effort.
No amount of adjustment of the computer security controls of the day could in any way reduce
the impact of this result and there was no doubt about what it meant.
The computer security field had paid full attention to the issue of secrecy for almost ten years,
and yet had completely ignored the issue of integrity. The result was seemingly devastating. All
of the systems developed over years of painstaking effort could be overcome with almost no effort.
Even worse, there was a federal criteria for computer security that had been developed over a
number of years that was literally on the verge of being accepted as the official government and
de facto global computer security standard, and there was nothing in that standard that could be
used to help protect against computer viruses in the least. There were even systems waiting for the
standard to be accepted so they could be certified for government use. There was a whole industry
on the brink of starting a new era, and it turned out that they had missed a fatal flaw.
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There was quite a stir and more than a few voices were raised, but in the end, momentum won
out. The federal standard was accepted, the systems awaiting certification were certified, and the
computer security world began a period of almost ten years of officially authorized insanity.
Insane: not mentally sound [227]
It seemed hard for me to believe at the time, but the momentum explanation makes sense of
it. There was simply too much money and personal pride at stake for the government to change
its direction, even though the direction was clearly flawed in the deepest way. But in information
protection, ignorance is not bliss, it’s suicide.

4.3

The Birth of the Personal Computer

As if it weren’t bad enough to have the military-industrial complex leading us down the primrose
path, this was the dawning of the age of the personal computer, and it must have been a cloudy
day, because the infant personal computing industry apparently couldn’t see the forest for the trees.

The Multi-State Computer
I have already explained that since the beginning of timesharing in the late 1950s, computer
designers knew how to provide limited protection in computers. What I haven’t mentioned is the
technical innovation that made this possible. This innovation was the multi-state computer. Now
the technical people among you will probably get confused or upset by my terminology, but let
me clarify before you call me names. All modern digital computers involve finite state automata
wherein the machine uses its current mental state and current inputs to generate outputs and a next
state. With such a machine and enough memory capacity, you can perform any computation that
can ever be performed. [216] But this is not the innovation I am talking about. The multi-state
computer was an innovation that provided two or more master states for a computer; one that is
used by the operating system and one that is used by user programs.
• In the operating system state, the computer allows physical input and output to take place so
that the disk can be read or written, any of the video displays can be changed, any keyboard
can be read, and all of memory is accessible.
• In the user state, no physical input or output is allowed, only a limited part of the memory
is accessible, and if any attempt to use an unauthorized capability is attempted, the state is
changed to the operating system state, and the operating system program is run.
In this way, a user program can try to write to the disk, the operating system will intercept
the attempt and act according to its programming. The operating system can be programmed to
provide all sorts of services, such as making a physical disk appear as if it were a file system, providing separation of user files and memory space from each other, and supporting other information
protection features.
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A two-state computer can implement any protection scheme that any multi-state computer can
implement, but with a one-state computer it is impossible to practically provide fully effective protection. For this reason, starting in the early 1960s, all widely used general-purpose computers were
designed with multi-state capabilities. The one major exception was the microprocessor integrated
circuit technology, which was primarily used to perform real-time control tasks. An example of a
microprocessor application at that time was to control the video display terminals used to talk to
timesharing computers. There was no reason for a real-time controller to have protection capabilities and, because it took space on the integrated circuit and the technology at that time wasn’t
advanced enough to put these features on the same integrated circuit as the rest of the computer,
the multi-state machine was not implemented in those controllers.
The microprocessors at the heart of these control applications were very small and inexpensive.
They could be placed on a single integrated circuit, and the control system manufacturers had
made some standard control system printed circuit boards that exploited this technology by adding
memory, input, and output to make control system design simpler and cheaper. When the fledgling
personal computer industry grew up, there was little money to invest, and the companies had to
go with the cheapest technology around. The result was a set of computer kits that allowed people
to build a small computer from parts and implement programs by entering octal (i.e., base 8) or
hex (i.e., base 16) codes of instructions into a set of switches. As these systems advanced, the
microprocessors remained at their heart.

The One-State Computer Wins
The personal computer industry was miniscule compared to the large computer companies like
IBM. For a while, IBM outwardly ignored PCs, but in time, the computer giant decided that if
there was going to be a personal computing industry, IBM was going to be part of it. So they set off
to enter the business quickly by having an internal contest. The contest was basically that the first
group to come up with a working personal computer would have their product turned into the IBM
product. The winner was an existing control system modified to meet the minimum requirements.
The processor was an 8080 made by Intel, and IBM was in the market. [129]
At that time, the microprocessor was inexpensive, the design was workable from off-the-shelf
components, and the project could be completed quickly. The relatively low cost in conjunction
with the availability of a few tools and the CP-M operating system made the product a winner. To
place protection into this architecture would have taken time and money, and nobody knew what
would happen with computers over the next 20 years.
But the best intentions don’t necessarily lead to the best long-term results. As it was said at that
time (mostly by the well dressed IBM representatives), “Nobody ever got fired for buying IBM”, and
indeed, customers bought IBM personal computers by the millions. The operating system became
DOS, the 8086 was the microprocessor, and all was well with the world, except for one thing:
When they created the PC, they forgot about protection.
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I don’t mean to slight Apple Computer in this discussion, and I will give them a dishonorable
mention along the way. Apple chose the 6502 microprocessor as the basis for its early computer
system designs, and as it moved to the 68000 and on up, Apple also ignored protection. As the
only substantial competition for personal computer operating environments, they could have made
protection into a market issue, but they did not. Instead, and perhaps rightly so from a business
point of view, they emphasized ease of use and user interface as the differentiating factors for their
products.

A Generation of PC Programmers
An entire generation of programmers was brought up on the PC and the Apple personal computer
line. The result was devastating to much of the knowledge base gained from the first 20 years
of widespread computing. Almost everything learned about timesharing, efficient allocation of
resources, information protection, and other related fields was lost to the PC generation. Indeed,
PCs have dominated the computing field now for more than half of its lifetime. Most 35-year-old
programmers have never programmed anything else, and half the population of the world is under
35 years old. Most universities teach personal computers as the dominant technology, and if you
look at the curriculum, you will find that information protection is not included.
Early personal computers had a big problem. The problem was communication, which they
largely lacked. The modem was used for communicating to mainframes, terminal emulators allowed
them to be used as terminals for mainframe computers, and the floppy disks were very useful for
physically handing data from one person to another, but there was no really effective way to get
personal computers to communicate until the local area network (LAN) came into widespread use.
With the advent of the LAN, the protection problem reared its ugly head again.
With standalone PCs, protection is essentially a physical issue, just as it was in the early days
of computing. If someone can gain physical access to the computer, they are in control. If they
cannot, they have no way to access information. But in the LAN environment, like in timesharing
environments, access to any entry point may provide access to everything. The LAN environment
essentially extends the computer to a larger physical domain.
The larger the organization, the greater the need for widespread communication in order to
attain the leverage of information technology, and so LANs were soon extended to the wide area
network (WAN) technology already used by timesharing systems. Today, it is not unusual for a PC
to be connected to millions of computers via the Internet. [158]
But the PC generation didn’t know how to design and implement protection, and the lessons
of the first 20 years of computing were widely ignored. Even as the computing power increased
in the early 1990s and the 80386 processor made the two-state machine available to the personal
computer operating system designers, the designers simply didn’t know what to do with the new
capability. OS/2 and Windows came into popularity, but neither had any substantial protection
capability because the PC generation hasn’t been taught the lessons of the past. Even the file
servers of the PC generation were not designed with good protection, and the result is a wide open,
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globally accessible environment.
Today, protection is essentially non-existent in more than 90
percent of the world’s computers.

4.4

A Suppressed Technology

But dropping all of the blame on market forces and a lack of vision only begins to address the
underlying causes of today’s problems. For, at the same time as these events were occurring, there
was a systematic movement by the Government to suppress the information protection technology
base of the United States.

Cryptography Leashed
The dilemma of cryptography has haunted governments throughout history. The people in
governments want their cryptography to be very strong in order to keep their secrets secret, but
they also want everyone else’s cryptography to be very weak so they can read everyone else’s secrets.
Nowhere was this made more clear than in World War II, where the Unites States and United
Kingdom were successfully reading secret transmissions of Germany and Japan, and the Allied
transmissions were not being read effectively by Germany or Japan. [121] The cryptographic advantage literally made the difference in the Battle of Britain, the Battle of Midway, and in many
other decisive occasions. It also played a major supporting role in Patton’s victories over the Africa
Corps, the war in Europe, and throughout the South Pacific.
One of the results of the success of cryptography in World War II was that it came to be viewed as
such a vital national military asset, that open research was suppressed. For example, cryptography
is the only large class of information technology that is banned from export. Cryptographic results,
as nuclear weapons results, are considered classified as soon as they are created. Research grant
applications submitted to the National Science Foundation (NSF) in the areas of cryptography and
computer security are required to be sent to the National Security Agency (NSA) for review and,
to date, the NSA has not rated any proposal high enough to get funding from the NSF.
When the RSA public key cryptosystem now used in so many commercial applications [182] was
first published, there was an attempt by the U.S. government to suppress its widespread release. It
ended up in Federal court, where the NSA refused to show any evidence, but told the judge that
it would be against the national interest to allow the already published information to be further
published. The court ruled against the NSA.
During the explosion of information technology, the government was trying rather hard to control
the research in information protection by restricting research funding, bringing researchers who
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published results to court, and trying to discredit researchers. The problem with this strategy was
that as our individual, corporate, and national dependency on information technology increased
dramatically, our knowledge base in protecting that technology was suppressed. It’s like suppressing
the immune system of a person with a deadly disease. The person will eventually die.
But even with the national government’s efforts to suppress the widespread development of
information protection technology at the height of the Cold War, some of its most precious secrets
were being leaked to its worst enemies. As research was being suppressed at a national level,
government employees were leaking information in exchange for cash, sex, and other reasons. The
Falcon and The Snowman case [132], the Ames case, [3] and the Walker family case [145] are three
widely published examples. So our enemies were learning the secrets of our protection, while our
own people were being kept in the dark.

Law Enforcement Is Clueless
Recently, law enforcement has started to take computer crime seriously, but until the early
1990s, they were literally clueless. When Cliff Stoll called the FBI [208] to report the attack on his
computer, the FBI asked how much was stolen. Cliff answered, “seventy five cents” ($0.75). The
FBI ignored all of the information about national laboratories being broken into via computer and
concentrated on the known loss which was too small to be bothered with.
“But the times they are a-changin’.” The recent introduction of federal laws and an increased
awareness by the FBI and other police organizations of the import of computers in crime has led
to a lot more attention to this issue of late. Unfortunately, law enforcement personnel are not even
close to expert in this field today, and by the time they are called, if they are called, it is rarely
possible to catch an attacker.

Attacks Covered Up
You have no idea of how often computers are attacked.
You are probably unaware that late in 1993, successful attacks
were underway against large numbers of U.S. DoD computers
throughout the world. In fact, even the DoD wasn’t aware of
this until early 1994.
Until you read this book, you were probably unaware that more than 100,000 computer system
passwords had been gathered in recent attacks on the Internet and that those attacks are still
underway at this time. If you are unaware of attacks against hundreds of thousands of computers
at one time where those attacks are announced in the media, you are almost certainly unaware of
the many more attacks that happen every day and are covered up.
An example of a coverup from my personal experience might be helpful in understanding the
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issue. I was asked in to do some consulting for a large company I have worked with before and
was given no particular details ahead of time. This may seem unusual, but in the information
protection business, it’s fairly common for people under attack to give no unnecessary details over
the telephone. In this particular meeting I went to, I was told that about $100 million had been
stolen and that nobody had been told about it because the company was afraid their customers
would lose confidence. By the time they called me, it was apparently too late to recover the money
because the incident had happened more than six months earlier. I was later told that the theft
was eventually written off as a one-time loss due to restructuring (or some such thing) and the
stockholders were never told the truth.
Now I must say that there probably are not very many cases of $100 million losses due to
computer fraud per year. For example, the FBI claims to know of only two such cases still unsolved
from 1989. [54] But, of course, the example I just described was not reported to the FBI, so these
numbers are at least a little bit low. How low are they?
It is impossible to tell you how low the official figures on losses due to computer crime are.
One reason is that there is no uniform way to evaluate such losses. For example, the Internet
Virus in 1988 resulted in estimated losses ranging from a few million dollars to tens of millions of
dollars, but in court, the official losses in the criminal charges were placed at or about $50,000.
This difference is in part because the legal requirements for the crime Morris (the admitted and
convicted perpetrator) was charged with were only $5,000 in damage, so it was unnecessary to try
to elevate the figures above that. But the real value of a loss of this sort should include lost time
for all of the users, damage to the reputation of the affected companies, the cost of replacing lost
or corrupted data, incidental damages created by the downtime, and a whole host of other factors.
[113]
Another factor is that only a portion of actual computer crimes are ever detected and, of those,
only a portion are ever reported. I obviously don’t know what portion of the crimes are detected,
since I would have to detect all the undetected crimes in order to know that, but you may legitimately
ask how I know that all of the crimes are not detected. It is not because I am a criminal who hasn’t
been caught. I have three types of evidence that convince me that this is the case.
1. I have spoken to a number of computer criminals that have never been caught.
2. I have performed tests to demonstrate weaknesses that show that certain types of crimes are
undetectable in certain environments.
3. When computer criminals are caught, they sometimes admit to crimes that were not detected.
Even when computer crimes are detected, they are not always reported. For example, in one
recent study I did for a large company, about 20 incidents were detected by employees over the
last year, but only two of those were reported to the police. One reason the police were not called
was that the employees detecting the incidents had no official mandate or mechanism for reporting
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incidents to management. Top-level decision makers never had the choice of reporting or not. The
executives only found out about the incidents in the course of the study.
Another reason many incidents are not reported is because they involve information that the
company does not want released. In papers published by American Telephone and Telegraph
(AT&T) [34] [18] and Digital Equipment Corporation (DEC), [179] computer crimes are described
and their frequency is given, but if these published papers are accurate, few, if any, of these incidents
were reported to the police. For some reason, these criminal acts were eventually disclosed to the
public, but they were apparently never reported to the police.
Perhaps the best way to measure actual incidents is to look at how many attacks have been
detected in your organization and how many of those have been reported to the police. Assume
that everyone else acts about the same way, and you should have an idea of the level of crime today.

4.5

The Universities Fail Us

While you would expect universities to be in the forefront of information technology, they certainly
are lagging in information protection, at least in the United States. The story here begins with the
late 1970s. At that point, there was a growing interest in information protection in the university
community as reflected by the increased number of journal articles from universities at about that
time. [44] But three things happened to prevent the further growth. One part of the problem
was the suppression by the government of sponsored research into information protection described
earlier. Another part has to do with the general lack of funding for university research in the 1980s.
The third part has to do with inbreeding.
The general lack of research funding started in about 1980 when Ronald Reagan became President of the United States. In his first year in office, the budget for unclassified research and
development went from 4 percent of the federal budget to under 2 percent. The effect was devastating to the universities because they had depended on the government for research funding to
such a large extent that many programs were eliminated. Many of those that survived did so by
converting to low-cost development programs for local industry. In the following years, most businesses followed the government’s lead and reduced research and development spending, and those
reductions also affected the universities.
As spending is cut, research programs tend to move from looking
far into the future toward solving today’s most pressing problems.
Thus, research becomes a reactive effort rather than a proactive
effort, and advances in fields like information protection tend to
fall by the wayside.
The inbreeding problem is caused by the tendency for research in universities to follow the
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same lines as previous research in those universities. In the 1960s and 1970s, the computer science
community was fairly young, and widely associated with the hippies of that era. The whole idea of
secrecy was in violent opposition to the goals of open research, and the computer science community
was one small and happy family. The result was that a large portion of the best known researchers
in the field and most of their students took a perspective of ignoring information protection except
in a few areas where it made computing easier. They didn’t teach their students about protection,
the subject was poorly covered in even the best of textbooks, and the curriculum lacked in this area
to the point where the average graduate had only about 15 minutes of exposure to the field. [44]
The best of these students commonly became graduate students, and eventually, after being weeded
out by professors with little or no interest in information protection, some of them became the new
generation of professors. Thus, the inbreeding caused a neglected field to be further neglected until
it was almost forgotten.

4.6

An Industry of Charlatans

If the universities failed us, it was unintentional, but the computer security industry had a much
different agenda. Their goal was to promote ignorance and fear so they could sell more low quality
products with lower development cost. If you know this business, you know that there are many
legitimate companies that have good products, but there are also a lot of companies that think
they are legitimate, but lack in the underlying knowledge needed to qualify them to do good work
in this field.
One class of good examples are the products on the market today that provide PC security in
the form of a program to associate a password with each file. Now I don’t want to make the blanket
claim that there is no application in which this technique is workable. But I think I should point
out just a few of the problems with this scheme that you should be aware of before you buy.
• Effective password protection requires hard-to-guess passwords and a secure channel from the
user to the computer. Most of these schemes don’t provide adequate protection against easily
guessed passwords or provide a secure channel.
• The use of multiple passwords leads to forgetfulness, while the repeated use of the same
password is a waste of time and effort. If you want one password to protect your files, you
should have a different sort of protection scheme.
• Implementations tend to be flawed in that they are easily attacked. For example, most such
schemes don’t prevent widely used commercial utilities such as Norton Utilities from accessing
files unhindered.
• Forgotten passwords lead to easy breaking schemes or lost files. In the former case, the
providers of the protection provide a utility program used to break the scheme or another
vendor will provide it for a fee. For example, WordPerfect’s encryption was trivially broken
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by researchers at Queensland University of Technology, and hundreds of people requested
copies of the code-breaking program so they could recover files they lost when someone forgot
a password. Lost files are often more of a risk than the risk of their contents being released.
• Repeated password entry is inconvenient. Most users prefer to enter a password when they
begin use and have access to whatever they are authorized to do from that point forward.
• Trojan horses easily bypass this protection. For example, it is simple to record keystrokes
without the user knowing it by using an inexpensive off-the-shelf product. By recording the
passwords as they are entered, access can be gained.
• In many of these schemes, booting the computer from a floppy disk allows protection to be
ignored.
• This scheme ignores human factors, integrity requirements, availability requirements, and the
history of protection.
Most importantly, this scheme is, at best, only a small part of an overall protection effort. It
has to fit into the rest of the protection effort in order to be effective. Most products don’t fit well
into an overall protection scheme unless they are made to operate in that scheme. That means that
regardless of how low the purchase price of this scheme may be, it is likely to cost a lot more to use
than it’s worth.
By far, the vast majority of the current protection products have similar problems. They are,
at best, quick fixes to one problem applied to a different problem without ample consideration of
the real issues.
One of the prepublication readers of this book commented that ignorance is not malice and
neither is doing something cheaply for a profit motive. I must strongly disagree. When a company
presents itself or its products as anything other than what they are, this is intentional and therefore
malicious. I would not find fault if companies like this presented a product as a cheap and only
mildly secure solution to a common problem, but when a company presents itself as expert in the
field of information protection and it is not, this is no different than a group of medical technicians
presenting themselves as doctors.

4.7

Information Assurance Ignored

One of the major side effects of widespread leakage has been an undue concentration of the information protection field on the issue of keeping secrets from being leaked. Of that effort, the vast
majority of the work assumes a model based on military classification methods in use since before
electronic information technology existed. The net effect is a set of protection technologies that are
almost entirely aimed at addressing only one of the three areas of protection of vital concern today,
and the least important one at that.
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Information Assurance is Vital
Information assurance is assuring the availability and integrity of information over the entire
range of potential disruptions from accidental to malicious. This is the most vital issue in information protection today and is widely misunderstood and ignored, especially by the people who
practice computer security. [63]
The information assurance problem seems to stem from a desire for efficiency that overrides all
other considerations. Many people have heard the term optimal used to describe the most efficient
method for doing a particular thing, and there seems to be an almost religious vigor for pursuing
optimal solutions. What a lot of people miss is that the term optimal only has meaning in a context.
That context inherently limits the scope of what optimality implies.
The most common context for seeking optimality in information technology today is minimizing
computer time or minimizing computer storage space. But minimum time leaves no slack room to
check the propriety of results, and minimum space leaves no spares to be used in case of failure.
The combination leaves no redundancy that can be used to assure integrity or availability, and the
result is that any fault, no matter how minor, delivers a wrong result, delivers a result to the wrong
place, or delivers it at the wrong time.
A good example of efficiency replacing effectiveness is in the way compilers are commonly used.
When programs are written and tested, programmers commonly use debugging options and bounds
checking on arrays. The debugging option allows program elements to be traced as the program is
executed so that the programmer can find errors and determine their origin. Bounds checking on
arrays performs tests every time memory is accessed to make certain that only the proper portion of
memory is being used. If the program is perfect, debugging and bounds checking perform no useful
function, but programs of substantial size are almost never perfect, even after substantial testing.
The problem comes when the program is ready to be delivered to the customer. In order to make
the program as small and fast as possible, software manufacturers commonly turn off debugging
and bounds checking, recompile the programs, and ship them out. But this means that errors not
detected during testing may go unnoticed during operation. Users may simply get wrong results,
and since there is no error detection in place, they may never know about the errors or be able to
trace them back to the computer program.
The cost and efficiency advantages brought about by implementing the NII will increase the
nation’s dependency on it. If elements of the NII are not available, information is inaccurate, or
the NII does not properly provide required functional or information transfer capabilities, time will
be lost and overall effectiveness will be diminished. It is precisely the standards designers use to
make technology efficient that make it easy to attack. [57, pp316-320]

Secrecy Standards DO NOT Address Information Assurance
It is critical in understanding the information assurance challenge to understand the difference
between information assurance issues which relate to all information and information systems, and
secrecy issues which relate to confidential data. Confidential data is almost always controlled based
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on its content, and is controlled because knowledge of it might be useful in ways that could
adversely affect the owner’s interests or actions, because release could be a violation of laws, or
because release could result in the assumption of financial risk. Information assurance requirements
apply to all information, and are based on use rather than content.
Existing policies and standards that guide protection of data sensitivity are not adequate for
addressing information assurance. [37] [63] The strongest evidence is that no computer security
system designed to protect sensitive data from release is effective against malicious computer viruses.
The reason is that malicious viruses corrupt information and sometimes deny services, while secrecy
systems protect against information leakage, and not corruption or denial of services.

Fault-Tolerant Computing Standards DO NOT Address Information Assurance
It would be natural to assume that information assurance is already provided by existing faulttolerant computing standards and practices such as protection against random noise, [14] [152]
lightning, [140] RF noise, [177] loss of packets, [111] and other transient factors that cause disruptions in information systems. Unfortunately, intentional attackers are not accurately modeled by
the statistical models of faults used to develop existing reliability standards.
Let’s look at what a typical text says on the subject: “The noise analysis of communications
systems is customarily based on an idealized form of noise called ‘white noise’, the power spectral
density of which is independent of the operating frequency. The adjective ‘white’ is used in the sense
that white light contains equal amounts of all frequencies within the visible band of electromagnetic
radiation. . . . ” [104] The reason cited for the random noise models is the ease of analysis, [148] but
ease and adequacy of analysis are not always compatible.
One of the most common techniques for detecting corruption in memory and transmission is
the use of a ‘parity’ bit associated with each byte. The parity bit is set to 1 or 0 to make the
total number of ‘1’s even or odd, depending on whether the even or odd parity convention is being
used. This technique detects all single bit errors, which is quite effective against particular sorts
of random noise that cause transient faults. It is not effective against an intentional attacker who
can change sets of bits collectively while maintaining parity, thus corrupting the information and
avoiding detection.
On disk storage, in LAN packets, and in some satellite transmission, cyclical redundancy check
(CRC) codes are used to detect classes of faults that result in errors to linear sequences of bits
of, at most, some predefined length. [111] Again, these codes are ineffective against an intentional
attacker, because it is easy to determine the constant coefficients of the coding equations by watching
packets, and from this it is easy to forge packets at will undetected. [44]
“Most communication channels incorporate some facilities designed to ensure availability, but
most do so only under the assumptions of benign error, not in the context of malicious attack.”
[157, note 6, p. 160]
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Perfect Systems Are Infeasible
The field of high assurance computing addresses information systems for the most critical applications (e.g., life support systems, flight controls, nuclear warhead detonation). Unfortunately,
building perfect systems is far too costly and resource-intensive for the wide variety of systems and
networks found in the NII, and only adequately addresses certain types of very well-defined control
applications.
Substantial work is oriented toward designing a perfect system wherein all inputs, states, outputs, and state transitions are specified in full detail and mathematical proofs are provided to
show that the design is properly implemented. [101] [134] Although this type of solution may be
applicable to certain limited control problems in embedded systems, these sorts of solutions are
computationally infeasible for any large system, cover only sufficiency and not necessity [47], only
cover limited function systems against disruption, [44] and are beyond current and anticipated
capabilities over the next 20 years for the sorts of systems desired in the NII.
An alternative path to a similar solution is the use of programs to generate programs. In this
technology, a small number of programs are designed to automatically write the rest of the programs.
Designers spend a great deal of time and effort in perfecting the design automation system which,
in turn, designs other systems. [196] This technology is far from perfected, and even if it were
perfected, it leaves the problem of writing perfect specifications, which is at least as hard as writing
perfect programs.
In the hardware realm, design automation has been highly successful, but this does not imply
that it will be as successful in the software realm. There are substantial differences between hardware and software. For example, the complexity of current software is many orders of magnitude
higher than the most complex designs now done by automated systems, the physical properties of
hardware are abstracted out of most software design, and software is designed based on a finite
but unbounded, randomly accessible space, while hardware is designed based on a relatively small,
finite, and bounded space with only local access as provided by explicitly created wires. Furthermore, hardware design automation takes substantial amounts of computer time, still leaves design
flaws such as data dependencies that have resulted in disruption, and is based on specifications that
are susceptible to errors.
Another alternative is the use of extremely intensive testing to detect the presence of errors and
correct them. The problem with this approach is that testing for 100 percent coverage is as complex
as perfect design. Imperfect testing leaves systems that fail when rare events occur. The problem
with the recent Intel Pentium microprocessor is a good example of how testing fails.
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In one study, the combination of two events characterized as low
probability caused 50 percent of systematically designed, welltested, small control programs to fail. [106] If this is the current
state of the art for low probability events in small programs, extremes in testing are not likely to be successful against intentional
attacks on large, globally networked infrastructures.
For the sorts of general-purpose systems in the NII, there are classes of attacks that cannot be
perfectly defended against. Two well known examples are computer viruses [47] and exploitation
of covert channels. [128] If people spend their resources trying to implement perfect solutions to
these problems, they will surely fail and go bankrupt in the process. But as individuals and as
a nation, we cannot simply ignore these and other similar problems, because they present a real
and identifiable threat to our economic and national security and directly affect all aspects of our
society.
Feasible solutions will not be perfect. Rather, they should responsibly trade cost with protection.

Poor Assumptions Lead To Disruptions
Well-trained intentional attackers understand the common assumptions made by designers of
information and secrecy systems, and explicitly design attacks to exploit the weaknesses resulting
from these assumptions. Protective techniques that work against statistically characterized events
are rarely effective against directed attack, and techniques designed to provide secrecy are rarely effective against disruption. One relatively limited study of the impact of malicious node destruction
using a structure that works very well against random destruction found that preventing intentional
attacks with standard fault-tolerant computing techniques may require an order of magnitude increase in costs. [148] Studies and demonstrations of computer viruses in secrecy systems approved
for government use have demonstrated that these systems are ineffective against disruption. [44]
Current system reliability estimates do not account for deliberate software corruption. [157,
p 55] Telecommunication networks can fail from software malfunction, failures can propagate in
operations or control systems, [84, p32] and system availability estimates seem to overlook this
cascading effect. One company advertises that if 800 service fails, restoration is guaranteed in
under one hour, and telephone networks are supposedly designed for something like five minutes of
downtime per year. [102] Yet in a single incident in 1990, the American Telephone and Telegraph
(AT&T) 800 network was unavailable for more than four hours, [84] which seems to imply that this
failure covers expected outages over the next 48 years! (5 minutes per year = 4 hours per 48 years)
Considering that a similar failure brought down telephones in
several major cities for several days in 1991, [81] there appears
to have been a flaw in this availability analysis.
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Gateways, terminal servers, and routers are commonly used to control traffic in networked environments, and they are quite effective against random or accidental misrouting of information, but
in a hostile environment, they commonly fall prey to disruptive attacks. General-purpose computers
used as gateways are easily overwhelmed and corrupted. Terminal servers are commonly accessible
by users logged into any computer in the network and can be altered to remove usage restrictions,
connect users to wrong systems, or even lock out legitimate terminal server administrators. [51]
Routers designed to control network traffic and prevent overloading in large networks are also easily
bypassed by using the administrative mechanisms which permit remote control of the router or
forgery of machine identities with authorized access. [42]
The public telecommunications networks are a critical part of the NII, but they lack the information assurance features required for critical operations. Service assurance features are designed
into these systems at every level, [84] and yet they still fail to meet even the challenge of accidental
errors and omissions. As an example, in 1991 there was a major failure in telephone switches in
several large U.S. cities that lasted for several days, and was finally traced to a 3-bit error (a ‘D’
instead of a ‘6’) in one byte of a software upgrade. [81] This is the simple sort of mistake that even
minimal software change control detects. The change was apparently never tested at all, was put
into widespread use, and caused widespread disruption.
In many cases, telecommunications disruption must be resolved in very short time frames. For
example, some telephone switching systems must be repaired within 1.5 seconds or the circuit failure
errors passing through the network will cause a propagating positive feedback which may deadlock
more of the network, [165] eventually cascading into a major problem. An attacker only needs to
disrupt two sites for 1.5 seconds to cause such a cascading effect.
According to a National Research Council report: “As computer systems become more prevalent,
sophisticated, embedded in physical processes, and interconnected, society becomes more vulnerable
to poor systems design, accidents that disable systems, and attacks on computer systems. Without
more responsible design, implementation, testing, and use, system disruptions will increase, with
harmful consequences for society. They will also result in lost opportunities from the failure to put
computer and communications systems to their best use.” (The opening paragraph of [157])

Information Assurance Standards Are Inadequate
It is enlightening to examine the current U.S. Government standards base upon which open
systems are now being acquired. [163] The DoD standards document begins with a list of protection
service standards, including some that seem to be information assurance standards needed to fulfill
requirements of the NII. Unfortunately, almost none of the list of service standards is currently
specified:
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Service Standard
Authentication
Access Control
Non-Repudiation
Confidentiality
Integrity
Auditing
Key Management

Status
Not Available
Not Available
Not Available
Not Available
Not Available
Not Available
Not Available

-

In
In
In
In
In
In
In

Process
Process
Process
Process
Process
Process
Process

Most of the ‘Not Available - In Process’ items are specified as “This work is still in the early
stages and is not yet of practical use. It should not be referenced in a procurement.” Further, there
is no clear migration path from current designs to designs with these services, so there is no defined
way for the designers of the NII to even plan for future assurance. Notice that availability of service
is not even on the list of standards to be developed.
By way of reference, the International Standards Organization (ISO) standard upon which this
list was based was in approximately the same incomplete state about 10 years ago, when the
protection addendum to the ISO standard was newly created. [112] To date, no significant progress
has been made in these areas and no current open system products provide substantial coverage of
these areas.
Risk analysis for many other areas is fundamentally different than the techniques that apply
to malicious disruption. Specifically, if an attacker knows how to disrupt a system, success in an
attack is virtually certain. The probabilistic approach to analyzing defenses and attacks may not
be appropriate for considering human agents with malicious intent. That’s why 50 years worth of
theoretical downtime can be exhausted in a single incident. [84] Obviously, the standards for risk
assessment used to derive infrastructure availability figures are not up to the information assurance
task.
Another place where information assurance standards are lacking relates to common mode failures and correlated events. [160] Common mode failures are failures wherein the same mechanism
affects several different components. Several major incidents per year involving common mode failure in redundant systems now occur and there seems to be a strong correlation between these events
and inadequate standards or capabilities for redundancy. The White Plains telephone cable incident in December of 1986 involved seven redundant circuit connections for the Advanced Research
Projects Agency Network (ARPAnet) intended to assure that no single (or multiple up to 6) failure
could disable the network connection. Unfortunately, the telephone company ended up routing all
seven connections through the same optical fiber and, when that cable was cut, all seven redundant
connections were disrupted.
In many cases where redundant input is required, it isn’t exploited for error detection and
correction, which is the worst of both worlds. An example may help clarify this point. In the
United States, postal zip codes directly imply the state. Why then ask for the state? For efficiency
reasons, systems should not. On the other hand, by asking for the state and zip code, systems could
detect inconsistency and act to correct the error before it creates a larger problem (e.g., sending a
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paycheck to the wrong place).
In most current systems, we have the worst of both worlds.
Systems ask for both zip code and state, but never compare them
to find errors. Such systems have both extra data entry and
inadequate coverage of errors. [50]

4.8

Current Disruption Defenses Depend on People

Current defenses against disruption depend almost entirely on human prevention, detection, differentiation, warning, response, and recovery. Detection of most disruption attacks comes only when
people notice something is going wrong. In many cases, detection never occurs, while in other cases,
detection takes several months. Differentiating natural, accidental, mischievous, and malicious disruption is a manual process, and the root cause is often undetermined or misidentified as accidental.
Warning has to be properly controlled to prevent false positives and false negatives, and depends
on forensic analysis. Response commonly takes from hours to days and is almost entirely manual.
Recovery too is almost always a manual process, takes from hours to days, and is often performed
improperly.
In many cases, attacks are not detected at all. For example, in
more than 100 legitimate computer virus experiments, no user
has ever noticed the presence of a computer virus. [44]

The vast majority of known information system attacks are first detected by attentive users
noticing unusual behavior. This is widely known in the computer security community and is supported by virtually every source that discusses the issue. For example, more than 5,000 computer
viruses have been detected in the last three years and almost all of them were detected by users
noticing anomalies. The Internet virus of 1988 was detected when users noticed dramatic network
slowdowns. [115] [114] Hundreds of other failures in national telecommunications networks and
individual systems are first detected by user complaints. [80] [157] [156] In major bank frauds involving electronic funds transfers, it is common for the first detection to be at the next bank audit,
typically several months later.
Indirection between cause and effect dramatically increases the time required to track an attack
to the source. Whereas total denial of services to a system or infrastructure is widely noticed almost
immediately, business disruption caused by subtle denial of services or corruptions may be far harder
to detect and associate with a cause. For example, suppose a disruption caused orders placed for
certain replacement parts to be ignored by the output routines in the order fulfillment subsystem
of a supply and logistics system. Orders would be placed and the computer would indicate that
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the orders had been processed and shipped, but no shipments would arrive. Similarly, disruption
in the form of subtle corruption could transform airplane engine part numbers into similar part
numbers indicating different components, perhaps toothpicks. The order would be processed, but
the resulting shipment would contain the wrong parts. It would probably be blamed on a data
entry error, and if it only happened 10 percent of the time, the cause might go unnoticed for a long
time, while the efficiency loss could be quite substantial. Another subtle disruption approach is to
slowly increase the level of denial of services over time so that the operators become acclimated to
the slower and slower pace over a long period.
Differentiating natural disaster from other causes is generally not too difficult because natural
disasters are easily detected on a wide scale. Differentiating accident from mischief from malice is
yet another problem. The Internet Virus was apparently an accident, and yet clearly many believe
it was mischief and a few still believe it was malicious.
Many disruptions are treated as accidental to avoid investigation.
Almost no current organization has a way to tell one sort of
disruption from another.
Limiting damage often takes too long to be effective. In the case of the IBM Christmas Card
Virus of 1987, several days after the attack was launched, it was widely noticed, and over the next
several days, IBM staff members tried unsuccessfully to disconnect their internal networks from the
global networks. [110] [44] A defense against the Internet Virus was only devised after more than
a full day of effort by people nationwide, and implementation of the workaround took several days.
[115] [114]
Recovery is sometimes impossible, while in other cases it takes from days to weeks. For example,
a company in Germany was the subject of extortion from a hacker (1988-89), who showed them a
few lines of program code which would have caused the gradual corruption of all inventory records.
They did not find the altered code for several weeks. [96] The Chicago telephone center fire in 1989
took months to recover from, and tens of thousands of customers were without service for extended
periods. [157]
If the recovery process is improperly performed, many other problems can result. Audit trails
may be lost, thus preventing accurate determination of cause. The recovered system may be more
vulnerable to disruption than the original. The recovery process may itself cause disruptions.
Human attack detection has several problems in addition to the limited response time and large
numbers of false negatives. Perhaps the most important problem is the expectation of breakage
and the inability to differentiate properly between breakage and malicious attack. Another problem
is the tendency to detect fewer faults over time in an environment where faults are commonplace.
[149] This can be exploited by the attack wherein the number of disruptions are slowly increased,
while the human operator becomes increasingly insensitive to them. Enhanced training improves
performance, but humans are clearly still limited, particularly when it comes to detecting subtle
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attacks characterized by the coordination of numerous seemingly different and dispersed events and
attacks designed to exploit the reflexive control aspects of human behavior. [95]
Automated tools for detecting misuse in computer systems and local area networks are currently
emerging and this technology is rapidly approaching commercial viability. [72] The most advanced
misuse detection systems include localized responses to statistical anomalies and rule-based response
to known attack patterns. [176] [175] [136] [137] [138] [203]
Based on observations made during one recent study, [63] some authors believed that response
to attacks is characterized by thresholds of detection and response capacity. By lowering thresholds
of detection, the defender is likely to detect more attacks, but the number and likelihood of false
positives will also increase, and so will the cost of responding to the relatively minor incidents.
By increasing the threshold of detection, response resources may be concentrated on the most
important incidents, but a small incident with widespread impact may not be noticed until the
damage becomes severe.
This leads to the issue of attack and defense. Given the option of a directed attack against a
specific target or a more general attack which increases the overall noise level, the threshold scheme
employed for defense has a substantial effect on the optimal attack decision. It is always possible
for an attacker to remain below the threshold of detection for any imperfect detection system, so
a fixed threshold system leaves the defender open to noise-based attack. Similarly, a substantial
directed attack will sound off any capable detection system and generate a response, but it may
also be possible to create the appearance of substantial attack in order to force the defender to
respond more strongly than necessary, thus creating an environment where the defender constantly
cries wolf. In either situation, a fixed response level is easily exploited, so a flexible and adaptive
response is necessary in order to be effective.
In addition to detection thresholds, there is a response capacity inherently limited by the available response resources. In a human-based response system such as the one currently in place in the
NII, response time lags further and further behind as the number of incidents increase, eventually
leading to a situation where important attacks are not noticed for a substantial amount of time.
Increasing human resources is quite expensive and is only effective when the level of attack warrants
the number of respondents. It takes a long time to train experts in this field, and there are relatively
few experts available and woefully few places where new experts can be trained.
An attacker can alternatively create and not create attacks so as to force a defender to waste resources with an overblown defensive capability or an attacker can use attacks to determine response
characteristics and work out ways to overwhelm the defense. This area is particularly amenable to
analysis based on reflexive control. To form a strong defense, the flexibility must be designed so as
to prevent this sort of analysis. [95]
Clearance processes do not detect people who change sides after they are cleared, people who
have breakdowns, and people subjected to extortion. Many sources claim that the majority of
computer crimes come as a result of an authorized person using that authority inappropriately.
Although sufficient evidence is not available to support this contention, there is clearly a potential
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for soft-kill harm from an insider that is greater than from an outsider, because the insider has
fewer barriers to bypass in order to succeed.
The current NII design assumes that insiders act properly to a
large extent. A proper infrastructure design should not make such
an assumption or depend on it for meeting design criteria.

4.9

The Rest of the World Responds

There are a small number of research groups around the world that have been working on the
information assurance problem for a number of years. Known foreign research locations include The
People’s Republic of China, Russia, Germany, Israel, Australia, Denmark, England, and Japan.
The People’s Republic of China has a group headed by Yue-Jiang Huang that has produced
both internal and international hardware enhancements to personal computers for protecting against
many forms of disruption. This group is also doing substantial work in the use of nonlinear feedback
shift registers for both secrecy and integrity applications.
In Russia, there is at least one group working on disruption prevention, detection, and response
systems. This Moscow-based group at the Central Research Institute Center in Moscow is working
on new hardware architectures that provide enhanced integrity protection and limited availability
against general classes of malicious threats. They seem to have an emphasis on computer viruses,
but far more general application can be made of their architecture. [212]
Research groups in Israel regularly publish results on their research in international journals
and several groups have started work on protection of information systems against general classes
of malicious corruption. [98] [190] [178]
An Australian research group directed by Bill Caelli and centered at Queensland University of
Technology is concentrating a substantial amount of effort in the design of high integrity networks
capable of withstanding malicious disruption. They also have people working on cryptographic
integrity techniques and key management systems with revocation for use in systems similar to the
NII.
At least one Canadian author has published work on limits of testing and coding spaces against
malicious disruption attacks. [123]
A German research team at the University of Hamburg has gone a step further than most
groups in this area by forming a database of parts of computer viruses. They essentially break the
thousands of known viruses into component parts (i.e., self-encryption, find file, hide in memory,
attach to victim, etc.) and store the partial programs in a database. Many known viruses have
common components, but there are on the order of several hundred of each different component
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part. This gives them both the capability to detect and automatically analyze many viruses in very
short time frames, and the capability to generate on the order of 1020 different viruses automatically
by mixing techniques together. [90]
Several other countries have started to publish papers in the information assurance areas and,
although there is no apparent evidence of massive efforts, it seems that the international interest
in this field has increased substantially since the Gulf War.
Yet, with all of this international attention to this problem, the United States doesn’t even
support adequate response to widely publicized ongoing attacks throughout the DoD.
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Chapter 5
Protecting Your Information Assets
Information protection is a multifaceted discipline encompassing a wide range of management and
technical specialties, and affecting every aspect of modern life. In the space available, it is impossible
to adequately cover even a small portion of the information protection field in great depth. Instead,
protection issues will be covered from several different perspectives to present a broad view of the
overall problems and solutions.
It may seem strange at first not to address protection by simply detailing how to protect against
each attack. This well-known process of elimination seems logically sound at first glance. It is
commonly used in many fields, and it is one of the fundamental processes of rational problemsolving.
The problem with the process of elimination in this particular field is that potentially infinite
numbers of different attacks exist. [44] [47] [216] As the world famous philosopher of science Karl
Popper so rightly pointed out, [170] you cannot prove the truth of a universal statement (e.g., we
are protected) about an infinite set (e.g., against all attacks), with a finite number of examples
(e.g., by this list of defenses). It only takes one falsification (e.g., one successful attack) to prove
the statement false.
When defenders try to answer each attack with a defense, they
spend a lot of money on defenses and end up with an expensive and
poorly coordinated defensive program that may only work against
yesterday’s attacks. This is what I call a reactive protection
posture.
A good example of a reactive protection posture is the way most people defend against computer
viruses today. Until they experience a virus, most people will do nothing. During their first
experience, they buy products until they find one that detects and removes the computer virus they
encountered. They may then use that product sporadically for some time. If they get hit again,
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they may find that their current product doesn’t work on this new virus, and they will purchase
a new version that does handle it. If one of these viruses destroyed all of the information on their
disk, they will suffer the consequences, but very few people, even those who have lost a lot of work,
have gone to a proactive approach. They wait till they see an obvious symptom, and then they
react by looking for a cure.
The technical aspects of this field are deeply interesting to many information technologists, but
a common mistake is to forget that technology only exists in a human environment. The quality of
protection and its cost and effectiveness are determined by the quality of the judgments made by
those who design and implement it.
Technology experts have a tendency to use their knowledge as a lever to get to what they feel
is the right solution. In the computing field in general, and in the information protection field
in particular, technical people who don’t understand people solutions seem to leap to technical
solutions and stand behind them as if they were the only solution with any hope of working. To
managers, it may seem like they are getting a snow job, but it’s usually not intentional. The friction
between the manager and the technologist causes frustration which makes for more friction, and on
it goes. The net effect is that the technical and management people don’t work well together, and
protection ends up being ineffective.
The solution I offer when I encounter this problem is that the technologist should learn about the
broader issues at stake and the manager should learn enough about the technical field to keep from
being snowed. That’s one of the main goals of this chapter. For those with a narrow focus and a lot of
technical knowledge, I hope to demonstrate that the solutions to protection problems are not purely
technical and that no technical solution will ever completely solve the problem. For those with a
broad focus but little technical knowledge, I hope to provide the ammunition required to defend
against technobabble. For those with both a broad perspective and a strong technical background,
I hope to increase both breadth and depth of understanding of the information protection issue.

5.1

Information Protection

Information is defined as “symbolic representation in its most general sense”. Protection is defined
as “keeping from harm”. Since the concept of harm does not apply to inanimate objects (you can
damage them but not harm them), the field of information protection is preventing harm caused
by symbolic representations.
• Protection products rarely keep you safe. The sales pitch for security products is basically
that there are dangers in the world and that the product being sold will keep you safe from
those dangers. Like the safety features in automobiles, people will drag out charts comparing
the performance of their product against those of competitors to convince you that they have
the safer product. It is a somewhat misleading way of selling protection because by far the
most important elements in automobile safety are how, when, where, and how much you drive.
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Antilock brakes only rarely save a life, and they won’t keep you
alive very long if you drive drunk. You may feel safer with them,
but you may not be much safer unless you practice the other
elements of safe driving. Information protection works the same
way.
• Information protection does not always protect information systems from harm. Designers
may decide to shred paper, burn electronic media, or even blow up computers. Shredding
paper prevents leakage of potentially harmful information in paper form, burning used floppy
disks prevents their contents from being read and exploited, and blowing up electronic devices
is used in smart bombs as a cost-effective way to keep the information technology used to guide
the bomb from getting into enemy hands.
• Information protection is a form of self-defense. What is helpful to one person may be harmful
to another. In the art of self-defense, it may be necessary to harm an attacker in order to
defend yourself. In some cases, the techniques used in information protection may harm other
people inadvertently. For example, monitoring user activities may create an atmosphere of fear
among workers. This particular problem can be easily cured by proper protection strategy. It
represents a tradeoff between strategic and tactical response to protection issues, and handily
brings up my next point.
• Information protection has been, is, and will likely always be a study in tradeoffs. Designers
trade costs against potential harm, long term for short term, people solutions with technical
solutions, integrity with availability with privacy, and one person’s harm for another person’s
benefit.
• Information protection is broad in its coverage. For example, toll fraud prevention is part of
information protection. So are the elements of physical security that could lead to someone
changing the contents of physical file cabinets. Information protection has a lot to do with
hiring and firing policies too. In the case of organizations connected to the NII, information
protection may include deciding which vendor to use in supplying services and how to route
information sent through the NII. Information protection extends well beyond the information
technology department’s normal influence.
Most people probably want to feel that their computers are
safe, and many people in the computer security business try to
get money for helping them feel that way, but frankly, a good
psychologist might be less expensive. Relatively few organizations
or individuals behave as if they really want to be kept from harm,
especially if it costs them something or if they haven’t just been
harmed.
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• In many organizations, effective information protection requires cultural change. This is one
of the hardest sorts of change for most people to make because it requires that they find
new ways of thinking about issues, that they gain a new level of awareness about things
around them, and that they act based on this awareness. The feedback mechanisms in most
organizations are not oriented toward rewards for loss prevention, and are often quite brutal
toward the person that finds a problem. The “kill the messenger” theme seems popular.
• Information protection can’t be left to someone else. This doesn’t work, no matter who you
are in an organization. In the information age, information protection is everyone’s problem.
From the highest ranked officer in the largest organization to the lowest paid office clerk in
a ma and pa shop, everyone has responsibility for information protection, and protection will
not be fully effective until everyone assumes their responsibility.
As I have said before, my basic perspective is that information protection is something you do,
and not something you buy. The most effective efforts at information protection are proactive in
nature, customized to the organization, and at least 50 percent people solutions.

5.2

Infrastructures Are Different Than Other Systems

There are substantial differences between designing a typical information system and designing a
good information infrastructure, and the techniques normally used in information system design are
often less than ideal in infrastructure design. One of the most glaring examples of these differences
is in the tradeoffs between efficiency and effectiveness.
In designing typical information systems, good designers almost
always choose to do things for efficiency, while good infrastructure designers almost always choose to do things for long-term
effectiveness.

• A typical system designer will choose to perfect a hardware device or interface rather than
use one that has flaws. An infrastructure has to support all manners of devices and interfaces,
whether operating perfectly or with flaws, and regardless of design mismatches. These devices
will change over time, and a good infrastructure should support the range of changes over the
expected lifetime by being designed to be changed.
• A typical system designer will choose to use components with almost identical electrical characteristics, matched timing limits, and equal reliability. An infrastructure is composed of
components with a wide range of electrical characteristics, timing limits, reliability traits, and
other design constraints. Over a period of decades, almost everything in an infrastructure will
change, but the infrastructure as a whole should be designed to continue operating.
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• A typical system designer will assume in the design of each component that all of the other
components work properly, and repair faulty component designs until this is true over the
testing period. An infrastructure should be designed to operate properly when SOME of the
components operate properly, not only when they ALL operate properly. A faulty component
should not have a significant effect on overall operations, and components should be designed
to operate on the assumption that other components work improperly. Infrastructures regularly have components changed, upgraded, removed, or added, and should operate without
substantial problems regardless of these changes.
• A typical system designer will implement central control mechanisms, synchronized clocks,
duplexed bus usage, and other techniques that share resources for efficiency. An infrastructure
should not have a central control, an off switch, or a lot of dependency between components.
Highly efficient resource sharing should not be critical for infrastructure operations; it’s not
that efficiency should be ignored, but rather that it should not be depended upon. Economics
move us toward removing redundancy from data entry in order to increase efficiency. This
economic policy itself may be flawed from an infrastructure standpoint, even though each
application using the infrastructure may have this as a design goal.
• A typical system designer will use top-down design to break large problems into smaller, more
manageable parts. This reduces design complexity [199] and allows design challenges to be
addressed by subgroups. The problem is that technical expertise tends to be grouped near
the bottom of the design structure while management tends to be grouped near the top. In
infrastructure design, the best designers should be concentrated at the top, because there is
a need to design an overall infrastructure that operates regardless of the components that are
eventually attached to it, and that requires central technical design standards.
• In a typical system design, the designer is provided with a description of the range of uses
of the system before starting the design process, and designs the system specifically for the
purpose. In an information infrastructure design, the designer is faced with designing an
infrastructure that will support an unknown mix of current and future applications. A good
infrastructure designer must design the infrastructure to be adapted over time to optimize
performance for changing needs, and must not limit the utility of the design by making it too
specific or too inflexible.

Unlike the automotive highway systems developed under the
WPA, our information infrastructure was and is being developed
by commercial vendors for the purpose of making a profit. That’s
one reason cable television is rarely found in rural areas, while the
highway system extends throughout the country.
If commercial vendors were building toll roads, they probably wouldn’t put them where they are
now. They would probably have a hub and spoke system like the airlines have, and freight would be
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handled very efficiently by a few large freight companies through their selected hubs. Eventually,
high-speed trains would replace much of the highway system because they can carry freight far more
cost-effectively and faster than highways.
The tradeoffs between social goals, such as equal access and survivability, and financial goals,
such as cost and performance, are being made by corporations today. Without making a value
judgment about which is better, it is important to understand that efficiency under normal operating
conditions almost never equates to efficiency or effectiveness under exceptional conditions. For this
reason, any system designed purely for financial efficiency under normal operating conditions is
highly susceptible to intentional disruption.
The infrastructure design issues of the NII are not now being addressed effectively and the
implications on long-term information assurance may be significant. Most organizations that build
their own information infrastructures face these same issues.

5.3

A Piecemeal Approach

With this overall perspective in mind, I will now give examples of piecemeal protective techniques
that are effective to some extent against each of the elements of attack described earlier. The list
of defenses for each attack is by no means exhaustive or even close to it, just as the list of attacks
is not exhaustive, but this should give you some idea of the different ways in which attacks and
defenses are approached on a piecemeal basis.
As I have discussed earlier, piecemeal approaches are not cost-effective and leave numerous
weaknesses. On the other hand, many people who actually defend against systems still use them.
This description of piecemeal approaches should give you some idea of why they fail. All you have
to do to understand this is to contemplate implementing all of these techniques in your organization
in order to provide a reasonable level of protection. Clearly, you will run out of time, patience, and
money before you are done.

Eliminating Attackers
Attackers can be eliminated from the pool of threats by a wide variety of different techniques and
policy decisions. Someone once said that if you are worried about people throwing stones, don’t live
in a glass house. It is much the same way with information systems attackers. We can eliminate
tiger teams by simply not inviting them in. Many hackers can be stopped by placing adequate
notice on system entry to convince them that they are not welcome. Outsiders launching over-thewire attacks can be eliminated by separating the externally networked portion of the information
environment from the internal network components. So much for the easy ones.
Terrorists tend to be reasonably well funded, but they aim at disrupting infrastructure, are
particularly oriented toward the financial industries, and want to generate high-profile incidents.
Terrorists can be reduced as a threat by locating information systems in places they are not likely
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to attack.
Clearly, large high-profile buildings in the middle of large financial
centers are prime targets.
Many studies in the 1960s and 1970s relating to anti-war activists indicated that locating computer installations in particular sorts of buildings decreased the chance of attack. The bottom
floors of low-profile buildings seem to be relatively safe. Buildings that are not marked or otherwise
promoted to indicate the fact that they house major information centers are also less likely to be
attacked. Physical distribution of resources also reduces the effect of any single incident and thus
reduces the value of attack for terrorists.
Insiders are commonly cited as a major source of attack. Eliminating the insider threat is a
complex issue, but some aspects include good pre-employment employee screening practices, good
internal employee grievance practices and procedures, high organizational morale, and good personal
support services for employees under stress. For example, in one company I used to run, we had a
policy of doing whatever we could to help employees who got in trouble. One employee ended up
arrested for driving while intoxicated. We helped get him into a half-way house, drove him to and
from work, and helped him get counselling. Over the years that followed, he was one of our most
loyal, trustworthy, and hard-working employees. Although the American corporation no longer
provides lifelong job security, there is a lot of benefit to maintaining good working relationships.
Private detectives and reporters are pretty hard to stop once they decide to try to get some
information about an organization, but there are some things that work well once you are aware that
they are trying to attack your information systems. One thing to do is get an expert in surveillance
to sweep for outside attackers. Although this is cost-prohibitive for many small businesses, for large
organizations, the $20,000 or so that it costs to locate obvious problems may be very effective. Legal
means are also quite effective in limiting these sorts of attacks because these attackers are generally
anxious to stay out of jail and retain their licenses or jobs.
Effective methods against potentially hostile consultants include strong contractual requirements, very high-profile public prosecution of consultants caught violating protection, and refusal
to hire ex-computer-criminals as computer consultants. This last point is one of the most daunting of all to me. As one of the many hard-working legitimate experts in this field, I often find it
unbelievable that a computer criminal is hired over a legitimate consultant. Most computer criminals know far less about protecting information systems than legitimate expert consultants. They
usually only know a few tricks that the consultants are also aware of.
By paying ex-criminals in this way, you discourage honest experts
and encourage crime.
Whistle blowers are best stopped by not doing anything that someone may feel they have to
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blow a whistle about. Most whistle blowers have at least a semi-legitimate complaint to air. If your
organization has a legitimate means to air that complaint and give it a legitimate hearing, you will
eliminate the vast majority of these problems. A further step might be to provide the means for
the whistle blower to get to the legitimate authority through legitimate means without getting the
press or other parties involved. It is far better to provide the information through the legal process
than to have it show up on the front page of the New York Times when you don’t know it’s coming.
Club initiates are a very minor threat to anyone with a strong program of information protection.
As a rule, they take the path of least resistance, and as long as you don’t provide that, they will
get frustrated with trying to attack your systems and attack someone else.
Crackers tend to be far more determined than hackers or club initiates. They also tend to have
a much better set of tools, are more willing to take risks, and are less afraid of the implications
of being caught. In other words, they are fairly serious attackers. But they don’t have the large
financial resources or motivation to launch the extremely high-profile attacks that more serious
criminals have the capability to launch. Except for producing high-profile cases against crackers, it
is very hard to prevent cracker attacks by discouraging them.
A broad range of defenses are likely to prevent most crackers, but
these defenses don’t necessarily need to be very deep in order to
be effective.
Competitors may be very hard to stop. This problem is significantly worsened by the fact
that competitors probably know more about how your operation works than noncompetitors, they
probably know how to do subtle damage that is hard to detect, and they may well have several of
your ex-employees available to intentionally or accidentally help them in gaining intelligence. The
thing that usually stops competitors is the fear of being caught, and this is commonly increased by
projecting the impression of a good comprehensive protection program. Please note that impressions
are not always reflective of reality.
Maintenance people are hard to defend against by piecemeal methods. By their nature, they
have access to a lot of facilities, they are in those facilities when other people tend not to be, and they
are relatively low paid. This makes them high risks. The normal defense is a combination of good
personnel practices, procedural techniques such as sign-in, sign-out, and good inventory controls,
and physical security such as locked doors and alarms for information system sites. Unfortunately,
in today’s distributed computing environment, the computing power and information is widely
distributed throughout the organization, and only special pieces of equipment like file servers and
PBX systems can really be protected against maintenance people by physical means for reasonable
cost.
Professional thieves tend to look more deeply into attacks than some of the other attackers we
have considered here. This means that it is that much harder to keep them out. They also tend to
be more willing to learn about technology than other attackers. They will often pick locks or enter
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through windows in order to get high-valued items. Part of the saving grace here is that they also
tend to steal things of high value and small size and they work for money so they tend not to cause
denial of services attacks unless it facilitates a theft. The best defense is a strong overall information
protection program, since they might use any combination of attacks in order to achieve their goal.
Piecemeal approaches will not be of any real value here.
Unlike professional thieves, hoods tend to use brute force over stealth, which makes them susceptible to physical security precautions. Strong doors, well-trained guards, good alarm systems,
and similar things tend to be most effective here.
Vandals are a major problem in a lot of inner cities, especially during riots or periods of social
unrest. South Central Los Angeles is one of the worst areas in the United States for vandalism,
and yet the University of Southern California is right in the middle of that community and suffers
relatively little in the way of vandalism. This is because of a combination of a reasonably good
system of gates and walls, a university police force oriented toward reducing vandalism, and very
good relationship with the surrounding community.
A good public image may be the most important part of their
strategy because by keeping the surrounding community supportive of the University, they greatly reduce the pool of attackers and
bring social pressures to bear against would-be vandals.
Activists tend to be most interested in denial of services and leaking information that demonstrates the validity of their cause. The best defenses against activists tend to be strong public
relations, legal proceedings, portraying them as criminals, and of course not having a high-profile
or widespread reputation for doing things they tend to protest against. During the Vietnam war,
protests tended to concentrate against schools with reserve officer training corps (ROTC) programs,
while the environmental movement leads people to protest against oil companies, fisheries, and other
similar targets.
Crackers for hire are really dangerous, except that they tend to be less expert and less willing to
research than the professional thief. The most effective defenses will be the same for the cracker for
hire as the cracker not for hire, except that the motivation may be higher and thus more assurance
is necessary in order to provide effective defense.
Mentally-ill people seem fairly random by their nature and might even be treated in the same
way as a natural disaster. They may do anything depending on their particular illness and they tend
to be hard to predict. Today, they are using information systems to find out personal information
about people as a part of stalking or attempts to locate and seduce victims, but they may turn to
other things as time passes. In this case, keeping information confidential is a vital component to
protection, and this relies on a wide variety of techniques ranging from controlling information flow
in the organization to personnel policies and procedures, to awareness, and on and on.
Organized crime has money, attacks with strong financial motive, and is willing to do great bodily
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harm in order to steal money. They are willing to bribe people, extort money, and place employees in
organizations, which makes them very difficult to defend against without a comprehensive protection
program. No piecemeal defense will work against this sort of attacker.
Drug cartels tend to have money and use violence to get what they want, but they appear to be
less involved in attacking corporations than law enforcement agencies. Their strongest desire seems
to be finding the identities of drug enforcement agents, undercover police, and other people they
are at odds with. They are willing to spend a lot of money, bribe people, place employees in key
organizations, extort cooperation, and otherwise do whatever they feel necessary in order to protect
their interests. Protection against these attacks requires a strong overall information protection
program. No piecemeal defense will work against this sort of attacker.
Spies tend to be well funded, are provided with very good technical information, have a long
time to penetrate an organization before carrying out attacks, are well trained, are cautious, and
tend to behave as a malicious insider. The most effective methods for detecting spies historically
have been auditing and analysis of audit trails, particularly of personal financial data.
Police armed with search warrants are almost impossible to stop legally. The only real defense
against the state is the proper application of lawyers. The same is basically true for government
agencies.
Infrastructure warriors are very hard to stop in a free society. The problem is that in order
to prevent attacks against infrastructure, you have to either prevent the free movement of people,
or use some form of detection to locate attackers before they carry out their attacks. This often
calls for an aggressive strategy in which you actively seek out potential attackers and try to track
and observe them so as to catch them before they carry out disruption. It is helpful if you can use
borders to keep them out, but in the United States, borders are, for all intents and purposes, open
to any serious attacker wishing to enter. For example, the border between the United States and
Mexico is crossed by hundreds of illegal entrants each day. Passing the Canadian border usually
only requires a driver’s license which is not well-verified at the border.
Nation states and economic rivals can only be successfully defended against by a nationwide
effort at every level of government. More details of this sort of defense are described in a case study.
Military organizations and information warriors are also covered to a large extent by case studies
later in the text.
Finally, geographic location has a great deal to do with attacks on
information systems. By placing data centers in the Midwest, for
example, organizations can eliminate many of the serious attackers
from the list.

Eliminating Motives
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Many things motivate people to attack information systems, and it is important to remain
flexible in considering protection alternatives. For example, during one study, I heard a very brief
description of the new set-top boxes proposed for the next generation of cable television. I began
to ask about colors and shapes, and was loudly rebuffed by a manager on my team who thought it
was a ridiculous question to ask and could not possibly be related to the protection issue we were
examining. I explained that we had all seen hundreds of intentionally damaged set-top boxes in the
repair room earlier that day. Since the set-top boxes used in this cable system were black metallic
boxes and since there are many studies that have shown that people react differently to different
colors and shapes, I thought it might be worth looking into letting people choose from different
colors and shapes.
It turns out that this seemingly unimportant change can save
as much as a few thousand dollars per day in reduced damage
to information systems in each of several hundred cable systems
which are part of this cable corporation. The total savings could
exceed $100 million per year.
There are two important points here. One is that seemingly small and unimportant changes
may have dramatic financial implications. Limiting the scope of investigation limits its value. The
second one is the reason this example is provided under the heading of eliminating motives. This
change is designed to change the average person’s perception of the set-top box. It uses color and
shape to make people feel better about the information system in their environment. This reduces
their desire to damage systems and provides protection against many attackers who could not be
stopped by many other more expensive techniques.
Naturally, color and shape are only some of the things that can be used to reduce peoples’
motives to launch attacks. The motives that relate to any particular organization differ with the
sort of things they do. For example, very few political motives exist for extracting confidential
information from cardboard box manufacturers in rural America. In order to address motive, it is
important to get a handle on who might be motivated to launch attacks against your organization.
Armed with this list, you can try to find ways to reduce or eliminate these motives.
One of the most important motives has historically been revenge. Revenge typically comes from
disgruntled employees and ex-employees, customers, business contacts, and others that may have a
reason to believe that they have been harmed by an organization or one or more of its employees.
Reducing this motive is strongly tied to the way people believe they are treated. Public relations is
a very important aspect of controlling motives because it addresses general perceptions that people
have of the organization. An abusive employment screening and interview process is commonly
cited as a cause of disgruntled people. The way customers and business contacts are treated is
another very important aspect of eliminating the motives for possible future attackers.
Another important motive for attack is money. One of the ways this motive can be reduced or
eliminated is by creating the perception that there is no financial gain in attacking your information
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systems. Just as it is risky to announce that this weekend, you will have a record amount of cash
in your bank vault, there is a risk in publicizing the fact that very valuable information has been
placed in your information systems.
Fun, challenge, and acceptance motives can be easily countered in one of two ways. One way
is to put up enough of a barrier to entry that it isn’t very fun or affordable to disrupt information
systems. The other tactic is to make it so easy to disrupt systems that it is no fun or challenge
to do so. The latter strategy was taken by MIT when students were using creative methods to
deny services on computers during the school year. The installed a crash program that would
deny services to all users by simply typing a command. The system would go down safely and
automatically return to service an hour or so later. At the beginning of every semester, there were
crash commands entered for a few days, but once the novelty wore off, nobody bothered to launch
an attack.
Self-defense is a powerful motive. The only way to stop people from defending themselves is
to not back them into a corner. Similarly, religious or political beliefs are typically unchangeable,
however, you can often avoid their consequences by proper use of public relations.
Coercion is hard to eliminate as a motive since, under the right circumstances, almost anyone
can be coerced into almost anything.
Military or economic advantage will likely always exist as a motive as long as people live in a
competitive society with geopolitical inequities. Gathering or destruction of evidence is another
motive that is unlikely to be eliminated without eliminating all crime.
One thing seems clear. An organization can often reduce motivation by controlling the perceptions that people have and the way
they treat and interact with people. This involves ergonomics,
psychology, public relations, personnel, marketing, and many
other elements.

Eliminating Techniques
For any specific attack, there are a host of technical defenses. Technical defenses against specific
attacks are often classified in terms of their ability to prevent, detect, and correct attacks and their
side effects. Defenders can try to eliminate attack techniques by addressing them one-at-a-time, but
by the time all of the attacks we have discussed are eliminated in this way, the cost of implementing
and operating defenses will be so high that the solution will be impractical.
Most Trojan horses can be prevented and detected by a strong program of change control in
which every change is independently examined before being put into use. Sound change control
increases programming costs by about a factor of 2. Detection of the damage caused by a Trojan
horse would require a comprehensive and generic detection capability, since a Trojan horse can
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cause arbitrary damage. The cure once a Trojan horse is identified is to remove it, try to find all
of the damage it has done, and correct that damage. Time bombs and use or condition bombs are
similar to Trojan horses in terms of defenses.
Dumpster diving can be avoided by using a high quality data destruction process on a regular
basis. This should include paper shredding and electrical disruption of data on electronic media for
all information being abandoned. Detecting dumpster diving can be done by relatively inexpensive
surveillance (a camera or two and a few motion sensors), at least until the point where the trash is
picked up by the disposal company. When dumpster diving is detected, it is important to determine
what information could have been attained and how it could be used, and then to make changes so
that attempts to use the information will be useless.
Fictitious identities can be detected to a large extent by thorough background checks, but even
the United States government cannot prevent all fictitious people from getting into highly sensitive
positions. Once a fictitious person has been detected, effective countermeasures include getting law
enforcement involved, determining what sort of damage might have been done by that person to
date, and preventing further damage by changing responsibilities or having the person arrested. In
an intelligence operation, it may also be worth providing the person with fictitious information so
that they feed the enemy false or misleading data which will waste enemy resources.
Protection limit poking can only be prevented effectively by a mandatory access control policy.
Systems using such a policy are available today, but they are rarely used because most organizations
are not willing to take the time and effort to understand them and decide how to use them effectively.
Simplistic detection of anomalous protection settings can be done by using automated checking
programs that detect changes or incorrect protection settings, but these are far less effective and
more resource-consumptive than a mandatory access control policy. Naturally, they are far more
widely used.
E-mail overflow can be countered by designing an electronic mail system that works properly.
Specifically, it should detect space restrictions and react by automatically replying that the mail
should be resent later. A priority system should be used to allow lower priority mail to be blocked
sooner than higher priority mail. Most organizations don’t have a desire to redesign the software
they use as a part of their protection program. Other alternatives include using mail gateways that
limit the impact of overflow, administering systems so that mail overflow doesn’t adversely affect
other operations, and detecting potential overflow before it affects systems, then using human
intervention to counter the situation.
Infrastructure interference is impossible to prevent without good physical security throughout
the infrastructure and sufficient redundancy and automated usage of that redundancy in the infrastructure to force disruption of more infrastructure elements than the attacker is capable of destroying
in a given time period. Detection of subtle interference involves integrity checking systems, while
less subtle disruption (such as bombs) often reveal themselves too late.
Infrastructure observation is impossible to prevent in today’s environment, however, the use of
strong cryptographic systems can make the observed information very expensive to extract value
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from and thus useless to all but the most serious attackers.
Sympathetic vibration exists in any underdamped feedback system. The defense is to make the network protocols overdamped
so that at any frequency at which it is possible to launch attacks,
the feedback mechanisms prevent this problem. Each node in
a network should also have provisions for temporarily ignoring
neighboring nodes that are acting out of the normal operating
range and rechecking them at later times for restored service.
Human engineering can only be effectively prevented by training and awareness programs that
keep employees from being taken in by potential attackers. This is most effective in combination
with policies and procedures that reroute potential attacks to people specially trained in dealing
with these problems. For example, some telephone companies hand off calls to a specialist with the
right facilities and skills. If something illegal is done, the caller can be traced and law enforcement
authorities can be brought into the case. False information can also be provided to give access to a
system designed to track attacks, gather information on attack techniques, and get enough evidence
for a conviction.
Bribery is prevented by raising children with strong moral values, providing adequate compensation to employees, keeping them aware of the potential penalties of breaking the rules, keeping
them aware of moral responsibilities, instilling a good sense of right and wrong, good background
checks for financial difficulties, and other personnel techniques.
Getting a job and using that position to attack information systems can only be prevented by
good hiring practices.
Proper protection will also limit the effect that an individual
can have on the overall information system, so that in a large
organization, no individual can cause more than a limited amount
of harm. This involves access controls, separation of function,
redundancy, and other similar techniques.
Password guessing can be prevented by requiring hard-to-guess passwords, by using additional
authentication devices or techniques, by restricting access once authentication has succeeded, by
restricting the locations from which access can be attained to each account, and by using usage
times, patterns, or other indicators of abuse to restrict usage.
Invalid values on calls can be prevented by properly designing hardware and software systems.
Unfortunately, there is often little choice about this, so detection through auditing and analysis
of audit trails, redundancy, and other techniques are commonly used to augment protection. A
good testing program can also be used to detect these inadequacies before they are exploited by
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attackers, so that other protective measures can be used to cover the inadequacies of these system
components.
Computer virus defenses tend to be very poor today. They are expensive to use, ineffective over
time, and ineffective against serious attackers. The virus scanning technology in widespread use is
only good against viruses that have been reported to virus defense companies, which means that if
someone writes a virus to attack a specific organization, it will not be detected by these techniques.
The only strong techniques are a comprehensive change control
program, integrity checking with cryptographic checksums in
integrity shells, and isolation to limit the spread of viruses. This,
in turn, implies proper management of changes in information
systems.
Data diddling is normally prevented by limiting access to data and limiting the methods that can
be used to perform modification. This, in turn, requires strong access controls, effective management
of changes, and integrity checking for both software and data. Redundancy can often be used to
facilitate integrity. Rapid detection is mandatory if data diddling protection is to be effective.
Trying to correct data diddling is usually very expensive, while the cost of incorrect data may
increase dramatically over time.
Packet insertion is feasible any time control over the hardware level of any system on a network is
attained. To prevent insertion, it must be impossible to gain hardware control. Packet insertion can
also be done by placing a radio transciever or other hardware device on the network. This can only
be prevented by physical security of the network hardware. An alternative to preventing insertion
is to make inserted packets less harmful by encrypting network traffic, but then the encryption
hardware and software will almost certainly be available to anyone with physical access. One means
of detection includes using hardware identification information to authenticate packet sources, but
this fails when traffic passes through routers and gateway machines. Another technique of detecting
illegal equipment is the use of a time domain reflectometer that detects every physical connection
and provides distance information. A very high degree of configuration control is required in order
to use this technique since any change in wiring will set off an alarm.
Packet watching can be done with the same technology as packet insertion. To prevent theft
of passwords, they should be encrypted. The same is true for other valuable information sent over
networks. If network-based backups are used, cryptographic or physical protection is required to
prevent an attacker from getting a complete copy of all information on the network in only a few
hours. Prevention and detection are the same for packet watching as packet insertion except that
the packet watcher plays no active role, so techniques like associating hardware identities with
packets don’t work.
Van Eck bugging can only be prevented by reducing emanations, increasing the distance to the
perimeter, or the introduction of noise. Noise generators that are able to effectively mask Van Eck
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bugging tend to be in violation of Federal Communications Commission (FCC) transmitter standards, and may interfere with radio and television signals, cellular telephones, and other electronic
equipment. Increasing perimeter distance can be quite expensive since the necessary distance to
prevent observation of video display emanations is on the order of 200 meters. Any receiver and
retransmitter in that perimeter can be used to extend the distance. Finally, reducing emanations
increases costs of displays by about 25 percent. It is fairly common for organizations with serious
concerns about emanations to make entire facilities into Faraday boxes because of the increased convenience and reduced overall cost of protection. By doing this well, it is also possible to eliminate
some other forms of bugging and electronic interference.
PBX bugging defenses are almost always dependent on getting an expert to examine the configuration of the PBX system and correct known deficiencies. With the addition of voice mail systems
and the use of multiple PBX systems, this becomes a far more difficult problem. For example, a
common technique is to restrict access to outbound trunk lines from anyone attached to an incoming
trunk line. But with a dual PBX configuration, an attacker can go from one PBX to the other.
Most current PBX systems will then lose the information about the incoming call source. The
attacker then uses the outbound trunk lines of the second PBX to make an outbound call. Thus,
all of the problems of networked computers may come into play in a complex telephone system,
and protection techniques may involve a great deal of expertise, possible alteration of existing PBX
software, audit trail generation and real-time analysis, and other similar techniques. Similarly, it
is often necessary to disconnect maintenance lines when they are not being used for maintenance,
to enforce strict rules on passwords used in voice mail systems, and to implement training and
awareness programs.
Open microphone listening can be prevented by physical switches on telephone lines, but in
most digital systems, this is expensive and causes the system to lose function. In one telephone
system, some of the more expensive terminal devices have a handset/headset switch which disables
the speaker phone and handset features. By combining this with a physical switch in the headset,
protection may be afforded. In other systems, a thorough audit can be used to detect some attacks
underway at the time of the audit, but even once attacks are detected, it may be hard to track down
the attacker. Even with the knowledge of how to launch this attack, it may be hard to prevent its
repetition without a comprehensive approach to protection.
Video viewing can often be stopped by adding physical switches on video and audio devices and
a pair of lights, one that is hardware-activated whenever the device is in use, and the other which is
hardware activated when the device is not in use. The pair of indicators covers attacks that involve
broken lights. Another way to limit this attack is by using a secure operating system environment,
but for this particular attack, most current systems do not provide very high assurance.
Repair and maintenance functions, by their nature, may require
physical access to equipment. Thus, any physical security is likely
to be ineffective against attack by maintenance people.

112

For a high level of assurance, one or more trusted individuals will have to supervise every action
of the repair team, only certified and physically secured components can be used in any installation
or repair process, and the inventory and distribution processes must be carefully controlled. To
limit exposure, information can be stored in an encrypted form with the encryption keys and
hardware physically separated from other components, such as disks and backup devices. Preventing
corruption during maintenance requires that maintenance procedures have the same quality of
controls as normal operating procedures.
Wire closet attacks are usually preventable by simply locking wire closets. For higher valued
installations, alarms can be added to provide detection. Physical security and good personnel
policies also help reduce this threat.
Shoulder surfing has been around ever since passwords were used in computers, A little bit of
education and awareness can almost completely eliminate this problem. A proper social environment
should also help in eliminating any embarrassment caused by asking someone to step aside while a
password is typed. Some of the other mechanisms used to eliminate password guessing also apply
to shoulder surfing. Toll fraud networks may be avoided by the same techniques that are used
against shoulder surfing. It is also helpful for service providers to have real-time fraud detection in
this sort of defense. For example, the same caller cannot realistically make several calls at one time
from several different phones in the same airport, nor can they make calls from San Francisco five
minutes after making calls from Los Angeles.
Data aggregation is very hard to stop except by preventing the data from getting to the attacker.
Thus access controls and other techniques are effective against outside attackers, but authorized
users performing unauthorized functions require tighter and tighter real-time audit trail analysis.
Process bypassing is most often prevented by separation of function. For example, two people
that don’t know each other are unlikely to cooperate in a fraud, so by splitting the process into
two parts and requiring a double authentication before sending a check, this sort of fraud is usually
eliminated. The down side is that this makes systems seem less efficient, and in some cases may
cost more than the loss from frauds. An alternative is a strong audit policy and random checks to
assure that legitimate claims are fulfilled and few illegitimate claims are made. Audit trails also
help catch the people responsible for these attacks.
Backup theft really results from organizations treating backup
information differently than live information. In effect, the same
sorts of precautions must be taken with all copies of information
in order to provide effective protection.
Login spoofing is defended against by providing a secure channel between the user and the
system. For example, a hardware reset button on a personal computer can be very effective in
removing some sorts of spoofing attacks. Login spoofing in networks is far more complex because
when a network resource crashes or become inaccessible for one reason or another, it is simple to
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forge the identity of that computer and allow logins to proceed on the forged machine. Cryptographic authentication can increase assurance, but this depends on properly functioning information
systems.
Hangup hooking can often be eliminated by purchasing the right hardware and configuring
the operating system to enforce disconnection properly. Hardware hangup is detectable on many
modems if properly configured. To a large extent, this depends on using the proper hardware
handshaking, which in turn relies on using a full modem connection rather than a two or three wire
connection as used to be common in external modems. Unfortunately, over many modern networks,
this hardware solution does not work. Instead, remote users must explicitly logout or a forger can
continue a session after the originating party disconnects or reboots their computer. In this case,
encryption or authentication of network traffic may be required in order to effectively address the
problem.
Call-forwarding fakery can often be blocked by restricting functions of PBX systems or requiring entry of forwarding information from the telephone wire being forwarded from. This limits
attacks to those who can modify the PBX, those who can physically access the telephone wires,
and telephone instruments using nontrivial telephone equipment. An example of how nontrivial
telephone equipment can be exploited is an attack based on the dial-out capability of some modern
fax machines. For example, the Brother 780-MC fax machine allows FAXes to be recorded and
forwarded to another telephone number. If you can guess the 3-digit password, remote access can
be used to dial call-forwarding information into the telephone company, which in turn reroutes the
line. To counter this, it is necessary to disable these features either at the telephone company or at
the fax machine. Either one restricts legitimate access to restrict attacks.
Email spoofing can be prevented by using authentication in
electronic mail systems. For example, the public domain software
package PGP provides very good authentication and reasonable
confidentiality.
Input overflow attacks can be avoided by proper program design, but unfortunately, most programmers are not properly trained in this aspect of program design and most programming aids
don’t provide adequate automation to prevent this sort of disruption. In this environment, the best
we can do is prevent these errors from adversely affecting the rest of the environment by providing
integrity checking and using access controls and other similar techniques to limit the effects of these
design flaws.
Illegal value insertion can easily be kept from causing harm through the use of integrity checking
on all data entry. Unfortunately, many programs do a poor job of this, but fortunately, many of
the newer program development systems provide stronger input validation, and this helps reduce
the problem in many cases.
Induced stress failures exist in many cases because systems are inadequately tested and debugged
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before being fielded and because the designs don’t use conservative estimates or strong verification
mechanisms. One of the contributing factors to this problem is the rush to market for new products
and the rapid product replacement cycle, particularly in the PC environment. This may be very
good for the companies that sell these products, but it is not good for their customers. The solution
is a more conservative approach to purchasing and a thorough testing and evaluation process.
The damage from false update disks can be prevented by having strong policies, procedures,
training, and education. In order to be effective, this must be backed up by a good testing and
configuration control program that is uniformly and universally enforced. Other techniques for
defending against this threat are strong on-line integrity facilities and comprehensive access controls.
Network services attacks are usually countered by removing network services, concealing them
within other services so that additional authentication is required, the creation of secure versions
of these services, and the creation of traps so that when attackers try to use services, they can
be traced. This is essentially the issue addressed by the network firewalls now becoming widely
popular.
Combined attacks raise the bar far higher. For example, suppose sample software is provided for
your testing program by transmission over a large network such as the Internet. The program must
first be decompressed before it can be placed on a floppy disk for transfer to the testing system
because it uses a decompression program for Unix that doesn’t run on the DOS system used to
test this product. In the decompression process, it creates a network control file that is rarely used.
This control file causes the computer on your network to get instructions from the attacker about
what to try on your system and returns results via electronic mail to the attacker.
The firewall on current network gateways to the Internet won’t
stop this program from looking for its instructions at a remote
site, because the firewall is designed to prevent outsiders from
getting in, not insiders from getting out. It won’t stop electronic
mail either, since that is what these firewalls are usually designed
to allow to pass.
Your change control system probably won’t detect the introduction of a new and legitimate
program into your file space on your Unix account, and the files transferred to the test site won’t
include the file used for the attack.
So the attack works even though each of the elements individually might have been covered
by a defense. For example, you may have used strong change control to protect the on-line Unix
system from getting in-house software without approval, strong testing to prevent that software
from being used before test, a trusted decompression program to decompress the incoming files, a
secure operating environment to prevent the decompression program from placing files in another
user’s area, a firewall to prevent over-the-wire attacks, reduced network services to prevent attackers
from entering from over the network, and awareness to prevent this attack from being launched by
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sending a floppy disk directly to the user. Yet, despite all of these precautions, this attack can
succeed because it uses synergistic effects and piecemeal defenses don’t provide synergistic defense.
In order for piecemeal defenses to be effective against synergistic attacks like this, each combination
of attacks must be explicitly covered.

Eliminating Accidental Events
Unlike intentional events, accidental events can almost always be characterized by stochastic
processes and thus yield to statistical analysis. There are three major ways people reduce risk from
accidental events. They avoid them, they use redundancy to reduce the impact of the event, and/or
they buy insurance against the event. Avoidance typically involves designing systems to survive
events and placing systems where events don’t tend to occur. Redundancy involves determining
how much to spend to reduce likelihoods of events in a cost-effective way. Insurance is a way of
letting the insurance company determine the odds and paying them to assume the risks.
Errors and omissions happen in all systems and processes. For example, the Internal Revenue
Service (IRS) reports about 20 percent data entry error rates, and they enter more data than
almost any other organization on Earth. Better results come from the U.S. Postal Service (USPS)
which enters zip codes from hundreds of millions of letters every day. Protection against errors
and omissions requires redundancy of one form or another. If the redundancy costs more than the
damage from the errors and omissions, it is not cost-effective to protect against them.
Power failure occurs quite often. Even disruptions that don’t turn off the lights, such as voltage
spikes and low voltage periods, may interfere with information systems. Some power problems may
not cause an information system to stop operating, but may induce transient errors that are not
detected by most modern systems. Protection against power disruption includes surge protection,
uninterruptable power supplies, motor generators, and redundant power sources. Power failures of
substantial duration are more likely on the East coast and the West coast of the United States than
in the central states.
Cable cuts can be avoided by increased use of the cable location system. This system provides a
telephone number to call before digging holes. When you call and identify where you are planning
to dig, they provide you with information on the cables in that area so you can avoid hitting them.
Organizations can try to protect themselves by using redundant service connections, but it is vital
to be certain that these connections are actually redundant. At an infrastructure level, we currently
have no way to track cable redundancy, and this is a necessary change if we are to provide high
availability against this sort of incident.
Fire has many causes, ranging from electrical wiring failures to smoking in airliner bathrooms.
Fire also tends to disrupt electrical power, lighting, and other elements often required for information
system operation. Automatic fire suppression equipment is commonly used in large data centers,
while smaller offices use hand-held fire extinguishers or alarm systems. Fire resistant safes are vital
to assuring the integrity of backup tapes and other magnetic and paper media during a fire. Small
fire-rated safes can be purchased for less than a few hundred dollars. Off-site backups are also
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commonly used for protection of vital information against loss in a fire.
Floods almost always occur in low-lying areas or next to creeks, rivers, or other bodies of water.
The best protection against floods is proper location of facilities. Computer centers should not be
placed in basements, except in rare cases. The use of raised floors helps reduce the threat of water
damage.
Earth movement tends to happen near fault lines and where mine subsidence causes sinkholes
and other similar phenomena. Again, location is a vital consideration in reducing this risk.
Solar flares increase background radiation which in turn introduces noise into communications
and data storage devices. Effective redundancy in communications and storage includes the use of
cyclic redundancy check (CRC) codes, parity check codes, and other similar protection. Satellite
communication is most affected, followed by radio, overground wiring, and underground wiring.
Volcanos are almost always at known locations. The further away you are, the safer you are.
They also damage infrastructure when they erupt and infrastructure dependencies should be examined for enough redundancy to cover such eruptions. There is no effective physical protection
against a volcano at this time.
Severe weather, static electricity, air conditioning loss, and that whole class of scenarios cannot
be completely avoided by geographic location, however, some places seem to encounter more severe
weather than others, and some tend to have infrastructure that withstands these incidents better
than others. Analysis of infrastructure reliability is appropriate to finding proper locations.
Moving computers should include a pre-move backup and a postmove verification of system and file integrity.
This implies a method for integrity checking. Most PC-based systems don’t have substantial
storage integrity mechanisms, however, systems like Unix and VMS do have built-in facilities for
this purpose. Computers are relatively fragile, and as they age, wires become brittle, connections
of boards to backplanes become corroded, and component connections become less flexible. For
this reason, mechanical movement should be followed by a thorough diagnostic check of all system
elements.
System maintenance sometimes causes downtime, but as a rule, the downtime is worthwhile
because the result is, more often than not, beneficial. In cases where downtime is unacceptable,
systems that use redundancy to continue to operate during maintenance are appropriate. Inadequate
maintenance is generally far worse than downtime caused during maintenance because flaws that
might be prevented, detected, or corrected during maintenance occur during normal operation
instead.
Testing often uses rarely used and poorly tested features of an information system, and as a
result, it is more likely to induce failures on a step-by-step basis than normal operations. Many
systems now have built-in self-test capabilities, and these sorts of systems are usually designed to
117

be tested during operation or under well-defined conditions. Testing should be carried out under
well-defined conditions, both because this makes the results of the test more meaningful in relation
to other comparable tests, and because it provides procedural mechanisms for assuring that tests
don’t cause harm.
Humidity, smoke, gasses, fumes, dust, heat, and cleaning chemicals can best be prevented from
affecting information systems by environmental controls such as air filters, temperature controls,
humidifiers and dehumidifiers, and other similar technologies. In circumstances where these factors
are present, controls should be used. It is also helpful to avoid this sort of circumstance by locating
information facilities as far as possible from the sources of these factors.
Temperature cycling normally results from turning systems off and on and from differences in
day and night temperatures. The solution is a temperature-controlled environment and continuous
operation 24 hours a day, 7 days a week. In most systems, this extends the life.
Electronic interference can be avoided by not locating equipment in areas with interfering signals,
by using power conditioners and other similar equipment, and by enclosing equipment in a Faraday
box.
Vibration is primarily a problem in mobile systems such as cars, aircraft, and space vehicles.
When conditions warrant, there are systems specifically designed to withstand vibrations.
Corrosion is normally a problem in unprotected environments. The best protection against
corrosion is to provide special environments for computer equipment. It is also prudent to locate
information systems away from potentially corrosive materials.
Geographic location has a great deal to do with natural disasters.
In the United States, the West coast has volcanos and earthquakes,
the East coast has hurricanes and winter storms, and the central
states have flooding in low-lying areas. By placing data centers
in the Midwest, organizations can eliminate most of the natural
disasters.

Eliminating Effects
Corruption is most commonly prevented by the use of redundancy. In order to be effective
against intentional attack, the redundancy must be designed so that it cannot be forged, removed,
or otherwise bypassed without high cost.
Denial of services is also most commonly prevented by the use of redundancy, and it has the
same restrictions when dealing with intentional attack as corruption.
Leakage is most commonly prevented by making information inaccessible or hard to understand
once accessed illicitly. This involved access controls and cryptography.
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5.4

An Organizational Perspective

It should now be apparent that if organizations try to provide information protection on a piecemeal
basis, they will spend a great deal of money and get very little in the way of overall long-term
protection.
This is what the vast majority of organizations do today and, as
a result, they get fairly poor protection, pay too much for what
they get, and encounter an ongoing series of difficulties that they
have to deal with on a case-by-case basis.
There is of course a far better way of dealing with the protection challenge.
The basic concept is that organizations must deal with the information protection issue from
many organizational perspectives. By combining these perspectives, the net effect is a comprehensive protection program with built-in assurance. The overall cost is lower because optimization is
done at an organizational level instead of a piecemeal level.
To appreciate this, it might be helpful to think about the many types of protection described
in the last section. I think you will find that every aspect is covered from the organizational
perspective, but even more importantly, many scenarios that have not been called out in this book
are also covered.
There is one other point to be made before going on. Any organization that takes the organizational approach to protection will almost certainly have to go through a cultural change in order for
the approach to work. This approach is designed to create a culture in which information protection
is effective.

Protection Management
Protection management is the management part of the process by which protection is implemented and maintained. In order for protection to work, adequate resources must be applied in
an appropriate fashion. Protection management works toward optimizing the use of resources to
make protection as effective as possible at or below budgeted cost levels. In most large commercial
organizations today, the highest-level information protection management personnel report directly
to corporate officers. Protection management typically takes place at all levels of the organization.
It is fairly common for lower-level technical information protection management to be carried out
by relatively untrained systems and network administrators who also have nonprotection roles in
maintaining the operation of information systems. Top-level information protection managers are
usually dedicated to the information protection task.
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Proper protection management affects all elements of the protection process and improper management makes effective protection
almost impossible to attain.
Two of the most critical functions of protection management are in budgeting and leadership.
Without adequate and properly allocated funding, protection becomes very difficult to attain.
For example, it is common to spend a lot of money on people who are partially involved in the
protection task while spending far too little on those who are fully dedicated to the task and on
the support systems to facilitate protection. This is in large part because the hidden costs of
information protection are amortized across the entire organization. For example, every systems
administrator spends time in protection functions but this time is not commonly differentiated
from other time. The effect is that from a budget standpoint it appears to be more cost-effective
to have the administrators spend their time on protection than to have more protection specialists.
In fact, a protection specialist is usually far more effective in resolving issues quickly, has much
greater knowledge and far better tools, and is much more likely to come up with better and more
cost-effective long-term solutions.
The leadership issue usually comes to a head when the top-level managers in an organization are
subjected to the same protection standards as everyone else. It is commonplace for these top-level
managers to simply refuse to be subjected to these standards. The net effect is that a privileged
class comes into being. The rest of the organization then enters into a seemingly eternal power
struggle to get the same privileges as the top-level executive and, over time, more and more people
choose to ignore protection as a symbol of their status. It doesn’t have to be this way. Perhaps
one of the best examples of leadership is what happened some years ago when AT&T changed its
policies.
Basically, AT&T implemented a system where internal auditors would go from area to area
identifying protection issues to be addressed. Line managers would be given a form which they
could either sign on one side to agree to pay for the protection improvements out of their operating
budgets or sign on the other side to refuse to pay for the improvements and take responsibility for
the results. Failure to sign the form results in sending the form to the next higher-level manager.
The first such form was not signed, sent up the ladder, and in a short period of time, reached the
CEO. The CEO could have done many things, but his leadership changed the corporate culture in
short order. He called the next manager down the line who had refused to make the decision and
told him to have one side or the other signed by the end of the day, or start looking for a new job.
By the end of the day, the effect had rippled all the way down the ladder, and the lowest-level line
manager had signed one side or the other. That was the last time the decision was ever passed
up the ladder. The result is an organization where people at every level take responsibility for
information protection very seriously. The effect has been a high degree of information assurance.

Protection Policy
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Protection policy forms the basis upon which protection decisions are made. Typical policy
areas include but are not limited to:
• Guiding principles and motivations behind the policy
• Specific requirements for integrity, availability, and confidentiality
of various sorts of information and the basis for differentiating them
• Policies regarding hiring, performance, and firing of information workers
• Statements of the responsibility of the organization and workers
Protection policy is normally the responsibility of the board of
directors and operating officers of a company and has the same
stature as any other official statement of corporate policy.
I keep talking about a protection policy as the basis for considering integrity, availability, and
privacy. The reason policy is so important is that it is impossible to achieve a goal unless you know
what the goal is.
The first and most vital step in achieving protection in any environment is to define the protection policy. This is something that should be done very carefully. For example, suppose I just use
my earlier goal (i.e., get the right information to the right place at the right time) as the policy. If
this is the only guiding force behind decisions, the policy may put me out of business very quickly.
I will never achieve my real goal, which should be a balance between cost and protection.
Policies can range from the very simple (such as the AT&T policy of having auditors indicate
appropriate requirements and managers make decisions about implementation) to the very complicated (such as the DoD policy which consumes several encyclopedic volumes on each sort of
information system). There are many books filled with protection policies.
Protection policy defines the set of circumstances that protection is supposed to cover and how
the tradeoffs work between cost and assurance. To the extent that policy doesn’t explain these
things, it leaves holes that will be filled or left open at the discretion of those who try to implement
policy. The result of poor policy is lack of control, and lack of control in information protection
has the potential to lead to disaster. At the same time, policy should not over-specify things that
require lower-level decisions, or it will tie the hands of those who implement protection to the point
where they may be forced to act foolishly.
One way to think of policy is in terms of what it does and does not say to those who have
to implement protection. It should specify that all of the components of protection need to be
addressed in an ongoing fashion and that everyone in the organization should participate in the
effort at some level. It should not specify standards and procedures, specific documents, audit
techniques, safeguards, or other elements of protection in detail. It should state goals and specify
that certain tradeoffs need to be addressed, but it should not specify what to do or how to do it at
a detailed level. It should specify top-level elements of personnel structure and minimum levels of
involvement of top people, but it should not be tied to personalities or special capabilities of people
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in particular positions. It should be designed for the long term and thus change rarely, but it must
be able to adapt without dramatic change in order to retain stability in the organization.

Standards and Procedures
Standards and procedures are used to implement policy at an operational level. It is not unusual
to have employees who are unaware of or ignore standards, and procedural compliance is rarely
adequate to effectively implement the desired protection. In assessing standards and procedures, it
is important to determine that they are adequate to meet operational requirements, and that they
are adequate in light of the level of compliance, training, and expertise of the people implementing
them. Standards and procedures apply at all levels of the personnel structure, from the janitor to
the board members.
Standards provide goals to be achieved, while procedures provide
approved means of reaching those goals.
We may have a standard that dictates that all job and duty changes should be reflected in
changes in authorization to information systems within 48 hours of the change of status, except in
the case of termination or demotion, in which case changes to authorization must be made by the
time the employee is notified of the change. The standard may seem pretty reasonable, and a lot
of companies have a standard of this sort, but many of the companies with this standard lack the
procedures to carry the standard out. The procedures that go with this standard must include, but
not be limited to, the mechanisms by which employee job and duty changes get reported and to
whom, who is responsible for making changes, how the current status of employee authorization and
the authorizations associated with each job are specified and maintained, what to do in the event
that the person normally responsible for this activity is on vacation, how to protect the information
on employee authorizations, how to change authorization information reliably, and what to do with
information created and/or maintained by the employee when job changes take place.
To a large extent, standards and procedures dictate the degree of assurance attained in the
protection effort. If the standards miss something or the procedures that implement them are poor,
the level of assurance will almost certainly be low. If the standards are well done and comprehensive
and the procedures implement those standards efficiently and reliably, assurance will be high and
protection will work well within the rest of the organization.

Documentation
Documentation is the expression of policy, standards, and procedures in a usable form. The
utility of documentation is a key component of the success of protection. Protection documentation
is intended to be used by specific people performing specific job functions, and as such should
be appropriately tailored. Documentation should be periodically updated to reflect the changing
information environment. These changes should be reviewed as they occur by all involved parties.
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Documentation is normally in place at every level of a corporation, from the document that expresses
the corporate protection policy to the help cards that tell information workers how to respond to
protection-related situations.
Documentation essentially increases assurance by providing a way to access the procedures in
written form when necessary. Many modern organizations are moving toward on-line documentation, but they often ignore the requirement for documentation in a form that is usable when their
computers are not operational. If the documentation required to make the computer usable is not
available when the computer breaks, it is not of any value.
On-line documentation is not likely to be very useful in recovering
from an attack that deleted all of the on-line information or in
recovering from a widespread power failure.
Documentation cannot realistically cover every situation that can come up in full detail, but
good documentation provides a range of information including immediate responses to a select
number of critical problems, more in-depth material that explains how and why things are done the
way they are, and even the detailed technical information used to create the information technology
in the first place.
In order to be effective, documentation also has to be properly located and considered as a part
and parcel of the information systems themselves. Detailed design documents are rarely helpful to
the end user of today’s information technology, while most help cards must be instantly accessible
if they are to have utility. Documentation also has to be tracked and updated to prevent having the
wrong information used when problems occur. In today’s environment, there are commonly many
versions of a particular software package. It is common to have incompatibilities from version to
version. Having an improperly matched manual can waste a lot of time and effort.
Most modern computer hardware and software manuals do not place protection prominently
and, in some cases, they don’t mention protection issues at all, even though they greatly affect
product operation. For example, manuals almost never tell users what protection settings should
be used for different files under different conditions. Products rarely provide protection options in
their user interfaces. When they do, there is almost never a way to automate the proper protection
decision. This means that in order for these programs to operate properly, the user has to become
aware of the protection implications on their own, make good protection decisions without adequate
supporting material, and manually set protection to the proper values. Protection documentation
should address these concerns explicitly so that the user can do the right thing without having to
be a protection expert.
Documentation should also be created by information workers as they work. A simple credo
may help: The work isn’t done ’till the documentation is finished.

Protection Audit
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Protection audit is vital to assuring that protection is properly in place and in detecting incidents not detected by other operating protection techniques. Audit is also important to fulfilling
the fiduciary duty of corporate officers for due diligence, detecting unauthorized behavior by authorized individuals, and assuring that other protective measures are properly operating. Audit
is normally carried out by internal auditors, and verified by independent outside personnel with
special knowledge in the fields of inquiry, who work for and report to corporate officers, and who
have unlimited access to examine, but not modify, information.
Protection audit is used to test and verify coverage. In the process, it increases assurance and
identifies vulnerabilities. Audit is normally a redundant function used to provide increased integrity,
but in some organizations, it is used as a primary means of detection and response. For example,
in accounting, most cases of fraud and embezzlement are detected during the audit process.
Automated audit generation and analysis techniques have also been implemented in order to
provide near real-time detection of events. For example, in most timesharing computer systems,
real-time log files are generated to record protection-relevant events. These audit trails can then
be analyzed by real-time analysis programs to detect known attack patterns and deviations from
normal behavior.

Technical Safeguards
Technical safeguards are commonly used to provide a high degree of compliance in addressing
specific, known classes of vulnerabilities. For example, cryptography, access controls, and password
systems are all technical safeguards.
Technical safeguards must not only meet the requirements of addressing the vulnerabilities
they are intended to mitigate, but must also be properly implemented, installed, operated, and
maintained. They are also subject to abuse in cases where they are inadequate to the actual threats
or where they create undue burdens on users. Technical safeguards are typically implemented by
systems administrators based on guidance from protection managers.
Technical safeguards are designed to cover attacks. They cover such a broad range and have
been the subject of so much work that many books and thousands of scientific articles on the subject have been published. Technical safeguards range from special-purpose techniques that detect
a specific attack to generic techniques that cover large classes of accidental and intentional disruptions. Technical safeguards also range from well thought out, well designed, carefully implemented
customized solutions to poorly conceived, poorly designed, and poorly implemented off-the-shelf
products.
Unfortunately, most technical safeguards have not been designed
to be easily and effectively managed by an average person. In
fact, most of them cannot be effectively managed even by a well
trained protection specialist without special training and custom
made tools.
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The lack of adequate protection management tools in support of technical safeguards is slowly
being addressed, and over time, operational management of technical safeguards may reach a level
where average users can protect themselves. But for now, this is a major shortcoming of technical
safeguards that limits their effectiveness.

Incident Response
Incident response is required whenever a protection-related incident is detected. The process of
response is predicated on detection of a protection-related event, and thus detection is a key element
in any response plan. The response plan should include all necessary people, procedures, and tools
required in order to effectively limit the damage and mitigate any harm done to as large an extent
as is possible and appropriate to the incident. In many situations, time is of the essence in incident
response, and therefore all of the elements of the response should be in place and operating properly
before an incident occurs. This makes planning and testing very important. Incident response is
normally managed by specially trained central response teams with a local presence and cooperation
of all affected users.
Incident response is, by definition, reactive in nature. That is, it covers incidents that are not
covered proactively. Incident response also implies incident detection, which opens a whole new set
of issues. Specifically, if it can be detected, why can’t it be corrected or prevented automatically? If
it cannot be detected, how can incident response help, since no incident can be responded to unless
it can be detected. The ultimate goal of incident response is to identify and implement protection
enhancements.
Then there are the issues of what to respond to at what level. If the incident response team
overreacts every time an incident is detected, it may cost a lot and make true emergencies less likely
to get the desired level of attention. If the incident response team underreacts, it could be very
costly. This means that incident response must be measured according to the seriousness of the
incident, but this then places still more emphasis on the detection system. Response teams must
be able to properly differentiate between incidents of different levels of severity in order to provide
the proper measured response. The more we know about differentiating incidents, the better we
are able to defend against them in a proactive way.
Next, we have the issue of reflexive control as applied to the incident response team.
A serious attacker may stress the incident response capability to
detect weaknesses or may hide a serious incident in the guise of
an incident that has low response priority.
The resources available for incident response tend to be limited. A clever attacker may stress
the response team by forcing them to use more and more resources. This then forces the incident
response system to increase the threshold of detection in order to continue to meet cost constraints.
By raising the level high enough, an attacker can force the incident response team to ignore the
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real attack in favor of diversions.
The solution is a well-qualified response team. Incident response almost invariably involves
people. To be effective, these people must be well-trained and experienced in the field of information
protection. A good incident response system also involves all members of the organization to the
extent that they often must act in conjunction with the response team in order for response to
operate effectively.

Testing
Any system that is expected to work properly must be adequately tested. The testing requirement applies to human as well as automated systems, and to the protection plan itself. It is
common to implement new or modified computer hardware or software without adequately testing
the interaction of new systems with existing systems. This often leads to downtime and corruptions. Similarly, disaster recovery plans are often untested until an actual disaster, at which point
it’s too late to improve the plan. Testing is normally carried out by those who have operational
responsibility for functional areas.
Testing increases assurance by providing verification that systems operate as they are supposed
to. It is commonplace for inadequately tested systems to fail and affect other connected systems.
This commonly results in denial and corruption. The response to denial and corruption, in turn,
often leads to leakage. Testing extends far beyond any special system components provided for
protection. It also includes all components of information systems including, but not limited to,
people, procedures, documentation, hardware, software, and systems.
Many large organizations have configuration control that involves testing each new component in
a special test environment to increase the assurance that the new component will operate properly
within the existing environment. This commonly delays the introduction of new software into a
PC-based environment by several months. Many mainframe environments stress change control
which uses testing as a key component to assuring that changes operate properly on test cases as
well as samples extracted from real data. Most other environments seem to be poorly controlled
from a testing standpoint today, and the effect on availability and integrity is sometimes severe.
Testing is almost never perfect. Performing a test of every possible
interaction between two fairly small programs operating in a
PC-based environment would probably take more time than the
expected lifetime of the universe.
On the other hand, almost no system of any substantial complexity works perfectly the first
time it is tested. As a rule, the cost-effectiveness of testing goes down as more testing is done on
the particular configuration. For this reason, most testing efforts concentrate on the interaction
between a recent change and its environment. A good testing program will be designed so that it
tests for high probability events first and gets high coverage quickly. Testing should be terminated
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when the likelihood of finding new errors becomes so small that the cost of testing exceeds the likely
loss from remaining errors. Most companies stop testing well before this point.

Physical Protection
There is no effective information protection without physical protection of information assets
and the systems that store and handle those assets. Physical protection is expensive, and thus must
be applied judiciously to remain cost-effective. There is a strong interaction between the design of
systems and their physical protection requirements. Physical protection is typically implemented
and maintained in conjunction with operations personnel who are responsible for other aspects of
the physical plant. It sometimes involves an internal security force of one form or another. Physical
protection covers disruptions and increases assurance provided by other protective measures by
making it more difficult to modify the way systems operate.
Almost no hacker is willing to deal with guards holding rifles.
Even some pretty serious criminals are unwilling to risk assault
and battery charges to enter a facility.
Some of the key decisions in physical security lie in deciding who the protection system is
designed to keep away from what and what natural events are to be defended against. Natural events
are normally dictated by physical location. For example, flood protection on the top of a mountain is
rarely appropriate, while any vital site in California had better have adequate earthquake protection.
Mischievous attacks from disgruntled ex-employees should probably be defended by almost any
organization, but terrorist protection is rarely necessary for small firms unless they are located very
close to major targets, because terrorists don’t get as much press coverage or cause as much damage
by blowing up a small company as a big one.

Personnel Issues
Information systems are tools used by people. At the heart of effective protection is a team
of trustworthy, diligent, well-trained people. Although there are no sure indicators of what people
will do, individuals who have responsibilities involving unusually high exposures are commonly
checked for known criminal behavior, financial stability, susceptibility to bribery, and other factors
that may tend to lead to inappropriate behavior. Although most people provide references when
submitting a resume, many companies don’t thoroughly check references or consider the effects of
job changes over time. Personnel security considers these issues and tries to address them to reduce
the likelihood of incidents involving intentional abuse.
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In most corporations, there is a personnel department that is
supposed to handle personnel security issues, but it is common
to have communications breakdowns between personnel and technical protection management which results in poor procedural
safeguards and unnecessary exposures.
In order for protection to be effective, the linkage between the personnel department and the
information technology department must work well and be supported by standards and procedures.
Personnel department protection efforts concentrate on enhancing assurance, eliminating insider
attacks, and reducing motives for attack. Motives are reduced by properly selecting employees who
are less likely to be motivated to launch attacks and more likely to participate willingly and actively
in the protection effort. Insider attacks are reduced by proper compensation, hiring, firing, and
change of position procedures. Proper investigative procedures also greatly decrease the chances of
insider attack, but it is important to differentiate between the things that make people unique and
indicators of malice. Different isn’t always bad. Many companies have hiring policies that tend to
exclude the very people who might best serve them.

Legal Considerations
Legal requirements for information protection vary from state to state and country to country.
For example, British law is very explicit in stating the responsibility to report computer crimes,
while U.S. laws do not punish executives who fail to report incidents. Software piracy laws, privacy
laws, Federal Trade Commission regulations, recent federal statutes, contracts with other businesses,
health and safety regulations, worker monitoring laws, intellectual property laws, and many other
factors affect the proper implementation of information protection.
Legal matters are normally handled in conjunction with corporate legal staff and involve all
levels of the organization.

Protection Awareness
Protection awareness is often cited as the best indicator of how effective an information protection program is. Despite the many technological breakthroughs in information protection over the
last several years, it is still alert and aware employees that first detect most protection problems.
This is especially important for systems administrators and people in key positions.
The main role of protection awareness is to increase assurance and, as such, awareness programs
should be directed toward the specific goals of the overall protection effort. For example, if terrorists
are not of particular concern, the awareness program shouldn’t emphasize them, but it is generally
beneficial for people to be aware of their existence, what they tend to do, and why they are or are
not of great concern in this particular organization.
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Awareness programs normally extend to all employees and consume anywhere from a few hours
to a few days per year. This time is commonly divided into regularly scheduled events such as a
computer security day, a quarterly training session, or a monthly newsletter. Posters are commonly
used to increase awareness and discussions of current events provide a way to bring the issues home.

Training and Education
Training has consistently been demonstrated to have a positive effect on performance, especially
under emergency conditions. For that reason, training programs are a vital component in the overall
protection posture of an organization.
It is common for people who once helped the systems administrator by doing backups to become the new systems administrators
based on attrition, and end up in charge of information protection
by accident. The net effect is an environment which relies on
undertrained and ill-prepared people who are often unable to
adequately cope with situations as they arise. The need for
training increases with the amount of responsibility for protection.
Training and education increase assurance in much the same way as protection awareness does,
except that in an awareness program, the goal is to remain alert, whereas in an education and
training program, the goal is to impart the deep knowledge required to enhance the entire protection
program and to create a responsive environment in which actions reflect policy.
Every employee with protection as a substantial concern should have at least a few hours per
quarter of training and education, while those who are responsible for protection should attend
regular and rigorous professional education programs.
The lack of information protection education in universities places a special burden on other
organizations to provide the core knowledge that is lacking, while the rapidly changing nature of
information technology makes it necessary to keep up-to-date on protection issues on a regular
basis.
Education in information protection commonly takes one of two forms. For organizations with
a relatively small number of people with protection responsibilities in any given geographical area,
training courses are offered by short-course companies in cities around the world. These courses
tend to use well-qualified specialists to address a wide variety of subjects at appropriate levels of
depth. For organizations having at least 10 employees with protection responsibility located in
physical proximity, in-house short courses are often preferred.
The main advantage of in-house courses is that they are specialized to the organization’s requirements, they allow confidential questions to be asked in an appropriate venue, and the cost is
far lower than the cost of sending the same number of employees to an outside short course. Good
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short courses in this field typically cost about $500 per person per day, not including transportation
or housing. For less than $5,000 a very well-qualified expert can fly in from anywhere in the United
States, stay over night, provide a full day of semi-customized education, include a great deal of
supporting material, and return home.
Many of the best experts in the information protection field do this sort of educational program
for companies on a regular basis as a part of their consulting practice. The long-term relationship
built up by this practice is very beneficial to both parties.

Organizational Suitability
Information protection spans the organizational community. It crosses departmental and hierarchical levels, and affects every aspect of operations. This implies that the information protection
manager be able to communicate and work well with people throughout the organization.
To be effective, the mandate for information protection must come
from the board of directors and operating officers.
The organizational culture is very important to the success of information protection. A proper
culture reinforces cost-effective, high-assurance coverage of the protection issue. A culture that
punishes those who report protection problems, that gives no rewards for good protection or punishment for poor protection, and that doesn’t provide the power base from which protection gets
priority over less important issues, makes effective protection almost impossible to attain.

Other Perspectives
There are clearly other ways of organizing protection issues, and this one is not particularly
better than any others except in that it seems to provide broad coverage from a perspective that
has proven useful to many organizations. I sometimes get comments like it doesn’t include x, where
x is disaster recovery or access control or some such thing. Like the pasta sauce commercial, my
response is: It’s in there. Here are some examples:
• Disaster recovery is normally covered under incident response. The disaster is the incident
and the recovery is a proper response.
• Access control can come in many forms. Physical access control is a combination of physical
protection, technical safeguards, personnel, policy, and procedures. Logical (i.e., operating
system) access control is normally handled under technical protection.
• Worker monitoring is a combination of legal considerations, technical safeguards, policy and
procedures, and audit.
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5.5

Some Sample Scenarios

These two examples serve to demonstrate the difference between the organizational and piecemeal
approaches to protection.

HERF Attack
In the near future, your organization is attacked by a deranged individual who uses a high energy
radiation field (HERF) gun to destroy information systems from a range of about 20 meters. This
individual has decided that your organization is the devil incarnate and will continue to do this
until caught.
Suppose you have decided on a piecemeal defense based on the list of attacks and defenses
described earlier. Now this new attack comes up. You are not prepared and your organizational
response is unpredictable. Typically, the failure of several information system components in close
physical proximity will be viewed by the local administrator as a result of a power fluctuation, a
lightning strike, or some such thing. Replacements will be purchased, and nothing else will be said.
This may happen once a week in a large organization and, since each administrator is acting on their
own, the overall picture may never become clear. The problems may simply persist indefinitely.
I have seen this happen in many large organizations (although none of them have been due to a
HERF gun yet).
The cost will be shared across the organization, and it will reflect in
inefficiency and poor overall financial performance. It may never
be traced back to the attack.
Perhaps a few administrators chatting in the hall will eventually describe a common incident
and the alarm will go out, but even then, the response will be piecemeal.
Now suppose we have an overall organizational protection system set up. The first attack will
probably work in much the same way, except that it will be reported to the incident response team,
and they will assist in resolving the problem. When the second attack takes place, the response
team will again be notified, and now they will begin to suspect a correlation. As the symptoms
become clear, they will probably contact a real expert in the field to tell them what could have
caused such a thing and how to defend against it. Within a few days, they will know that this
attack was caused by a HERF gun, and they will probably contact the FBI (for interstate) or local
law enforcement to help them solve the problem. The resources that will be applied will probably
allow rapid detection of this attack as it is underway, and the perpetrator will be hotly pursued.
Everyone in the organization will be made aware of the situation, and special precautions will be
put in place to limit the lost time and information until the attacker is found.
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Learned Shared Attack
Over the last several weeks, a network-based attacker has probed your technical defenses against
over-the-wire attack and has finally found an attack that works. The attacker has shared this attack
with thousands of other attackers who are now running rampant through your information systems
during the evening hours. The attackers may be denying services, leaking confidential information,
or corrupting information throughout the organization’s information systems. One of the first things
they do is modify the security systems to allow reentry once the shared attack is defended against.
With a piecemeal defense, someone may eventually notice that people are logged in at unusual
hours, or that performance is slow at night, or some such thing. Then, if this is a systems administrator, they may try to track the source down using whatever tools they have. If they are really
good at what they do, they will eventually figure out that a serious attack is underway and then
call in help from the rest of the organization or describe it to the systems administrators’ group at
the next regular meeting, if there is such a thing. Eventually, this problem will be tracked down to
the specific attack being used and this hole will be filled, but by that time the attackers will have
introduced several other holes through which they can regularly enter, and the battle may rage
indefinitely. Something similar happened at AT&T in the 1980s several months after attackers had
been regularly entering systems all around the United States used for routing telephone calls. The
AT&T incident continued for more than a year after it was first detected.
As I write this book, I know of another similar attack pattern against U.S. military systems
that, by my accounting, has been underway for more than a year. This attack was not detected
until at least six months after it began.
The military attack just described cannot be effectively countered
at this time because there are no funds allocated for calling
in external experts or implementing more effective defenses,
and many of the organizations under attack don’t want to take
responsibility for the defense because of political issues. A small
team of specialists have been trying to keep up with the attacks
for the last year, but frankly, they are overwhelmed.
With an overall organizational protection system in place, detection is far more rapid because
people throughout the organization know to notice suspicious things and report them. The awareness combined with training and education of the incident response team should dramatically reduce
the time before the attack is detected. Once detected, experts can be brought in to analyze and
counter the specific attack, and then organizational resources can be applied to provide improved
protection against this entire class of attacks for the future.
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5.6

Strategy and Tactics

Two critical planning perspectives for information protection are usually not addressed or even
differentiated: strategic planning and tactical planning. An important reason to explicitly look
at these two perspectives is that they reveal a lot about how money is spent and how planning
interacts with operations.
The difference between strategy and tactics is commonly described in terms of time frames.
Strategic planning is planning for the long run, while tactical planning is planning for the short
run. Strategic planning concentrates on determining what resources to have available and what
goals an organization should try to achieve under different circumstances, while tactical planning
concentrates on how to apply the available resources to achieving those goals in a particular circumstance.
In the planning process, so many things should be considered that I cannot even list them all
here. They tend to vary from organization to organization and person to person, and they involve
too many variables to draw general conclusions without sufficient facts. I have collected what I
consider to be the major issues in planning and done some initial analysis to help in your planning,
but these efforts cannot possibly substitute for expert analysis based on technical and organizational
knowledge of your requirements.

General Principles
First and foremost, planning a defense is a study in tradeoffs. No
single defense is safest for all situations, and no combination of
defenses is cost effective in all environments. This underscores
the basic protection principle. Protection is something you do, not
something you buy.

General Strategic Needs
• At the core of any strategy is the team of people that develop it and carry it out, both in
the long run and in tactical situations. The first and most important thing you should do is
gather a good team of people to help develop and implement strategy.
• Any strategy that is going to work requires resources, both over the long run and during
tactical situations. I commonly see strategies which fail because of insufficient resources,
resources poorly applied, a lack of consideration of the difference between strategic and tactical
needs, and insufficient attention to detail.
• In order to assure that strategies will work in times of need, it is necessary to test tactical
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components ahead of time. The most common problem I encounter in tactical situations is
events that were not anticipated during strategic planning and not discovered during testing.
The effect is almost always a very substantial added expense.

General Tactical Needs
• Efficient response in tactical situations normally calls for the complete attention of some
number of trained experts carrying out well-defined roles. In addition, it commonly requires
that a substantial number of non-experts act in concert at the direction of those trained
experts.
• Tactical situations require that sufficient resources be on hand to deal with the situation. If
sufficient resources are not present, the cost of attaining those resources on an emergency
basis tends to be very high, the delays caused by the acquisition process may be even more
costly, and the inexperience with the newly attained resources may cause further problems.
In many cases, the human component of these resources is partially fulfilled by an outside
consultant.
• A small amount of resources properly applied almost always beats a large amount of resources
poorly applied. You don’t necessarily need to spend a lot to have a strong defense, but you
have to spend wisely and react quickly.

Some Widely Applicable Results
Even though there are a vast array of different environments, there are some strategies and
tactics that seem to be almost universally beneficial.
• Consider Highest Exposures First: In planning a strategy for defense, it is important to
consider the potential harm when assessing what to do. Specifically, the highest exposures
should receive the most attention, and should be addressed with the highest priority.
• Use the Strongest Defenses Feasible: All other things being equal, it is better to use
a stronger defense than a weaker one. As a rule, sound prevention is better than detection
and cure, and general purpose detection and cure is better than special-purpose detection and
cure, but a false sense of security is worse than any of them.
• Proactive Defense is Critical: Be Prepared - it’s the boy scout slogan - and it applies
in information protection more than most places. In every comparison I have done or seen,
people that take proactive action get away with lower cost, smaller incidents, and faster
recovery than those who simply wait for a problem and then react.
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• Rapid Central Reporting and Response Works: Epidemiological results are clear in
showing that rapid centralized reporting and response reduces incident size, incident duration,
and organizational impact.
• Incident Response Teams Work: In order for protection to be effective, you need a team
that receives incident reports and responds to them on an emergency basis. This team is
virtually always the same team that helps determine proper proactive strategy, implements
tactical response, and performs analysis after incidents to improve future performance.
• Keep Good Records and Analyze Them: Record keeping is one of the most valuable aids
to improving tactical and strategic response. When properly analyzed, records of incidents
allow planners to devise more cost-effective tactical responses, which, in turn, provide more
accurate information for strategic planning to reduce costs while improving response.
• Don’t Punish Victims: One of the most common strategic mistakes is punishing those
who report incidents or accidentally become a vector for attack. Punishment may be direct or
indirect, and may include such subtleties as requiring the victim to do extra paperwork or such
abusive treatment as getting a lecture on following written policies. When you punish victims,
you increase response time because others become hesitant to report incidents. Statistics
support the improved response of organizations with policies not to punish.
• Procedural Methods Fail: Many organizations make the mistake of relying on procedure
as a preventative defense. The fact is, people are not perfect. When they make mistakes,
assessing blame is not an effective response. You should plan on procedural failures and plan
a response that considers people as they really are.
• Training and Education Works: You have to train your users to use your tactical capabilities or they will be ineffective in live situations, and you have to educate your experts in
order to develop an effective plan and carry out the plan effectively in emergencies.
• Defense-in-depth Works: The synergistic effects of multiple defenses make defense-indepth the most effective solution available to date.

5.7

The Cost of Protection

Organizations don’t like to spend money on information protection if they can avoid it, because it
is not profitable in the normal sense of the word. If you have better information protection, you
don’t lower costs and you don’t increase sales or profit margins. All you do is prevent loss. In that
sense, information protection is like insurance, a necessary cost of doing business, but not one that
most organizations are anxious to emphasize.
Another major problem in analyzing the cost of protection is that, without good statistics, it
is impossible to quantify the actual benefit associated with the cost. Good statistics aren’t widely
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available because reporting is inadequate and mechanisms for compiling reported statistics don’t
exist.
I am not going to solve either of these problems here. But I do want to address another
perspective on the cost of protection. Rather than address how much should be spent, I want to
address the question of when to spend in order to be cost-effective.

Cost Increases Dramatically with Lifecycle Phase
There is a great deal of historical data that strongly supports the contention that organizations
should spend money on information protection now rather than waiting until the NII is widely
implemented and operational. Many experts in information protection indicate that after-the-fact
protection is much less effective, much more expensive, rarely adequate, and hard to manage. The
data from several significant studies indicates that the costs associated with addressing information
assurance now may be as much as several orders of magnitude less than addressing it once the
integrated NII is widely operating. According to numerous studies on the cost of making changes
to information systems as a function of when the change is introduced in the lifecycle, cost increases
exponentially with lifecycle phase.
According to one study, compared to finding and correcting problems in the analysis phase, the
average cost of a change (i.e., correcting a software fault), is increased by a factor of 2.5 in design,
5 in testing, and 36 in system integration. [231] In another study of large high-assurance software
designs with high quality specifications and extensive testing, the cost of a change after a system is
in operation is calculated to be 100 times the cost of a change during the specification phase. [23]
The same study showed that the larger the system, the more cost advantage there was to making
changes earlier.
According to one software engineering text (that may be less reliable than the previous two
extensive studies), the cost of fixing an error rises as more work is built upon that error before it
is found and fixed. “The cost to catch a mistake and make a change at the time of writing the
requirements specifications may be $10, and during the design $300. While the product is being
built, the error may cost $3000; after the product has been delivered, the mistake could cost as
much as $15,000 to fix, and possibly much more in losses to the client because the product didn’t
work.” [207] The costs of extensive testing alone can double the overall system costs [231] while
producing little advantage against malicious attacks. The following figure illustrates the cost of
changes.
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The Cost of Changes vs. Design Phase
Covering intentional disruption is a more stringent requirement than covering random events, but
the costs of added coverage are not always substantial. The study of node destruction in a uniformly
connected network demonstrated that 10 times more links were required in some circumstances to
withstand intentional attack than random destruction. [148] On the other end of the spectrum,
cost-analysis of fairly strong proactive integrity protection techniques proved 50 times more cost
effective over the lifecycle of a system than defenses based on a reactive approach to attacks. [45]
It appears from the historical data that several orders of magnitude in reduced cost may be attained by making proper information assurance decisions early in the design process. Perhaps
more realistically, organizations cannot afford adequate protection
unless it is designed into systems from the start.

Procurement Is Only Part of Lifecycle Cost
Another issue in cost analysis that must be considered is the difference between lifecycle costs
and procurement costs. Perhaps no area demonstrates the lack of attention to this difference more
clearly today than the area of computer virus defenses. Many organizations have purchased virus
scanning programs as a defense against computer viruses on the basis that the cost per system
is only about a dollar. Unfortunately, this is only the purchase cost and not the usage cost.
The factor of 50 cost increase previously described represents the difference between using a virus
scanner every day and using a more cost-effective protection technique. [45] The cost of the scanner
may be only $1, but the two or more minutes per day consumed by performing scans at system
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startup brings the lost time to more than 600 minutes (10 hours) per system per year. Even at
only $10 per hour of downtime, the costs of using the scanner are 100 times more than the cost
of purchase in this example. Other factors in virus scanners make them far more expensive to use
than alternative technologies, and more recent analytical results show that using imperfect scanners
(which all current scanners are) may lead to the spread of harder to detect viruses, just as the use
of antibiotics have led to the so called “superbugs” which resist antibiotics. [44]
According to industry sources about 20 percent employee overhead is required for systems administration of integrity protection in a typical banking operation. [44] In some industries, the
overhead is substantially lower, but any organization with serious intentions to implement information protection should budget at least 5 to 10 percent of the information technology budget for
information protection. This budget normally consists of at least 90 percent ongoing costs and
at most 10 percent acquisition costs. Because of the wide range of requirements involved in implementing a comprehensive information protection program, lifecycle costs of technical safeguards
had better be a very small budget item.

Cost Increases with Immediacy
To perform an emergency upgrade of all current systems to implement all of the protection
requirements described in this book would require an enormous amount of money. This would be
impossible to do by the end of today no matter how much money was available for the task. The
cost of implementing protection is far lower if it is well planned and carried out over a reasonable
amount of time. This is shown in the following figure.
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The Cost of Protection vs. When it is Achieved
For most modern information systems, the replacement cycle is on the order of 2 to 4 years. This
is closely related to the replacement cycle for PCs because they constitute more than 80 percent of
the computers in the world and they have a very short replacement cycle.
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The situation is quite different for infrastructure elements such as cables and satellites, where
investments are intended to pay for themselves over time frames of 10, 20, or even more years.
In these cases, the time frames have to be adjusted appropriately. The same is true for physical
protection of buildings, where replacement cycles are on the order of 40 to 80 years.

Cost of Incidents Increase with Time
The longer you wait before providing protection, the more losses you suffer from incidents. The
cost of these incidents will eventually exceed the cost of providing protection. In addition, reported
incidents have increased rather dramatically over the last several years and the number of potential
attackers increases dramatically as computers are interconnected. It is a reasonable expectation
that, all other things being equal, the number of network-based attacks increase with the number of
computers to which your computers are attached. If this is true, then the number of network-based
attacks on the Internet should double every 8 to 10 months over the next 5 to 10 years and then level
off as market saturation is reached in the United States. Worldwide, this increase could realistically
continue for another 15 years, but not much longer. This is shown in the following figure.
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Network-Based Attacks Per Day Over Time
Given the AT&T and DEC figures of more than one network-based entry attempt per day as of
early 1994, we would expect that by the end of a 10-year period, there would be about 1,000 entry
attempts per day. This is a a little less than one every minute.
This exponential growth in attacks provides substantial support to implementing protection
sooner rather than later. Of course, exponential growth in attacks by a finite population of people
can only go on for so long. Eventually, the curve will level off. On the other hand, automated
attacks are becoming more common, and as computer performance increases, so does the rate and
sophistication level of these attacks.
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Cost Increases With Coverage and Assurance
Increased coverage and assurance are generally attained by spending more on protection, but
people commonly use this fact as an excuse to limit coverage and follow fads in spending money
on protection. In fact, the cost of protection can be greatly reduced by making well thought out
decisions. One analysis described in a case study in Chapter 6 produced a savings of almost 50
percent over a previous design.
The most common analysis of protection is based on statistical analysis and assumes random
events with given probabilities. This risk analysis technique asserts that you can assess an expected
loss from each of a set of attacks by multiplying the loss for each attack by the number of times
that attack will be experienced in a given time interval. Risk can then be reduced by implementing
protection that has known cost and reduces the probability of loss or the amount of loss. If the
reduction in expected loss exceeds the cost of the defense, then the defense is cost-effective. The
standard advice is then to implement the most cost-effective protective technique first and continue
implementing cost-effective techniques until none are left to implement.
This standard form of risk analysis, in my opinion, is utterly ridiculous. I say this with some
trepidation because if you ask 100 experts in this field about it, probably 98 will agree with the
standard risk analysis, at least until they read my explanation. So here it is. The problem with
this sort of risk analysis is that it makes assumptions that do not reflect reality. Specifically, it
assumes that attacks are statistically random events, that they are independent of each other, that
available statistics are valid, that protective measures are independent of each other, that expected
loss reduction can be accurately assessed, and that the only costs involved in protection are the
costs of the protective techniques. All of these are untrue and each is a very significant defect that
independently could invalidate the analysis. In combination, they completely invalidate standard
risk analysis:
• Attacks are not statistically random and are not independent of each other. If they were, we
would not see the phenomena where one successful attack is rapidly followed by thousands
of follow-ons. Examples include toll fraud against PBX systems, network attacks following
the disclosure of over-the-wire attack techniques, and computer virus attacks. Furthermore,
attacks gain and lose popularity with time so frequently that an analysis done today will be
invalid in a few months. In today’s environment, any assumed statistics used to develop a
protection strategy will probably be invalid before the strategy is fully implemented.
• Current statistics are not valid. The most important reasons for this are that there is no
standard reporting, many detected incidents are not reported, and many incidents that occur
are never detected.
• Protective measures are not independent of each other. For example, integrity controls are not
effective without access controls and access controls are not effective without integrity controls,
but in combination, they are quite effective. Many of the most effective protection strategies
rely on synergistic effects between protective measures. This means that there is a nonlinear
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relationship between the amount of protection and the money spent, with relatively little
protection gained by piecemeal spending and most of the coverage and assurance provided as
the final pieces of the protection scheme are put into place.

• Expected loss reduction cannot be accurately assessed. In fact, there is no standard method
for even assessing actual loss from an incident after it takes place. It is not unusual for
differences of several orders of magnitude to exist between different estimates of expected loss
from the same incident. And that is when the analysis is performed after the specific incident
takes place.
If experts can’t accurately determine loss from a known incident
after it takes place, how can they be expected to accurately predict
expected loss from large classes of incidents before the fact? They
cannot and they do not. Instead, they use an estimate without
any real basis such as the worst case they could think of, or a wild
guess. And that is only for the expected loss. When it comes to
reduction in expected loss, the hand-waving really begins.

• Protective techniques that reduce the risk of specific attacks are only a small component of
the cost of effective protection. For example, how do you assess the reduction in expected
loss from Trojan horses in commercially purchased software through the use of improved
documentation? Documentation is critical to effective protection, and yet there is no way to
assess a specific risk reduction related to a specific attack through improved documentation.

Combined Cost Factors
When we combine all of these cost factors together, we get an interesting picture of the overall
cost of protection. Without using any specific numbers for any specific situation, the picture
generally looks like the following figure.
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Overall Protection Cost vs. When Protection is in Place
In words, the most cost-effective way to implement protection is to spend a reasonable amount
of money over a reasonable period of time.
Don’t be in such a rush that you waste money, but don’t wait so
long that you lose more from disruption than prudent protection
would have cost.
The problem in analysis is to determine the region of the curve with minimum cost. Naturally,
nobody has ever performed enough analysis to be able to provide a closed-form solution to this
problem, so everyone who tries to do this analysis is left with highly speculative estimates. My
speculative estimate is that the most cost-effective time frame for protection is closely related to
the replacement cycle of equipment when that time frame is less than three years. In every other
case I have seen, budgetary constraints limit the time frame for effective protection.
Without careful analysis, it would be easy to bankrupt any organization in an attempt to
“armor-plate” information systems with ad hoc, after-the-fact enhancements. Organizations should
undertake a careful analysis to determine the cost-effectiveness of information protection techniques
on a class-by-class basis. This effort should be undertaken at the earliest possible time in order to
afford the greatest cost savings.
For obsolescent systems, the cost of injecting protection may be astronomical, so a different
approach should be considered. A time frame should be established for replacement or enhancement
of these systems, and planners should plan on requiring appropriate information protection features
in replacement systems over that time frame. Based on normal replacement cycles, this process
should be completed over 3 to 7 years for most organizations, and 7 to 12 years for high capital
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investment systems such as national infrastructure elements.
History shows that the cost of incremental improvement increases as perfection is approached.
Rather than strive for perfect protection, risks should be managed in a reasonable way that balances
cost with the protection it provides.
Based on these factors, the most cost-effective overall approach to providing protection is to
immediately incorporate protection requirements into design standards, and to provide networkbased tools and techniques to detect and respond to disruptions of current systems. Information
assurance features are phased in over time based on normal system replacement cycles. Substantial
immediate improvement is attained by implementing network-based protection features and training
information workers. Over the long term, protection will reach desired levels at reasonable cost. This
time lag in technical enhancement will also give the organization time to adapt to these changes.

5.8

An Incremental Protection Process

Some people think that the piecemeal approach to protection has a major advantage in that it
involves only incremental investment to meet current needs. Fortunately, you can have both a
sound overall organizational approach and an incremental investment strategy. The result is lower
cost and better protection. The incremental approach to organizational protection described here
has been effective both from a standpoint of reducing loss and controlling protection costs for many
organizations.
To give a frame of reference, when protection is implemented in this way, the overall cost is
typically under one half of one percent of annual operating budget. Piecemeal protection commonly
costs on the order of one percent or more of the overall operating budget and is far less effective.
Unfortunately, piecemeal protection cost is often hidden in reduced productivity and expenses
taken from operating budgets of small organizational units, so it is rarely detected by top-level
management.

Protection Posture Assessment
An information protection posture assessment is normally the first
step in addressing the protection issues in an organization. The
purpose of this sort of assessment is to get an overall view of how
the organization works, how information technology is applied,
and what protective measures are in place.
This assessment should be comprehensive in its scope, cover all aspects of the information
technology in use in the organization, and address the core issues of integrity, availability, and
privacy. The reason a comprehensive approach is important is that there are interactions between
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components of the protection process. For solutions to work, they have to work well together.
Such an assessment is usually qualitative in nature, and the quality of the result is tied to the
quality of the people used to perform the assessment. For that reason, it is important to apply the
best available experts to this sort of assessment.
Such an assessment should be done over a fairly short time frame. I have done assessments like
this for very large organizations, and time frames of only a few months are usually sufficient. For a
small organization with only a few hundred employees, such an assessment can often be completed
in only a week, and I have offered a one-day assessment service for small businesses with under 25
employees on a regular basis. The reason for the short time frame is that top-flight people know
their field well enough to ask the right questions, determine the implications of the answers, and
provide a well-supported result fairly quickly. It is also important to resolve the top-level issues
quickly so that the rest of the process can proceed.
Assessments are normally provided in a form that can be easily read and understood by top
management. This is vital in order for the issues to be meaningfully addressed from an organizational point of view. At the same time, the assessment has to withstand the scrutiny of the top
expert available in the organization, and it may be passed through another outside expert if the
implications are important enough. So it has to be technically solid and well-supported by facts.
If properly done, such an assessment yields a review of the information gathered in the process,
a set of findings that describe the identified shortcomings in a systematic way, a plan of action
that can be used immediately to carry out the rest of the protection process, and an estimate of
the costs associated with the proposed plan of action. The result should be designed to provide
metrics for evaluating vendors, considering time frames, and considering the financial rationality of
the measures.

Emergency Measures and Long-term Planning
It is common for a protection posture assessment to call for two
immediate steps: emergency measures and long-term planning.

Emergency measures are normally associated with exceptionally high exposures (i.e., areas with a
high maximum potential for losses) that are not adequately covered by existing protective measures.
In other words, situations where you could lose your shirt and the closet is left open with a take
me sign posted in front. One example from a recent assessment included the following emergency
measure:

“Secure the fungibles transfer capability. The current exposure is so great that a single incident could severely damage the corporation and there is currently no meaningful
protection in place to prevent such an attack.”
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Long-term planning is usually required in the areas where inadequate plans are already in place,
where previous planning didn’t adequately consider alternatives, or where weaknesses were identified
in the posture assessment. For example, in one study, a long-term plan included a quantitative
assessment of the costs of alternative architectures and a list of protective measures for meeting
the needs of a particular sort of installation. By implementing a plan over a multi-year period and
properly selecting the mix of techniques, the overall cost of protection could be reduced by almost
a factor of 2 from the previous plan and the effectiveness of protection increased along the way.
The time frame for completing emergency measures and long-term planning phases typically
ranges from three to nine months, and a combination of people with different skills and experience
levels are usually involved. In this activity, top experts are used to supervise the process and verify
that things are done properly, while second tier experts are used for doing analysis, optimization
studies, market surveys, implementing emergency measures, and making other plans.

Implementation and Testing
Once a detailed plan is in place and emergency situations are taken
care of, the plan is implemented over an appropriate period of
time.
It is quite common for a full-scale implementation to be put in place over a period of 1 to 3 years.
In some exceptional cases, especially in large organizations where major investments in information
technology are underway, the plan can call for action over a 3 to 7 year period. In infrastructure
cases, the plan may last as long as 10 years.
Implementation of an information protection plan typically involves many organizational components and, for large organizations, this may even involve substantial changes in organizational
momentum. It typically involves a number of vendors, a substantial management component, cooperation throughout the organization, retraining of information workers, and a whole slew of other
things that must be handled. If properly done, this is a relatively painless process.
In this phase of the process, second tier experts typically supervise at a hands-on level, while top
experts periodically spot check to verify that things are going well and review work underway with
the second tier experts to verify the propriety of any decisions made during the implementation.

Operation and Maintenance
Operation and maintenance of protection systems requires special attention, since protection,
like any other process, doesn’t just happen on its own.
The operational aspects of protection should be part and parcel of the overall protection plan,
and will involve ongoing investments. Whenever possible, operation and maintenance should be
handled internally. Some exceptions will likely include disaster recovery, which may use a leased
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site, and external audit, which by definition requires outside experts.
During normal operation, there will be incidents requiring special expertise that would be too
expensive to maintain in-house, and the ongoing education process should include some outside
experts or the use of widely available external short courses.
Maintenance operations offer special challenges in the area of
information protection because during maintenance, the normal
safeguards may not be active or used in the same manner as during
normal operating periods. Similarly, maintenance, by its very
nature, involves testing under stress condition. Under stressed
conditions, the likelihood of failure is greater, and thus special
precautions must be taken to provide the necessary assurance even
under these circumstances.

Decomissioning, Disposal, and Conversion
The decomissioning process typically begins by identifying any services provided by the system
to be decommissioned, information residing in that system that has value other than in that system,
and all resources related to that system.
Once these have been identified, replacement systems are normally put in place, information of
value is converted to the new system, the new system is operated in parallel with the system about
to be decommissioned, and finally, the system being decommissioned is shut down.
After shutdown, the system being decommissioned is normally cleaned of any residual information that might be left on disks, video terminals, or other obvious or subtle storage media.
Any components with value are then stripped from the system and used or resold, and finally, the
residual is recycled or disposed of.
After the system being decommissioned is shut down, elements of supporting infrastructure are
normally made available for other purposes or decommissioned along with the rest of the system. For
example, any wiring, cooling systems, power supplies, special lighting, fire suppression equipment,
computer floors, security doors, video display terminals, printers, networking hardware, or other
similar elements of the computing environment that are freed up may be used for other purposes.
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Chapter 6
Protection Posture Case Studies
The first step in providing protection is performing a protection posture assessment. Over the
last several years, I have worked with a group of well-seasoned information protection specialists
doing top-level qualitative analyses of the protection posture of many organizations. For this book,
portions of several of these studies have been extracted and identities disguised to illuminate the
topics discussed earlier.

6.1

How To Do A Protection Posture Assessment

Several people have asked how these studies can be done so that the same quality results can be
attained with lower quality personnel. They ask for checklists and all sorts of other short cuts, but
in the end, this is just not how you do a really good protection posture assessment. That is not
to say that you cannot do a lower quality assessment with things like checklists and, in fact, many
companies offer such a service.
In response to one request, I prepared a draft document describing what it takes to do such an
assessment. What follows is a variation on that document in which company-specific information
and references to previous studies are removed. This discussion concentrates on studies for large
organizations, but many of the points apply to all organizations. This discussion is also oriented
toward a 30-day study addressing a situation in which losses could have high value. This seems
to be the norm for this sort of study in a large organization. It should be helpful both to those
readers who are interested in performing these sorts of studies for others and for those readers who
are considering hiring someone to do such a study.

Personnel
The information protection posture assessment requires a team of expert personnel with general
knowledge and experience in a wide variety of areas, and special expertise in all of the aspects of
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information protection. Specifically:
• Consultants with 10 or more years of professional experience in the areas covered by the
assessment are required in order to assure that their breadth and depth of knowledge is
adequate. Since no single individual has this much experience in a broad range of areas, a
team of well-seasoned professionals is required. The use of a team also implies the ability
to work together and the use of a team leader who is in charge of writing the assessment
document. Because of the highly technical nature of this sort of study and the requirement
for the team leader to make technical and management decisions, this person must have
substantial management and consulting experience and a great deal of expertise in all areas
of information protection.
• Because this sort of assessment is done over a very short time frame and covers a wide range of
topics, it is best done by a team of 3 or 4 people who have worked together before. Because this
assessment involves the top-level people in the organization under study, the team members
must be more knowledgeable about protection issues than the people working for the client in
order to justify the use of outside expertise. This means that the people must be very good
at what they do. They need the necessary experience in the proper set of interrelated areas,
they have to be able to relate to the client, and they have to be able to get the necessary
information quickly, efficiently, and without offense.
• Because the study must involve issues of protection, understanding of the computing environment, detailed understanding of the hardware, software, operating systems, networks,
telecommunications equipment, standards within the industry, and other similar matters, it
is important that each team member have a thorough background in computer hardware and
software, a good working knowledge of how systems and networks work, understanding of
the historical context of many current technologies, and deep understanding of information
protection issues.
• At least one team member should be a specialist with more than 10 years of experience in the
specific industry being studied. This background should include consulting work for a variety
of companies in the industry, a good working knowledge of the standards and practices used
by others in the industry, intimate knowledge of the hardware and software platforms used
in the industry, their shortcomings, their features, their vulnerabilities, and methods used to
protect them.
• By its very nature, the protection posture assessment is a qualitative analysis, not a quantitative one. For this reason, it depends heavily on the quality of the people doing the
assessment. The people must not limit themselves to things like checklists or the result will
almost certainly be poor. The people doing these assessments must understand many different viewpoints that may exist in the organization and reconcile the meaning of what different
people say. They have to be able to judge the people in the organization by the way they act
and make qualitative decisions about how to weigh their words. It is often necessary to ask
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a lot of questions in order to get a vital piece of information and, because each of the people
interviewed has different biases, it helps to have experience interacting with similar people in
similar situations.
• The people who do these assessments must be hard to push around or lead astray. This is hard
to find in a large corporation because there is a tendency to promote those who don’t make
waves. By its very nature, such an assessment must make waves in the organization being
assessed. If it does not make waves, either the organization was already very well protected,
or the study didn’t find the things it was supposed to find. That means that the people doing
the assessment must expect and be able to deal with some hostility, lies, bizarre behavior, and
other such things. It also means that they are there to make waves of a particular sort for a
particular group within the client’s organization. People who are afraid of losing their jobs by
making a misstatement with a client are not going to do a good job of getting the necessary
information.

Areas Covered
The areas covered (protection management, protection policy, standards and procedures, documentation, protection audit, technical safeguards, incident response, testing, physical protection,
personnel issues, legal considerations, protection awareness, training and education, and organizational suitability) are detailed elsewhere in this book and I will not take the time to reiterate
them here. It is important to have people who are well-versed in all of these areas because the
language used by people in different corporate roles is quite different. In order to communicate
effectively and be viewed as a professional, you must be able to switch languages while speaking to
different people and understand the nuances of these different languages. For example, the term
wire room means something very different to a facilities manager than to someone in charge of
electronic funds transfers. Similarly, the abbreviations used are very different for different people
with different backgrounds, so it is vital to have enough knowledge of these areas to be understood
and understand properly.

Process
The assessment process consists of the following steps:
• Site visit: This should take one or two days and should be scheduled so that client representatives that know how each part of the environment under consideration operates at the
most detailed level are available for interview. Typically, the top-level manager and technical
experts in each unique environment should be present. If there are tours to be taken, they
should be taken on that day. Although experiencing everyone’s job may be useful, it is far
more important to have the details available in a concise form. The client should also provide
copies of all relevant documentation at the site visit.
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The members of the assessment team should be well prepared to ask any question related to
their areas and a very thorough record of what was said by whom should be kept. The goal
of this effort is to reconnoiter the client operation. That means that, like a grand jury, it is
appropriate to go anywhere and ask anything.
For lack of a better analogy, this is very much like a tiger team where you get the best experts
to tell you how they could attack. The difference is that you don’t touch anything, you just
ask questions and make observations that allow you to assess the current situation. If the
client doesn’t know the answers to the questions, this is an area they should do more work
on. If they do know the answers, these answers will reveal the weaknesses and strengths.
• Visit write-up: In the write-up, each team member provides a copy of their notes to the team
leader who combines them to provide as accurate a depiction of the site visit as is possible.
This is then returned to the team members for verification of factual accuracy and to resolve
any disputes between different viewpoints. The result is a detailed description of the visit
that the client team members should agree is an accurate depiction of what they said. The
visit write-up should be completed and agreed to by the end of the first week of the study. It
is vital to do the write-up as soon as possible after the site visit because this will assure, to
as high a degree as possible, that the write-up is accurate. Contemporaneous notes are the
best resource.
• Analysis and Findings: Each team member should concentrate on their areas of specialty as
assigned by the team leader and perform a detailed analysis describing all of the weaknesses
detected in the assessment process. In this phase, we rely on the experience and expertise of
the team members to accurately and quickly detail the known weaknesses in the technologies
in use. If the team members do not know this ahead of time, they cannot normally look it up
at this point in the time frame of such a study, however, a good research team can help assure
that these results are up-to-date. An important aspect of this activity is that the presentation
not include all possible attacks, but rather systemic issues with examples of how systems can
be exploited.
Another critical factor to the success of the findings is that they relate the results to comparable organizations so that the client gets a feel for what is normal and prudent, what is critical,
etc. In the findings, it is the responsibility of the assessment team to make value judgments
about the relative import of different issues. For example, in a glass factory, if a particular
router is used to connect the Internet to a file server which is used for advertising, it is vital to
understand that regardless of the potential for abuse, this component is inherently less critical
to this particular company than the temperature control in the ovens. This combination of
technical and business understanding is what makes the findings valuable to the organization
being assessed.
In order to meet the typical 30-day time frame, the analysis and findings must be completed
in draft form by the end of the second week of the study. Thus, the team members get only
one week to generate, write up, and initially integrate their findings.
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• Plan of Action and Findings Review: Once a draft of the site visit and findings is available,
the team members have to read the total document with an eye toward catching any errors,
omissions, or poorly stated items. This should include each team member cross-checking
other team member results, the team leader resolving disputes, and a copy edit to review
the document for writing, spelling, sentence structure, and presentation. In the meanwhile,
the team leader has the dual job of generating a proposed plan of action to mitigate the
problems revealed in the findings. This is done at two levels. Since this is only a qualitative
assessment, an overall plan separating the most time-critical changes from the long term issues
is appropriate. Then, a sample scenario for implementing this plan and estimates of costs are
generated. This process should be completed by the end of the third week of the assessment.
• Closure: The draft document is now ready for review by members outside the assessment
team. These reviewers should read the entire document with a critical eye. Final document
preparation should be done. The executive summary should be written to summarize the
report. Overhead viewgraphs should be made to summarize the document for a 15-minute
presentation to top-level management. All of these should be completed and reviewed by the
assessment team before the end of the fourth week so that the final presentation can be made
on the last day of that week.

Alternatives
This sort of assessment is designed to provide a very rapid, low-cost, top-level, qualitative
assessment. For that reason, it depends on extremes in expertise. Some alternative approaches that
are widely practiced in the industry include:
• A common alternative approach is to spend several months trying to get the same results by
using less qualified people for the assessment. The net effect is a lower assessment quality,
a much longer delay in results, more inconvenience to the client, and a cost increase to the
client of about one order of magnitude.
• Another common alternative is the use of a whole series of checklists that the client fills out and
returns. This list is then analyzed and a report is generated (almost automatically). In some
cases, even the data gathering for this checklist is automated. This type of assessment is less
expensive in terms of assessment team time, but takes a lot more of the client’s time, is often
filled out by different people than would participate in the high-quality short-term assessment,
misses many of the issues detected by a high-quality assessment, and is less satisfying to most
clients I have encountered.
• Many of the major CPA firms have done assessments using a team of EDP auditors. These
auditors are generally well-trained and interact primarily with the internal auditors of the
client. They usually understand less about the business and more about the technical protection issues and spend several months in assessment. Another version simply reviews the
internal auditor documents for completeness and accuracy.
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Selling (and Buying) a Posture Assessment
“Nothing happens till someone sells something,” is a famous quote from a well-known expert
on marketing. Unfortunately, selling a protection posture assessment has not historically been a
very easy task. Some have equated it to pulling teeth, but I must have a better dentist or a higher
threshold of pain than they have because selling a posture assessment has always been much more
painful in my experience.
Political Documents
Despite their technical content and reasonable accuracy, all protection posture assessments are
essentially political documents from the point of view of the customer. In particular, they are
designed to address the specific desires of the client to make changes in their organization.
Why Organizations Don’t Get Posture Assessments
Many people have legitimate concerns about information protection, but of those, very few do
much about it. In some cases, the cost of an assessment prevents it from being done. In other cases,
the person who wants the assessment done is not powerful enough to get it done without approvals
that can never be attained.
Probably the dominant reason that such a study is a rarity is that the person in charge of
information protection doesn’t want to have a report hanging around that describes inadequacies.
Here are just some of the reasons such a report may be seen as undesirable:

• If the report demonstrates a weakness that is exploited at some later time, it will be impossible
to claim that nobody knew such a weakness existed. Thus, it may force the people who
requested the report to do something about protection, and nobody wants to have their hand
forced in this way.

• In a substantial number of cases, computer crime in the form of embezzlement has been
committed by high executives in companies. The last thing they want is some way to detect
what they have been doing.

• If the report finds that a current way of doing things is inadequate, or worse yet, that a
recent decision was not a very good one, then the person who made that decision may get
into trouble. For that reason, the people in charge of protection are almost certain to claim
that no such study is required and that they have things well in hand.
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There is a fundamental issue in here somewhere. And I think the
issue is that people in most organizations are punished for being
less than perfect. This means that it is better for the individual to
cover up possible problems than it is to expose them and correct
them. But a study of protection, by definition, is designed to
expose problems. Even worse, it costs money to have such a study
done, so you are spending money and identifying shortcomings, the
two worst things you can do as an individual in an unenlightened
organization.

Why Organizations Do Get Assessments
Over the years, I have encountered five main exceptions to the rule of never buying trouble in
the form of a protection posture assessment:
• The first exception is in cases when an attack has just taken place and it is impossible to cover
it up. In this case, people are anxious to show that they are reacting strongly to the attack
and are really clamping down. They already have trouble, so it’s an ideal time to reveal all
of the problems at once.
• The second exception is when an organizational change has just taken place. In this case,
as part of the process of the organizational shakeup, a protection posture assessment can be
used as a political tool to advance certain factions and consolidate control. It is politically
acceptable to generate a report that documents the evils of the previous administration if the
new one is interested in doing something about protection.
• The third exception is when someone who is high enough up in the organization has a legitimate concern about protection and a desire to address it. In a private corporation, this is the
owner. In a public corporation, it is usually the CEO, or in rare cases when supported by the
CEO, the chief information officer (or equivalent).
• The fourth exception is when someone is a lame duck and wants to do one last thing before
departing. In the case of the lame duck, this sort of report is usually motivated by either
revenge or an honest desire to do some good that couldn’t be done while their career was still
viable in the company.
• The fifth exception is during the early phases of a new system development project. This is
fairly rare, but, in some cases, designers will have the foresight to consider protection in a
serious way from the start of a project. When this is done, it dramatically improves protection
and lowers protection costs, but few designers have enough knowledge or foresight today to
take this approach. Even fewer work on large enough projects to have the budget for doing
more than the minimum design required to get functional operation.
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6.2

Case Study 1:A Ma and Pa Business

This information was extracted from a study done for a small restaurant corporation as a side effect
of looking at other issues in their information technology area.
This situation is typical in that this business is not interested in keeping secrets, but they have
a vital need for availability of information services and integrity in those services. They have a
small network used in one location and they are considering using elements of the NII as a conduit
for connecting a second location to their first location, but this is not emphasized in the particular
report.
This study is also typical in that it is presented in the language used in the organization. For
example, “servers” are the people that go out to the tables and “the system” consists of several
PCs, a network, a file server, several printers in various locations, the point of sale terminals used
by cashiers, and some office systems interconnected to the network. Many of the product names
are known to those at this restaurant and several technologies are familiar to them, but in other
areas, they know very little.

Executive Summary
• Critical repairs: Before the system will be fully suitable for the environment at Rest-O-Rant
Corp, several issues must be addressed. These items are listed under “Critical Repairs”.
• Important changes: Even though the system can be operated suitably in the Rest-O-Rant
Corp environment once the critical repairs are completed, there are several important changes
that should be made for the system to operate in a manner normally associated with such an
environment. These items are listed under “Important Changes”.
• Aggravating factors: Assuming the system is changed as described above, there are still
substantial aggravating factors which make its use unduly difficult. These items should be
changed, but the restaurant can continue to operate indefinitely even if they are not changed,
without any obvious consequences other than the day-to-day inconvenience associated with
them. These items are listed under “Aggravating Factors”.
• Long-term limitations: There are long-term limitations to the suitability of this system
due to design and implementation decisions. These limitations cannot reasonably be expected
to change in the foreseeable future unless the vendor chooses to completely reimplement the
product using more appropriate means. These limitations are particularly applicable to the
long-term growth of Rest-O-Rant and the ongoing costs of operating the computer system in
that environment. These items are detailed under “Long-Term Limitations”.

Critical Repairs
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Software:
1. There must be a way to quickly and safely “reset” the system to allow it to start processing
a new day’s activities regardless of other circumstances. When an error in closing the last
day’s activity prevents the business from opening the next morning, there must be an easy
way to restart operations. As an example, on the Sunday morning after Christmas (one of
the busiest shopping days of the year), the system could not be used because the “close” from
the previous day had failed.
2. There appears to be a problem related to holidays that causes the system to fail when a
day passes without the system being operated. This condition occurred on Thanksgiving and
again on Christmas. This indicates that there may be many other date-related problems such
as leap-year errors, leap-century problems (the year 2000 is a leap-century), and other similar
problems. This is almost certainly related to design errors.
3. There are cases where the user is told to not change anything and contact the vendor representative in the morning. A restaurant cannot be out of business until the next morning
because of a software failure of this sort. The system should be able to log errors and attempt
to restart by saving critical files in a backup area and restoring the system to a usable state.
4. When components fail and those failures directly effect the moment-to-moment operation of
the business, the system must adequately notify the affected users so as to cause them to
act to repair these failures in a timely fashion. An example is the incident where the kitchen
printer had an out-of-paper condition when it was not fully out of paper, and gave no other
indication of the problem. For more than 10 minutes, the kitchen staff was unaware of many
orders placed by the servers because the system did not notify either of the failure. Any and
all known conditions of this sort must be addressed before the system will be suitable.
5. Software errors in noncritical functions must not prevent other critical functions from operating. An example is the software-induced error that prevents users from using the order
entry system. In this case, the limited key pad used by servers is not capable of entering the
necessary keystrokes to clear the error condition (i.e., ‘y’ in response to the DOS critical error
handler to continue the batch file processing used for menu start-up). On a full keyboard, it is
possible to clear the error condition and continue the order entry process, but the interaction
of the limited key pad with the software’s failure to properly handle the error condition causes
the system to become unusable.
6. Security is cumbersome and inadequate. Specifically, it is trivial for anyone with access to
a standard keyboard to bypass all protection by interrupting the system start up process.
Thereafter, all information on the file server is open to arbitrary examination and/or modification. For example, a cashier with minimal DOS user experience could easily delete all
business records without a trace and without recourse. This is particularly disturbing considering the extensive requirements for using passwords throughout the system and the ease of
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implementing stronger access controls through the network software. In light of the substantial protection capabilities provided by the LANtastic software used for networking in this
environment, it would be an easy matter to implement controls limiting nonback-office users
and computers from accessing those functions and files.
7. Backup and recovery facilities are nonexistent. In an environment such as this, a single disk
failure (typical mean time to failure is only 2 operating years) will cause the entire business to
stop operating and may result in total loss of all historical data other than that printed out in
daily reports. The software vendor apparently didn’t specify or provide for this requirement.
This is clearly an accident waiting to happen.
8. All data collected and stored by the system should be made available for use by outside analysis
programs in DBase compatible form to allow further analysis via programmed means. This
is critical to using the business information now being gathered by the system in ways not
anticipated by the existing product.
Hardware and Operations:
1. Operation critical floppy disk drives and keypads must not be left unprotected in areas where
they are exposed to food, drinks, spillage, smoke, and other similar environmental factors.
These disk drives will almost certainly fail in 3 to 6 months in the present environment unless
steps are taken to protect them from environmental exposures. Since these are critical to
operations, the problem should be addressed post-haste. The best solution may be the use of
mechanical barriers for the disks and plastic covers for the keypads.
2. The file server is currently in a very hazardous location and is in a high traffic area. It is
not adequately protected from environmental factors and is particularly critical to operations.
This machine should be moved to the office area immediately.
3. The floppy disks used to bootstrap the computers are not write-protected. They should be.

Important Changes
Software:
1. The software fails when a multitude of different menus are used in the course of a single user
session. This causes the user to have to reboot the computer and test previous operations to
assure that they were properly performed before continuing on. This sort of severe inconvenience should not be necessary at all, but in the worst case, should happen only in limited and
well documented situations. Software interlocks should be provided to detect this condition
before it happens and prevent it, even if in the process it requires the user to take remedial
steps.
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2. The software-induced warning message that states that only one user may perform a particular
function at a time, requires that the user determine that no other terminal is currently using
these functions. The result of a problem in this area can apparently be severe and there is
no reason not to provide proper software interlocks or capabilities for simultaneous access
by authorized users. This is clearly a case of poor design that could be easily resolved in a
well-designed system. It also adds stress to the users and eventually causes them to ignore
the warning because of the high rate (nearly 100 percent) of false positives.
3. Data is often lost when the system is used in a seemingly reasonably manner. For example,
when two checks are combined, both are apparently lost. Many other examples are cited by
those who have spent time using the system.
4. The system seems unable to undo erroneous steps easily. The general lack of editing capability
is a minor inconvenience in some cases. For example, a server has to finish a bill and remember
any incorrect entries instead of continuously being in an edit mode. In other circumstances, it
results in substantial inconvenience and eventually will result in substantial limits on system
use. For example, when the number of employees reaches the maximum, you can never add
another employee because old employees cannot be removed.
5. Numerous bugs and unnotified dependencies prevent users from completing an operation which
should not have been started without the appropriate preconditions existing. For example,
you might enter a whole series of items before finding out that the entire process failed because
some file that these operations depend on does not yet exist. The system should identify and,
where possible, correct these conditions before permitting data entry to proceed.
6. Inadequate notice on error conditions causes users to “quest” for the cause of a problem rather
than being directed to it or, better yet, being allowed to resolve it and continue the interrupted
process. For example, doing end-of-day summaries often yields an error if a customer check is
not closed. The user then has to search through all servers to find the unclosed check, and even
then, the reason it is not closed may not be obvious and may require further effort. Similarly,
people cannot check out until they have satisfied the computer. The computer doesn’t provide
them with the ability to resolve problems as they prepare to leave, rather it requires them to
figure out the source of a problem that the computer has already identified. If the computer
can identify that there is a problem, it should be able to provide that information to the user
so that, at a minimum, the user can resolve the problem. Ideally, the specific problem should
be identified and its cure made directly available to the user attempting the operation.
7. Error messages are often presented in cryptic form and, in some cases, leave users in a position
where they can type commands into the Basic command interpreter while files are opened.
This presents substantial risks to data integrity. Furthermore, users with limited data entry
key pads cannot recover without rebooting the computer.
8. Schedules don’t provide information such as dates. Other reports are not easily reformatted
by the user to suit specific reporting requirements of management. All functions that produce
157

reports should be able to provide the same information in “DBase”-compatible format so that
external programs can be used to manipulate it.
9. The networking package is unable to contend with momentary server failures and reboots.
This, in turn, forces the users to reboot all of the workstations whenever the server has to be
restarted. The workstations should be able to determine that this condition has taken place
and automatically recover via periodic retries until successful.
10. There should be a way to enter orders via item numbers rather than via menu selections so
that servers can enter a series of numbers and produce a whole check without having to look
at the screen to find items.
Hardware:
1. A short-term power failure, power spike, or lightning strike could cause the entire network
to become unusable for a substantial period of time, and the resulting data loss could be
catastrophic. The use of an uninterruptable power supply is advised.

Aggravating Factors
1. When examining information, the user is often returned to an unrelated on-line menu rather
than a related one. For example, to look at current server activities requires repeated movement between three menus, when it could easily be made to return one menu level to allow
the next person’s information to be examined without the intervening steps. This seems to
be common, in that you cannot reliably predict where you will end up when you finish an
operation. This seems to stem from a lack of a well-designed system structure.
2. Different menus and data entry types work differently. For example, passwords do not require
an <enter> after entry but most other data does. Different menus appear differently, causing
momentary confusion. This inconsistency again reflects a poor overall design strategy.
3. There is no universal escape from an on-screen menu, so that in each menu, a different strategy
must be used to leave. This makes it hard to undo an error and, in many cases, makes it hard
to figure out what to do. The delays caused by this are expensive.

Long-term Limitations
1. The underlying environment is not really suitable for a commercial product of this sort. Most
critically, the use of Basic for implementing the system has resulted in very high error rates,
poor design, inadequate structuring, terrible inconsistencies, and poor expansion of function.
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It is clear that the original design was augmented again and again to add new functions and
features, and that in the process, a badly needed redesign was never done. It is unlikely that
this problem can ever be resolved without a complete product redesign. For the foreseeable
future, the problems encountered now will continue unabated. When combined with the
selection of the networked DOS environment, this design decision caused the product to be
more expensive, harder to maintain, and far less reliable than would be expected from a
well-designed and well thought out implementation.

2. Inconsistencies in design likely stemmed from the choice of Basic as the implementation language and the design process previously described. These inconsistencies lead inevitably to
the ongoing stream of errors, the inconsistency in user interface, the many user inconveniences,
the inability to unify protection decisions, the difficulty in handling error conditions, the inability to resolve problems when they are found, and many of the other problems identified
in this report.

3. The system is at or near its operational limits. For example, the vendor had problems adding
drivers for a new printer. If they cannot add a new printer without problems, major problems
are likely in adding interfaces and features. Anticipate problems with automated process
control, new user interfaces, Lotus and Dbase integration, new analysis and presentation
methods, operation between multiple stores, and so on. It is unlikely that the system will be
able to integrate well or adapt easily to these future events. Expect to have to replace the
system in a few years unless a major redesign is done.

6.3

Case Study 2: A (Not-so) Small Business

This study was done for the information systems manager of a small manufacturing automation
firm over a very short period of time. It represents a realistic view of the position of many smallto medium-sized companies today with respect to protection. The engineering orientation of this
company places more emphasis on confidentiality than many other businesses.
Again, the language of the study is oriented toward the words and phrases used in this company.
The study was done for the head of the Information Systems department and the entire firm is
engineering-oriented. Little is provided in the way of explanation and many terms are used without
explanation. The President of the company at the time this study was done had an engineering
background and was familiar with these terms and phrases as well.
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One of the important issues detected in this study was the
changing nature of their dependency on different portions of
their information technology. This sort of change often creeps
up on companies, and before they know what happened, their
environment has completely changed and their protection plans
are no longer meaningful.

Introduction
This report summarizes and comments on a brief review of information protection at ABCorp.
The review was performed in the form of an interview with Mr. John Smith, the manager of
information systems at ABCorp, and his chief system administrator. The review consisted of
discussions of protection issues and a brief tour of facilities.
In addition to the normal business systems used by most modern corporations of substantial
size, ABCorp survives as a company because it has unique information technologies and engineering
expertise. To a large and increasing extent, it is information technology that differentiates ABCorp
from its competitors. This is especially true in three areas:
• ABCorp has a standardized high-speed product that is based, to a large extent, on unique
algorithms and implementation features that differentiate it on a cost and efficiency basis from
competitors.
• ABCorp has a database of designs and design capabilities that make it more efficient than
competitors at performing the engineering functions required for customized applications.
• ABCorp is now moving into the automated and integrated materials handling market. This
market is driven very heavily by the efficiency of information technology. In order to remain competitive, it will be increasingly important to have efficient, properly operating, and
proprietary information technology capabilities.
At present, the information requirements of these engineering areas balance with or slightly
exceed the more common information technology requirements of business and operations. It is
highly likely that within the next 3 to 5 years, information technology requirements in the engineering areas will come to far outweigh other business requirements. Correspondingly, the financial
values associated with the engineering applications of information systems at ABCorp will come to
far exceed the values associated with other areas.
This shift from business applications of information technology to engineering applications is not
uncommon and is not proceeding without pain. The increasing use of PCs in the engineering functions is only one example of this shift. Another example is the movement toward far more complex
and integrated information systems performing control and analysis functions in products. While
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the problem of providing backups for PC-based engineering workstations is becoming somewhat of
an inconvenience, there is currently little or no centralized control over systems used for complex
applications and no central storage of software provided to customers. These problems will only
get worse as this shift continues, and without a well thought out plan, it is likely that the situation
will get out of control within 2 years.
This study is primarily concerned with assuring that the right information gets to the right
place at the right time, taking into account accidental and intentional events that may tend to
prevent this from happening. This concern is usually considered in terms of three components:
confidentiality of information, integrity of information, and availability of services.
In the case of ABCorp, there are substantial lapses that affect all of these areas, and yet from an
overall perspective, the information systems specialists seem to have things reasonably in control.
To the extent that the specific findings outline inadequacies, it appears that the people in the
information systems department are ready, willing, and able to make reasonable improvements
within reasonable time and cost constraints. Unfortunately, the trend seems to be toward a loss
of control in the areas where responsibility is poorly defined, and even more unfortunately, this is
the engineering area that will soon come to dominate the information component of ABCorp as a
business.
The most important finding of this short review is that top-level management must work with
engineering and information systems management to arrive at a well-defined policy and plan for
this shift in information technology emphasis and that these people must come to work together as
a team to regain and maintain control over this vital and growing area of concern.

Findings
It is important to note that the vulnerabilities detected in this review are not particularly
unusual, that the presence of vulnerabilities does not necessarily indicate the presence of attacks,
that exposures resulting from vulnerabilities are not always exploited, and that not all vulnerabilities
have to be addressed by technical defenses or at high cost. In many cases, awareness of a potential
problem may be an adequate defense.
• Policy: ABCorp has no written security policy that documents and describes responsibilities
of personnel. This is a critical problem that must be corrected in order to address overall
protection issues. Among other problems, there is no clear line of responsibility for the proliferating personal computers, and the lack of adequate long-range planning, if left uncorrected,
may result in increased cost and ineffective protection as the client-server model of computing
becomes more dominant in the ABCorp environment.
• People: ABCorp has no formal mechanism for mapping people to job function and relating
job function and changes to authorization. Without such a formal mechanism, it is very
difficult to properly manage protection in automated information systems. Notably, personnel
and information systems do not have adequate communication and procedural safeguards. For
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example, when people leave ABCorp or go on vacation, the information systems department
should be notified in a timely enough fashion to disable computer accounts over the period of
inactivity.
• Procedures: ABCorp has no documented procedures and checklists for performing protectionrelated functions. Without documented procedures, implementation depends on people remembering what to do. Without checklists or some other form of tracking, there is no mechanism for documenting what was done by whom and when and assuring that responsibilities
are properly carried out.
• Physical: Physical access to the main computer is relatively open. Minor improvements are
apparently under consideration and the risk currently seems to be in the acceptable range.
An uninterruptable power supply would have a positive effect on reliability, however, backup
procedures and recovery contingency planning appear to provide an adequate, but poorly
documented, recovery process.
• Operating System: Operating system protection is inadequately maintained, primarily because of inadequate manpower and/or automation, a lack of well documented procedures, and
too much reliance on applications for protection that is more appropriately implemented by
the operating system. Password protection as implemented is inadequate, and the protection
features provided for VAX VMS are not being used as effectively as they could be.
• Protection Enhancements: Specific enhancements in the form of an outside vendor product
called Watcher have been put in place to provide added protection for dial-in lines and the
payroll application, but the internal VMS mechanisms that can also greatly enhance this
protection are not being fully or properly exploited. Since internal VMS mechanisms are
normally far more effective than third-party enhancement products, VMS protection should
be set properly first, and then vendor enhancements should be used to provide added coverage
which VMS is not capable of providing or to provide additional layers of coverage in vital
areas. The enhancements specified for the Watcher product appear to be reasonable and
appropriate, and are likely to be generally beneficial, but they should not be treated as a
panacea and should not be used in place of proper VMS protection.
• Networks: Current networks are not well protected, but it is unclear that substantial protection enhancements would be cost effective in the short run. Some inexpensive enhancements
would seem appropriate, but because ABCorp is not connected to outside networks, this is not
a high priority. Some concern exists for the lack of adequate backup for PCs on the LAN, lack
of controls over information leakage and/or corruption in the LAN, inadequate computer virus
protection on the PCs in the LAN, inadequate protection against illegal copies of software,
and a general lack of control and assigned responsibility for LAN-based PCs.
• Applications: Access to and within applications is the first line of defense against unauthorized activity at ABCorp, but this is inadequate for several reasons, including fundamental
limitations on that technology, a lack of adequate protection in most vendor software, and well
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known methods for breaking out of the application into the command interpreter. Applicationbased protection should not be the first line of defense and should be treated as an auxiliary
limitation more for convenience than for protection.
• Users: Users are not always given unique identities on ABCorp systems, their passwords are
far too easily guessed, and inadequate controls and checks are in place to assure that only
authorized activities are performed by authentic users. Inadequate tools are provided to assist
users in behaving properly and to assure that errors or omissions don’t result in problems.
• Legalities: Inadequate notice is provided for users entering and using the system. All users
should be properly informed of their rights and responsibilities and should sign documents
asserting their knowledge, understanding, and agreement to the rules of the road. Login
screens should accurately describe the presence of monitoring and other restrictions on use.
Users should be made aware of legal implications to the corporation and to themselves of their
use of ABCorp systems.
• Training: ABCorp employees have inadequate education, training, and awareness of information protection. A properly designed regular awareness program, consuming only 15 to 30
minutes per quarter for most users, is required in order to keep protection in an appropriate
perspective.
• Personal Computers: Personal computers are predominantly used by engineering staff at
this time, but as the process of moving toward a client-server environment proceeds, it will
place increasing burdens on the information systems staff, and if not well thought out, may result in inadequate protection, poor performance, expensive retrofits, and many other long-term
problems. In addition, management control over personal computing facilities is inadequate
and is not properly defined. A top-level policy decision must be made and implemented regarding how these computers are managed, controlled, used, disseminated, connected, backed
up, restored, repaired, replaced, stocked, purchased, paid for, and every other aspect of their
use. Responsible parties must then be made aware of their responsibilities and provided with
adequate tools, training, and budget to manage those facilities.
• Major Concerns: The major concerns expressed were over the movement of all remaining
financial functions from an outside corporate information-processing environment into the
local environment. Further concern was expressed over the increasing value associated with
information distributed on PCs, over the LAN, and over centralized databases stored on the
VAX. In several cases, the conflict between usability and protection came up. These cases
must be addressed on a case-by-case basis using innovative techniques. In many cases, people
solutions appear to be overlooked in favor of technical solutions. It is important to find a more
appropriate mix of automated and human solutions in order to afford the best protection at
the lowest cost.
• Budget: There appears to be adequate budget in information systems to implement a reasonable program of protection if management can display appropriate resolve and if protection
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is made a key component of overall information systems and corporate planning. Affordable
and well-conceived protection can only be implemented by making protection an integral part
of overall information systems planning.

Perspective
A substantial amount of effort will be required in order to address the protection problems
outlined in the findings of this report. A reasonable estimate is that 3 person-months worth of
effort over the next 6 months will be required by the current information systems manager and staff
in order to make appropriate improvements to existing information protection, and that an ongoing
effort of 1 to 2 person-weeks per quarter will be required in order to maintain the enhanced protection
levels once they are attained. In addition, a budget of $5,000 to $10,000 may be required in order to
purchase software enhancements to address specific concerns that effect current networked systems.
The long-term planning requirement is somewhat more difficult to define in terms of costs
because proper long-term planning which incorporates protection may not cost more, but it will
probably lead to different planning decisions that affect corporate operations over a long period
of time. A key component will be the increased awareness of the value of information and the
requirement for information protection as a part of the corporate culture at ABCorp.
The change in corporate culture is key for two reasons. The first reason is that it brings the
subject into the foreground, which increases the exchange of information, affects how people react
when they see things that they used to ignore, changes what people talk about at lunch, and
so on. The second, and perhaps more important, reason is that, if properly done, the cultural
change creates an environment where people are brought into the protection process rather than
disenfranchsied.

Conclusion
This cursory review of protection revealed some simple problems with simple and inexpensive
solutions, some more complex problems that require ongoing attention by the information systems
staff, and some corporate challenges that are important to the long-term well being of ABCorp.
Although a more thorough review may be appropriate at some future date, it is unlikely that
such a review would be appropriate until information systems has time to address the issues pointed
out in this study and management takes the time to consider and plan for the long-term implications
of the changing information environment.

6.4

Case Study 3: A Big Business

It is nearly impossible to get permission to publish even disguised versions of studies done for a big
business. Since this is infeasible, a pseudo-case study is used. This is done by taking several reports
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and combining them together, altering numbers to reflect similar deviations from average statistics,
and then generating a report suitable for the case study. In other words, this report could come
from any firm of a similar sort, but actually comes from no such firm. Any similarity between the
people, places, or incidents in this case study and any actual people, places, or events, is purely
coincidental.
In this study, language differences are even more stark. There is a very different language used
in the executive summary than in the detailing of what their personnel told us, and a still different
language is used in our findings. This is intentional.

• The executive summary was designed for the director of information technology, the chief
executive officer, and the board of directors of this firm. They all have extensive background
in the securities business and a lot of knowledge and experience in auditing and finance.
• The description of the site visit is designed to allow those who participated to read and agree
or disagree on the accuracy of our depiction of their statements and to allow their managers
to review what they said in detail.
• The findings section is in a protection-oriented language. It is designed so that technical
mangers can understand the issues and protection experts can act on the results. It is better
organized than the site visit section because it reflects analysis rather than raw data.

Because this case study is quite extensive, only the executive summary is included here. The
remainder of the study is included in Appendix B. It is well worth reviewing.

Executive Summary
We were asked to perform an initial protection assessment of XYZ Corporation. This assessment was accomplished by direct observation, interviews with key personnel, and comparison with
comparable organizations.
Summary of Findings
XYZ Corporation is highly dependent on information, highly vulnerable to attack, and at great
risk of substantial information protection-related losses. Furthermore, substantial losses have been
sustained in the past year and ongoing losses are being sustained as of this writing.
XYZ Corporation’s assets are at great risk and immediate action is required to address this
situation. XYZ Corporation’s current overall protection posture is inadequate as the following
summary assessment details:
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Major Area
Assessment
Protection Management
Inadequate
Protection Policy
Inadequate
Standards and Procedures Inadequate
Documentation
Inadequate
Protection Audit
Marginal
Technical Safeguards
Inadequate
Incident Response
Inadequate
Testing
Inadequate
Physical Protection
Inadequate
Personnel
Inadequate
Legal
Inadequate
Protection Awareness
Inadequate
Training and Education
Inadequate
Organizational Suitability
Adequate
In order for the protection situation to be properly resolved, significant enhancements must be
made to XYZ Corporation’s information protection posture. We recommend that the following
program be undertaken:
1. Immediate controls are required to cover exposures currently being exploited and exposures
with extreme potential for loss.
•
•
•
•
•
•

Secure the fungibles transfer capability
Make a comprehensive set of backups and store them off-site
Install audit reduction and real-time audit analysis
Perform a detailed protection audit of select information systems
Place sensors and alarms in key areas
Perform a comprehensive audit for illegal copies of software

2. Planning is required in order to institute a corporate information protection environment
suitable to long-term protection of assets.
•
•
•
•
•

Form and implement a corporate information protection policy
Form an information protection advisory council
Generate a cost-effective suitable information protection plan
Incorporate information protection planning into overall planning
Train select staff members in relevant information protection areas

3. After the first two phases are completed, a substantial set of technical, procedural, and personnel measures should be implemented to provide proper protection.
4. After appropriate protective measures have been instituted, the third and ongoing phase of
activity will begin. In this phase, protection will be maintained and updated to reflect changes
in environment, technology, and organizational priorities.
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6.5

Case Study 4: A Military System

This study analyzes protection for a military system that is currently being fielded. In order to
understand the issues at play, it is important to understand that in military endeavors, the stakes
are peoples’ lives, and in extreme cases, the lives of nations. In a war, the enemy may send
bullets, bombs, missiles, mortars, and/or martyrs in the normal course of events. When pressed,
any biological, chemical, nuclear, or other sort of weapon might be used. In providing defenses, the
military must also consider cost. For example, a system that will have a useful lifecycle of only 10 to
20 years (a long time by modern information system standards) may never see a substantial combat
role. If it never encounters a nuclear threat, it is unlikely that the protection from electromagnetic
pulses (EMP) will be significant. On the other hand, if everything is designed to ignore the nuclear
threat just because it hasn’t been used in 50 years, the entire force may be wiped out by a single
nuclear device blown up 25 Km above the battlefield.
When it comes to language, the military is in a world of its own. A multilevel secure (MLS)
operating system may be used to implement a trusted Guard application which extracts Unclassified
(U) information from a top secret (TS) database using government off-the-shelf (GOTS) hardware
and commercial off-the-shelf (COTS) software. The military also has a myriad of standard operating
procedures (SOPs) that specify everything from when Tempest (emanations) protection is required
to how to do risk analysis. This particular system (called Alma in this book) is also required to
connect to other military systems. In keeping with this long tradition, this report also makes up a
series of words of its own to identify threats and countermeasures for the purposes of making charts
and performing analysis.
This particular report was one small part of a larger report provided to the designers of Alma
so that they could evaluate how to modify Alma for use in the field. It may be that in the fielded
version, none of the identified protective measures are taken. For example, many of the threats
considered in this write-up are threats not generally addressed by military protection systems, and
Alma is competitive with other projects throughout the DoD. Since price is a critical issue in the
military (after all, we can buy a lot of bullets for this much money), the designers of Alma may
decide that providing this protection will price Alma in a range where other less able systems will
be chosen instead. It may be a better strategy to simply provide Alma as is, wait until a hundred
of them are fielded, and then tell all the users that additional precautions are appropriate.
Only the executive summary of this report is included here. Much of the rest of this report is
included in Appendix B.

Introduction and Executive Summary:
We did an informal review of policies, procedures, and technical safeguards for Alma. During
that visit and since that time, protection techniques to cover those threats cost effectively have
been considered. This introduction and executive summary outlines the methods applied, the
overall concerns that remain, and the conclusions of this analysis. The second part of this study
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details the identified vulnerabilities, available techniques that could be used to protect Alma and
the approximate costs associated with those protection techniques. The third part of this report
details the method used to analyze Alma, and results of the analysis.
Findings
Alma is a prototype system being deployed. As a prototype, the system demonstrates proper
functional capabilities and a reasonable degree of protection, but in a deployed situation, far more
care and consideration is warranted in the information protection area. Specifically, the following
problem areas were identified and should be addressed:
Area
Tempest
Reliability
Protocols
Data exchange
Integrity protection
Security administration
Auditing
Availability protection
Rapid adaption
Future networking
Secure distribution

Rating
Poor
Poor
Poor
Poor
Poor
Inadequate
Inadequate
Inadequate
Inadequate
Inadequate
Inadequate

How Findings Were Analyzed
The findings were analyzed by creating and analyzing a covering chart which lists vulnerabilities
along one dimension and defenses that cover those vulnerabilities along another dimension. Costs
of defenses are approximated, and an efficient search of all single covers is performed to find the
most cost-effective defense that would cover all of the threats at least once. The result is provided
below.
Because of the interdependence of protection techniques and their synergistic effects, this analysis
was performed for each of two distinct architectures. One architecture considers the existing Alma
environment with enhancements performed on a step-wise basis. The other architecture considers
the effect of moving to a multilevel secure implementation wherein Alma internals are redesigned
to provide for protection enhancements. These two alternatives were chosen because they represent
two key alternatives for future Alma systems.
Inherent in this analysis is the assumption that several Alma systems are to be implemented. In
the cost analysis, it is assumed that 50 Alma systems are to be deployed over time, and that factor
is used to amortize initial costs as opposed to unit costs. If fewer systems are to be implemented,
the tradeoffs favor less redesign effort, while for larger numbers of systems, redesign has less effect
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on overall costs. Effects of inflation and the time value of money were not computed in this analysis,
but the results are sufficiently clear that this will not substantially alter the end result.
The Two Architectures
The two architectures under consideration are pictured here:
secret LAN
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WS

WS

WS

WS
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Phys Sec
MLS
server

Secret

MLS
server

MLS
server

IO(s)
IO(u)

Unclassified

...

WS

WS

WS

WS

WS

WS

...

unclassified LAN
An MLS Secure Alma Architecture
In the multi-level secure (MLS) version of Alma, a redesign centralizes all database access to the
3 redundant Alma database servers, thus eliminating a multiplicity of Oracle licenses, and saving
several thousand dollars per license eliminated. These servers run under multilevel security, and have
two partitioned databases for secret and unclassified data respectively. The secret and unclassified
sides of each MLS are linked to 2 of the 3 redundant LANs at each of the two security levels,
providing a secure and reliable bridge between the security levels without any additional hardware.
An automated guard on the MLS systems automatically declassifies the appropriate portions of
secret database transactions so that unclassified databases are automatically and rapidly updated,
while unclassified entries are automatically available for secret access by the normal operation of
the MLS system. Thus, all redundant data entry is eliminated and security becomes completely
transparent to the Alma users. Physical security need only be applied to the secret side of this
system and the MLS secure systems containing the database, thus dramatically reducing the need for
tempest coverage and other expensive protection requirements for nodes processing only unclassified
data.
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A nonMLS Alma Architecture
In the non-MLS version of Alma, the basic Alma system is left running system high, and external
devices and software are added to allow for declassification, incorporation of unclassified data, and so
on. This has the advantage of requiring less effort in the redesign of Alma because only performance
and stylistic changes are required, and the security enhancement of the database is easier. Database
access is centralized so as to reduce Oracle license costs, but more systems are secured with physical
protection. There is a single MLS system of smaller size and lower performance for the automated
guard application, and unclassified Alma components are kept at system high. Similar reliability
and redundancy are attained, and a lot of automated guard downgrading of information is used to
reduce redundant data entry.
The basic difference in these architectures is the tradeoff between (1) the cost of physical security
and custom protection implementations for the non-MLS version, and (2) the cost of designing to
operate in an MLS environment and the added costs of MLS systems in the MLS design. Many
components of this architecture can be changed without altering this basic difference, and these
are not intended as final designs, but rather as the two most obvious alternatives from a cursory
examination of the Alma design and function.
What the Analysis Showed
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The following table summarizes the recommended protection and approximate costs associated
with implementing this protection. It should be noted that several of these recommendations are
badly needed for the wide-scale deployment of Alma for reasons not solely related to security (i.e.,
reliability, reduced life cycle costs, and so on).
Design Choice
Initial cost Unit cost
MLS w/shield
3,140,000
74,000
MLS w/o shield
4,390,000
54,000
NonMLS w/shield
2,690,000
184,200
NonMLS w/o shield
3,940,000
54,200

ea.(1)
3,214,000
4,444,000
2,874,200
3,994,200

ea.(10)
388,000
493,000
453,205
448,200

ea.(50)
136,800
141,800
238,000
133,000

At quantity 50, the cost difference between an unshielded non-MLS version of Alma and a
shielded MLS version of Alma is only $3,000, which is far less than the added life-cycle cost of
maintaining a system-high classified information processing environment without shielding. Since
an MLS environment with shielding costs less at this quantity level than an equivalent environment
without shielding and a shielded environment is more effective, the MLS shielded version of Alma
is the clear choice.
Further savings can be afforded by only protecting half of the Alma implementations (those
deployed outside of the continental United States) with shielding. In this case, we don’t have to
design a special nonshielded version for the continental United States, but rather use the standard
version without shielding.
In other words, (and per regulations) we can protect the Alma installations outside the continental US with shielding, not provide an alternative to shielding for Alma systems in the continental
United States, and get the best of both worlds. This then is our recommendation:
Implement the MLS Alma design shown earlier, placing Tempest protection (shielding) only
in systems deployed outside the continental United States, and design for the following protection
techniques (detailed descriptions are provided later in this report):
Protection technique
Initial cost
Unit cost
Cryptographic Checksums
200,000
0
Computer Misuse Detection System
250,000
20,000
Decentralized administration
20,000
0
Field installation requirements
0
5,000
Custom Alma Guard on MLS
500,000
0
MLS licensing fees
0
2,000
Multiple LAN configuration
20,000
2,000
New protection tools
100,000
0
New training programs
40,000
5,000
Alma redesign
1,500,000
0
MLS redesign overhead
500,000
0
Shielding
10,000 40,000(/2)
Overall Program Estimate
3,140,000
54,000
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The total cost for a program of 50 Alma systems comes to $116,800 per Alma.
Conclusion
All of the items listed above should be implemented before Alma is deployed into widespread
use.

6.6

Case Study 5: The DoD and the Nation as a Whole

System designers can only do so much on their own. Obtaining information protection for the
entire nation will require resources and hard work on a national scale. It will not come about as a
serendipitous feature of the development of an information infrastructure based on open systems.
The longer this matter sits on the back burner or is treated as a matter of academic interest, the
greater the eventual costs will be to add resiliency to the infrastructure. Ultimately, neglect of this
matter could result in major economic loss, the loss of military capability, and military defeat.
The study from which these results were extracted was done for the Defense Information Systems Agency (DISA) to address the question of information assurance in the Defense Information
Infrastructure (DII). [63] The full study is not included in the appendices because of its substantial
length and because everything covered in that study is reflected elsewhere in this book. Rather, the
executive summary is provided here, and a more extensive summary is included in the appendices.
The DII is more than 90 percent comprised of the NII, so DII requirements are key to the NII
design and operation. Information assurance in this context refers to the availability and integrity
issues discussed earlier.
The DoD has put a lot of effort into secrecy systems, but with the
exception of a few very expensive special purpose systems, almost
no effort has been put into availability and integrity of information
systems under malicious attack.

Executive Summary
The United States depends on information as a key part of its competitive advantage. Operation
Desert Storm was an object lesson in the critical importance of information in warfare, in that it
demonstrated the DoD’s ability to obtain and use information effectively while preventing Iraq from
obtaining and using comparable information. This object lesson was observed and understood by
other nations and organizations, but they also observed that the U.S. did not protect the massive
information infrastructure it mobilized for the Gulf War against disruption. If the U.S. is to maintain
a competitive advantage in future conflicts, then the National Information Infrastructure (NII) upon
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which the U.S. depends must be protected commensurate with its criticality. This analysis shows
that:
•
•
•
•
•
•

The nation is highly dependent on the accuracy and availability of information.
The nation is dependent on the NII for information services.
The NII is highly vulnerable to accidental and intentional disruption.
These vulnerabilities are commonly known and widely publicized.
Many individuals, groups, and nations have demonstrated disruption capabilities.
The current ability to respond to disruption of NII functions is inadequate.

If the Department of Defense is to maintain operational readiness and fulfill its national security
responsibilities, the information infrastructure upon which it depends for information services must
be strengthened against accidental and intentional events that lead to disruption (corruption of
information or denial of services). If the U.S. as a nation is to compete economically, the NII must
be protected.
In order to sustain U.S. capabilities, the following information assurance (availability of services
and integrity of information) considerations must be given priority attention.
• Information assurance should be recognized and treated as a critical readiness and economic
survival issue.
• Defensive information warfare policy, doctrine, strategy, tactics, techniques, and procedures
should be developed.
• Infrastructure design is different than systems design and should be treated as such.
• Existing technical and human vulnerabilities should be addressed.
• Information assurance standards, technologies, tools, and guidelines should be developed.
• Top level technical management of information assurance should be improved.
• Real-time control mechanisms to enhance information assurance should be developed.
• Testing programs should be created and used to enhance assurance.
• Flexible, automated, prioritized responses to disruption should be implemented.
• Information assurance knowledge should be reduced to a usable and teachable form.
• Information workers should begin to train as defensive information warriors.
• Readiness exercises and war games for defensive information warfare should begin.
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Information assurance for the NII must also be cost effective. This analysis shows that the costs
associated with these tasks will increase dramatically over time if we do not act now. Furthermore,
the efforts made to protect the NII will provide widespread benefits to U.S. commercial industries.
By the timely reinvestment of a small portion of the savings that will be gained from the current
consolidation and migration to standard information and communication systems, the U.S. will
avoid enormous future expenses, mitigate possibly catastrophic military consequences, and enhance
its national competitive edge for years to come.

Is Information Assurance an Unsolvable Problem?
NO! We can not make people immortal, but that does not mean we should abandon medicine.
Nobody can provide perfect information assurance, but that does not mean that we should ignore
a problem that may result in catastrophic consequences.
The issues that must be considered for proper information assurance in the NII span a wide
range and a wide range of solutions exist to address these issues. There are some challenges in
information assurance that are now and will likely remain imperfectly addressed for some time to
come, but the vast majority of the challenges today can be adequately addressed with a reasonable
amount of well-directed effort.
Perhaps a more enlightening view of this issue is the question of how much it will cost to address
information assurance, and how much the United States will save as a result of wisely spending
that money. In this limited report, we cannot even begin to address the specific issues for specific
solutions in specific systems, but we advocate financial and military analysis before undertaking
costly action. We also believe that early investment will pay enormous dividends in both the
short-term and the long-term:
• By assuring the United States is able to win on the information battlefield.
• By dramatically reducing the long-term cost of information assurance.
• By reducing the costs of disruptions in the NII.
The information assurance challenge is not only one that can be met, but one that must be
met, if the United States is to attain and retain a competitive edge in both the DoD and national
information arenas.

What Are the Top Priorities?
Based on our study, we believe that the following three items are the most vital things the nation
can do in order to provide a NII with adequate information assurance.
1. Design the NII for automated detection, differentiation, warning, response, and recovery from
disruptions. It is absolutely vital that these capabilities be designed in from the start and that
they be sufficiently automatic that they are effective without human intervention. Without
these capabilities, the NII will not be able to sustain operation during substantial disruption
attack.
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2. Design the data centers, network components, and network control centers for repairability.
Without the ability to recover from disruption of these facilities, under attack, the NII and the
nation will grind to a halt and will not be able to reconstitute capabilities in any meaningful
time frame.
3. Train today’s information workers to become defensive information warriors capable of defending the NII against information attack. Without trained information warriors, the nation
will not be able to sustain the NII no matter how automatically the NII reacts or how well it
is designed.
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Chapter 7
Summary and Conclusions
In one of my recent presentations before an executive committee at a multibillion dollar corporation,
I discussed the issues of protection in the national information infrastructure and suggested ways in
which they might get involved from a business standpoint. At the end of the discussion there was
a break, and the president of the company came over and told me that he liked the presentation,
but that it would have been better if I would have included more examples of actual break-ins to
give a better idea of the magnitude of the problem. He will get a copy of this book, and if nothing
else, I hope that the examples of actual attacks will satisfy his desire for some hard data.
I haven’t done a detailed analysis, but I am certain that this book documents at least $10 billion
per year of firmly supported, publicly disclosed losses in the United States alone. It also supports
the notion that there are many billions of dollars per year in less firmly tied down losses in the
United States.
We should all agree that we already depend heavily on our information infrastructure, and that
this dependency is increasing rapidly. With increasing dependency comes increasing potential for
harm, so we should expect these figures to rise substantially over the coming years. The current loss
from disruption is on the order of $100 per year per capita, and it would be reasonable to conclude
that over the coming 10 to 20 years, this will increase by a factor of 10 or more. The increase
will be due to our increased dependency and the increased use of the information infrastructure for
perpetrating crimes. Protecting the NII properly would likely cost far less than $100 per capita.
There are clearly many ways to attack modern information systems, and interconnecting them to
the information infrastructure substantially increases the potential for attack. This book documents
quite a few vulnerabilities, but it also makes it quite clear that approaching protection from a
laundry-list perspective is unlikely to be effective. This should be cause for great concern because
the vast majority of people working in information protection today are taking the laundry-list
approach, costing their organizations a lot of extra money, and not getting very effective long-term
protection.
Current protection in most organizations is inadequate to the task. One reason we have inad177

equate information protection is neglect, and I hope that this book helps to reduce the degree of
neglect. Another reason we have inadequate protection is the lack of adequate knowledge by most
people involved in information technology. This is due, at least in part, to failures of our educational
system, but government must also take responsibility and the computer industry is certainly not
blameless in this area either. The responsibility for correcting this situation now lies firmly in the
hands of the organizations that depend on information systems.
It would be nice if we could simply buy our way out of this situation, but unfortunately, that
doesn’t work for this particular problem. We have to think and work our way out of it. Like most
challenges in modern society, it is not enough to just attain knowledge and skills. We have to go
through an ongoing and unending process of adaption in order to keep up with the rapidly changing
environment. And unlike most areas of information technology, we cannot simply push this one off
on some technologist and say: “Take care of it”. Information protection requires an organizational
approach and participation by everyone involved with information technology.
Fortunately, by reading this book, you have taken one of the most important steps toward
attaining information protection. You have started to educate yourself. The next step is to take
the protection process by the horns and begin to actively pursue it.
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Appendix A
Details of the NII
The basic idea of the NII is to provide information channels over which information services can be
provided. Just as the highway system provides for traffic flow from place-to-place and the American
Automobile Association (AAA) provides routing from point-to-point for interested drivers, the NII
has a traffic flow and routing function. Like the highway system, the NII will have limits on how
much traffic can go how far how fast. Like the highway system, when too many things go to the
same place at the same time, there will be delays. Like the highway system, parts of the NII will
break down from time to time, and the result will be inconvenience and reduced service capacity
over certain routes.

A.1

Information Channels

The roads on the highway system have an analog on the NII called information channels, or simply
channels. Just as roads have maximum flow limits, channels have channel capacities. Just as roads
have intersections where cars can go one way or another, the NII has switching systems which route
information from one channel to another. Just as roads have stoplights where cars line up, the NII
has buffers where information queues up.

A.2

The Evolution of the Information Infrastructure

The history that led to the NII of today started with the telegraphic systems of the mid-nineteenth
century. By the end of the nineteenth century, there were under 100 electrical paths for getting
information across the United States and the signaling rate was limited by human capabilities to
about five signals per second per line. The total U.S. signal capacity was only a few hundred signals
per second.
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Early telephone systems created in the first half of the twentieth century allowed people to call
the operator and request a connection to another telephone. Since the number of wires was small,
party lines, where many people shared a single telephone line, were common. You would pick up
the telephone, and if the line wasn’t busy, you could turn a crank that would put enough voltage
on the line to sound a buzzer and light a light at the operator’s station. The operator would plug a
headset into your wire, ask if they could help, and you would tell the operator that you wanted to
talk to Bill over at Tyson’s Corners. The operator would try to hook a wire into Tyson’s Corners,
and ask the operator there to hook you up to Bill’s line. If that line was available, that operator
would hook the line up and signal that a call was coming in for Bill by ringing an appropriate
number of rings in the right pattern. If Bill were in, he might pick up the phone, and the operators
would tell each party to hold on while they plugged the wires in to connect you to Bill. You would
talk till you were done, and then hang up. This would turn off the lights on the operator’s console,
and they would pull out the wires. This early telephone system allowed thousands of connections
across the United States, each running at 4,000 signals per second of channel bandwidth. The total
channel bandwidth across the US was now up to several million signals per second. This is almost
as much bandwidth as the computer network in my office provides.
The next great innovation was the introduction of broadcast radio stations throughout the
United States. With the introduction of radio, a full voice channel was simultaneously broadcast
to hundreds of thousands of potential listeners. With this capability, a small number of people
could send audio information to a large number of people. The channel bandwidth of only a few
thousand signals per second had an effective information rate far exceeding newspapers and, even
more importantly, the listener could get the information quickly without having to read it. This
brought large amounts of information to many illiterate people.
Soon after broadcast radio came on the scene, dial telephones appeared. In this case, automation
was used to replace the human operator in local calls. This early circuit-switching technology reduced the labor required for the telephone system, made calls more efficient for everyone concerned,
and brought down the price of local telephone calls. Long distance still needed an operator. The
increased switching speed increased the number of simultaneous calls, which increased bandwidth
again. By this time the total number of signals per second available in the United States was on
the order of one billion.
Television came next. Many thought that this new technology would make radio obsolete and
revolutionize education for the masses. Neither has come true yet, but the effective bandwidth
for television and the presence of pictures dramatically increased the requirement for high quality
signaling, reception, and programming. Problems arose with measuring listener response and getting advertisers to pay for time, and these problems remain to a certain extent even today. Three
nationwide affiliations were formed to compete for the market and these television networks dominated broadcast television until the 1980s when cable television took hold. Their larger market
gave them more watchers which meant more advertising money and allowed them to create more
expensive and better looking programs. This, in turn, made competition more difficult and created
a sort of a triopoly (i.e., a three party monopoly - also the name of a board game).

180

Direct-dial long distance soon became available and this advancement in switching systems again
changed the economics of telephones. International calls still needed operators, but the number of
international calls compared to cross-country calls is relatively small. Automated switching systems
were now getting to the limit of the complexity feasible for mechanical systems and repair costs
were increasing substantially while reliability became an increasing concern.
Soon, electronic switching systems became a vital advancement to the telephone company and
the effort to link electronic switching systems began in earnest. To send the digital switching
information needed over analog wires, the modulator/demodulator (i.e., modem) was invented. As
a general purpose tool for linking digital systems over analog wires, the modem became a core
technology for linking computers, which were starting to come into widespread use. By this time,
the total communications bandwidth in the United States was about 1011 signals per second.
With the introduction of the integrated circuit, and the subsequent introduction of microprocessors and single board computers, the number of computers increased dramatically. Soon, there
were millions of personal computers, and modems became increasingly important in linking distant
computing sites together over telephone circuits.
Satellites began to be used for communication in the early 1960s. At first, relatively low bandwidth retransmitters were put into orbit and only a select few military installations had the knowledge and ability to use them, but soon, high bandwidth commercial satellites became available. By
the 1980s suitcase-sized satellite transmitters and receivers were available for use in the field, and
by the Gulf War, CNN was broadcasting live video direct from Bagdad during the initial bombings.
Cable television became available in major metropolitan areas and the effect on broadcast television was dramatic. Large local stations that had some of their own programming were now able
to transmit over cable systems to other cities. In a very short time, a single station could become
a nationwide mini-network and, if the programming was popular enough, it could make inroads
against even the three major networks. As more of these niche channels became available over cable, the three major television networks began to decline in popularity and influence. Their death
grip on television was broken.
Soon, there was enough money going into cable television to afford such wonderful capabilities
as the Cable News Network , which was the first 24-hour-a-day cable news station, and Court TV,
which broadcast courtroom proceedings directly into the common person’s home. There is C-SPAN
which broadcasts congressional hearings and other political events direct from the source. Astute
viewers were now able to see the news first hand over live television feeds, watch the subsequent
news stories, and make value judgments about how the media was interpreting the facts.
Today, the total communication bandwidth in the United States is on the order of 1015 signals
per second, and the vast majority of it is digital (1 or 0) signals.
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A.3

The NII Today

As it exists today, the NII is a jumble of different networks. I will try to give a general idea of the
different technologies currently in the mix.
As an overview, the NII consists of a set of communications technologies (e.g., satellite links)
combined with commercial communications systems (e.g., telephone systems) to support protocols
(e.g., NTSC video channels) which are used by information service providers (e.g., your local cable
provider) to provide information services (e.g., The OJ Simpson case live from Los Angeles).
In the United States, free enterprise rules. Anyone who has the money to spend can launch a
satellite, create a telephone system, implement a new protocol, provide access to services, provide
programming, or in most cases, combine these together in any way they wish. There are some
restrictions brought about by the federal licensing procedures relating to radio frequencies and
satellite launches, but historically, anyone with enough money can buy these rights as long as that
person doesn’t monopolize the market.
The cost of implementing communications technologies on a large scale normally limits this part
of the market to big players, but on a local level, ma and pa operations have started cable television
systems for investments of a few thousand dollars, servicing as few as 10 or 20 customers.
When AT&T was broken up by the now famous Consent Decree, local phone companies covering
only a few hundred people in a small town were fairly common. Today, many businesses have Private
Branch eXchange (PBX) systems that turn their phone system into a local telephone company.
Novell, Banyon, 3-COM, LanTastic, and Little Big LAN are all commercial network protocol
providers with their own communications protocols. Although standards such as TCP/IP are freely
available and widely used, many companies opt for other protocols for the advantage of restricting
access to their markets except by providers that pay them for the protocol development tools or
because their protocol is a bit more efficient for some special application they want to implement.
Information service providers are springing up very rapidly today because the market for information services has not yet matured. For example, the number of computers on Internet has
increased by a factor of 10 every two and a half years for quite some time. But in this case, it has
to stop soon because at this rate, before the year 2000, every person in the United States will have
their own computer on the Internet.

Communication Technologies
Communication technologies are roughly broken down into radiated energy waves (e.g., radio, television, microwave, and satellite transmission) and physically connected energy waves (e.g.,
shielded twisted pair wires, coaxial cables, fiber optics). The dominant infrastructure components
today are copper wires, coaxial cables, fiber optic cables, microwave links, broadcast radio and
television, and satellite links.
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Commercial Communications Systems
Commercial communication systems currently include cable television systems (e.g., Warner
Cable, TCI), long-haul telephone systems (e.g., AT&T, MCI, Sprint), regional and local telephone
systems (e.g., New York Telephone, SouthEast Bell) and computer communications systems (i.e.,
Tymnet, NSFnet).

Packets and Protocols
Regardless of the physical means by which information is transmitted and received, the flow of
information is organized and controlled by switching systems. Whereas historically, line switching or
leased lines were used to make end-to-end connections, today, almost all computer communications
and an increasing portion of the telephonic and video information is put into finite-sized packets
which are switched in a store and forward network.
Store and forward networks transmit packets of information which are stored in switching computers along the route and forwarded to the next computer along the line until they reach their final
destination. It is sort of like taking apart a 100-page report, numbering each page, and handing
pages out to people in the front row of a classroom. The people then pass the pages around with
the object of getting them to someone at the back of the room who reassembles them.
In order for these networks to operate, the intermediate computers must make routing decisions
about which outgoing communications path to use to forward a packet to a particular destination
when it came from a particular source. These decisions are based on the design of the network and
information stored in the packets used to contain the information. The control of the network is
carried out through a communication protocol, a formalized way in which the switching systems
communicate with each other.
The same protocol can be used over almost any communication technology, so that the protocol
creates a virtual communication environment that abstracts the physical nature of the media. The
protocol is typically divided into a set of layers, each forming a packet which contains information
at other protocol layers. By using the packet and protocol system as a virtual infrastructure,
applications are implemented to provide user services. This is the so-called application layer of a
protocol.

A.4

Information Service Providers

This was discussed in some detail in the introduction to the book.
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A.5

Possible Futures

Information is rapidly becoming a commodity. Information is already sold by the bit without regard
to content or value. For example, for $29 or so, you can buy several thousand software packages on
a CD-ROM, including spread sheets, databases, and all manner of other packages that high-priced
vendors sell for hundreds of dollars per program. It’s hard to tell where the real value lies without
spending a lot of time and effort in analyzing the differences between products. Consumer reports
may be good for looking at which car to buy, but there are only a few hundred choices of cars on
the market today, while there are tens of thousands of software packages and information services,
and Consumer Reports doesn’t have a clue about where the value lies.
Good information is still expensive, and it is likely to remain expensive for some time to come,
but the public as a whole is poor at differentiating good information from poor information, and
very often chooses based on price and marketing rather than content and quality.
It is increasingly the meta-information (information about information) that has more value,
and soon, the meta-meta-information (information about the meta-information) may become the
real value. Round and round it goes, and where it stops, nobody knows.
The race is on to wire every home and office in the United States with fiber optic cables, to
connect them to packet switching systems capable of handling the traffic, and to connect services
of all sorts to this network. But the race is also on to regulate the NII and to find ways of attacking
and defending it.

Current Plans
Current plans for the cable system are for regional wide-area networks (RWANs) that go between
cities in a region of the continent with a capacity of 3 billion bits per second and are capable of
supporting up to 50 cities, and national wide area networks (NWANs) that serve an entire continent
and have a capacity of 10 billion bits per second or more. Current plans for telephone companies
include wiring far more fiber optic connections between central offices (COs) and implementing digital compression to allow moderate quality video phones, integrated computer and communications
services, and many other functions.

Futuristic Visions
The next advancement may be implementing fiber optic switching systems that have similar
switching capabilities to current telephone switches, but which switch optical fiber channels that
have channel capacities of a trillion (1012 ) bits per second, and are multiplexed into a million
simultaneous channels. One of these sorts of connections could serve a thousand households with a
thousand channels each, and would last well into the future without substantial enhancements. To
give you an idea of how much information could be moved with such a system, just one hundred of
these fibers channels could carry as many bits per second as all of the personal computers in the
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world combined can now generate.
In fact, it is hard to comprehend how an individual household could use a thousand television
channels worth of information. If 10 family members were each engaged in a 10 person conference
call, this would only use 200 channels.
SouthEast Bell seems to believe in the fiber optic concept and they are now in the process of
rewiring all homes receiving their service with fiber. Some of their competitors, on the other hand,
take the position that fiber optic cables will never go to every home. [180]
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Appendix B
Case Studies
The rather extensive case studies are summarized in the body of the text. The main bodies of the
larger reports are included here for completeness, to more thoroughly support the conclusions, and
to give deeper insight to readers interested in the details.

B.1

Case Study 3: XYZ Corporation

The Site Visit
The site visit was used to interview key members of XYZ staff and to personally view the
operations. The remainder of this assessment is based on this single visit, and its accuracy and
completeness are limited by that constraint.
The site visit involved interviews with several different groups of staff members, walkthroughs
of several key areas and typical workspaces, and minimal off-hours investigation.
Comments on the facts gathered during the site visit are indicated in specially
formatted areas such as this. These comments would not normally be
included in a report to a client, but they should give the reader a sense
of what goes through the analyst’s mind while listening to this information.

Operations Overview
XYZ Corporation has about 100,000 full-time employees.
Information systems at XYZ Corporation consist of approximately:
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Quantity
50,000
100,000
50,000
1000
10,000

Type
Unix Workstations
PCs running DOS
terminal emulators
External client dial-in systems
Authorized at home dial-in systems

This is probably far too many home dial-in systems for an operation of this
sort. It may make protection very expensive to effectively control.
Physical security is staffed by a poorly paid and transient outside guard force directed by an
internal staff member.
Low-cost guards are susceptible to bribes, tend to be transitory, and usually
aren’t willing to risk much for information protection. They tend to miss
work, miss scheduled walkarounds, do not remain very alert when performing
their duties, rarely notice and report minor inconsistencies, and are not
highly motivated. It is also easy to get hired into such a position with minimal
background checks, and once in place, it is easy to get assignments guarding
high-valued information assets.
Information Technology (IT) staff accounts for about 12,000 full-time members (about 12 percent
of the total work force).
There is no comprehensive and well-defined corporate information protection policy. It is the
feeling of staff members that the general corporate policies regarding honesty and integrity are
adequate to cover this issue.
This is a typical situation that is generally perceived as unimportant when, in
fact, it is a key element in detecting a more serious protection problem. Not
only is there no comprehensive policy, but people think they are covered by
some other policy. The effect is that protection falls between the cracks, and
this misperception indicates just how inadequate the training and education
process in the organization is.
There are no training or awareness programs in information protection, and protection is currently handled by line managers who independently make piecemeal improvements as they determine
a need, using their own budgets.
Not surprisingly, there is no training or awareness program and responsibility
is pushed to the lowest levels of management. This is a strong reflection on
the lack of policy.
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Internal audit covers some top-level elements of the IT department, but only performs an indepth protection audit when specifically requested and paid for by a line manager. This is rare
indeed. For example, no audit trails are generated or analyzed in most systems, of the systems
generating audit information almost none are periodically examined, and except for the electronic
funds transfer system, none are currently examined or analyzed in real-time.
Typically, internal auditors are understaffed for this sort of work, and should
not be tasked with it, but we see that nonauditors don’t appreciate this and
expect auditors to do tasks normally associated with systems administrators.
The auditors are likely to expect the systems administrators to do this, and
so this vital protection issue slips through the cracks.
About one quarter of XYZ Corporation staff members are replaced each year. Many of the
employees with major responsibility for information protection have been on staff for less than two
years.
This is not good. Financial industries have high turnaround rates, but it
is important that people tasked with protection be longstanding employees
because it makes it more difficult for outsiders to penetrate the layers of
protection by getting and holding positions of increasing responsibility. If
you are willing to risk 10 years in prison to take a few million dollars, why
not spend a few years as an employee, get paid along the way, and then take
tens of millions of dollars?
XYZ corporation currently uses consultants for much of its information technology work, and is
rapidly increasing its use of outside resources for this purpose.
There is a major movement toward outsourcing information technology
today, but there is also a great risk in that it places people over whom you
have no direct control in a position to cause great harm.

Group 1
The physical security force consists of a contract guard force and is directed by a single responsible staff member. This staff member sets and implements policy, which he states as protecting
facilities. Equipment is only peripherally involved. The value of information is ignored by the guard
force.
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Individual staff members should not be setting policy on their own. Policy
must come from top-level management. Protecting buildings is not an
adequate policy for protecting valuable information assets, and this is
reflected in the lack of attention to the value of information.
There are no written physical security standards or procedures. Informal and undocumented
standards are said to exist, but differing actions of different guards in response to the same events
indicates that the standards are inadequate to the task.
The guards each take their responsibilities differently, so that with minimal
probes, it is simple to find guards that will allow or even facilitate entry and
exit.
In most locations, the guards are only concerned with perimeter security. Although there are
walkthroughs at night, there is no specific notion of what to look for in these walkthroughs and
since employees often work at all hours, the guards don’t react inquisitively to people sitting at
desks in the middle of the night typing into computers.
The guards ignore protection of wire rooms, computer disks and tapes,
temperature and environmental controls, and other special facilities or
components that are important from an information protection perspective.
Some outside doors have card-key or coded entry pad access, but almost every employee knows
the entry codes and during the day, these doors are almost always left propped open to facilitate
traffic.
Anyone in a decent looking suit who acts like they belong can come and go
unnoticed.
No theft prevention devices are used.
Since entry is not prevented, no physical security is used for computing
facilities, and no theft prevention devices are used, it would be simple to enter
a facility, place several backup tapes in your pocket, and leave unnoticed.
Similarly, it would be easy to enter a facility with a floppy disk (perhaps
containing a program to initiate communications with the Internet or a
custom-made virus intended to disrupt the global network), place the disk in
a networked computer, run the program, and walk away with the disk. The
damage could be severe and protracted, and the attacker could go completely
unnoticed.

190

The staff member tasked with physical security responsibility is apparently unaware of any
incidents of physical intrusion or theft involving information systems.
Other staff members reported several minor incidents to us. This indicates
that the physical security team is out of touch with the rest of the organization
and that there is inadequate collection and reporting of data in this area. This
is probably a reflection on inadequate policies and procedures.
There are no testing programs for guards or physical security systems, and no alarms to detect
illicit entry.
This reflects a lack of protection policy which should require regular testing
of all components of the protection system.
Sweeps for physical intrusion and bugging devices are not performed and there is no consideration
of emanations security.
Since these sorts of attacks are common against high-value targets, it would
be advisable to have regular sweeps of select areas where key meetings are
held.
Pay scales for guards range from $6 to $12 per hour, and guards have a turn around rate of
about 50 percent per year.
Bribery is almost certain to work against some of these employees, and
resentment is likely. Consider that they are guarding the offices of people
who, in some cases, make more money each day than they do in a year.
During the site visit, we were able to enter facilities without badges or passes by simply walking
in next to employees. We were never questioned when we entered an employee’s desk area during
lunch and typed commands on their computer, which was logged in. Once inside the outer perimeter,
no guards were seen, and access to areas such as the mail room and rooms containing file servers
went unchallenged.
This seems to be a reflection of a general lack of concern for protection that
is deeply embedded in the corporate culture.
Physical security is funded on a per square-foot basis, and no priority is assessed to the value
of the assets being protected in the assignment of protection to those assets.
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This is a very common situation and is incongruous with rational allocation
of resources in an information intensive environment.
Line managers dictate physical security requirements in their own areas. The cost for physical
security is also budgeted out of a line manager’s operating budget.
The natural result is that physical security is inconsistent and there is a
reward for inadequate physical security in the sense of increased budget for
other operational requirements. Since the security of each area depends on
the security of surrounding areas, those who spend less lower the level of
protection for neighboring areas and get some benefit from neighboring areas
with increased protection.
Physical security is generally viewed as a service organization that is supposed to react to
incidents and not try to prevent them.
The reactive approach in physical security presumes that incidents are detected, but in practice, such attacks as the placement of listening devices and
tapping of cables is rarely detected without an explicit search. For example,
almost none of the listening devices commonly used by law enforcement are
ever detected.
The personnel department and physical security department don’t communicate effectively, so
an ex-employee’s physical access is typically unrestricted for a substantial period of time.
This is a symptom of inadequate protection management.
Physical security receives reports of about 25 stolen laptop computers and 50 other stolen
hardware components per year. No follow-up investigation is done and no suspect has ever been
arrested.
Apparently, there is not even a deterrent effort. One wonders what the
physical security force does.

Group 2
Data is transferred to clients via direct-line dial-out from PCs using standard modems. This
is implemented by users with almost no knowledge of information protection who must respond to
the promises of salespersons. There is a general lack of control over this sort of process.
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This is not likely to be very important because the employees sending
information out have legitimate access to the information. As a mechanism
to leak information, this is probably less effective than hand carrying a backup
tape out of the facility.
Poor passwords are common, passwords are commonly placed on computer screens, and the
Crack password guessing program commonly used by attackers guesses 75 percent of passwords in
a few hours.
This indicates a lack of training and education, a lack of effective protection
management, and a general disregard for corporate information assets.
Viruses infect local area networks about once per week. So far, they have all been cleaned up
by commercial products and they are more of a nuisance than anything else.
This indicates very poor controls and inadequate user awareness. Even a
moderate effort should reduce this rate dramatically. The idea that they are
only a nuisance indicates that the people charged with protection are unaware
of the serious nature of this threat.

Group 3
The corporate computing environment consists of:
• A mainframe computer that clears all financial transactions worldwide. The mainframe uses
the RACF operating system protection package to enhance access controls.
Centralized systems tend to lead to severe damage during downtime, but
are easier to maintain than a distributed version of the same thing. For
a large financial institution highly dependent on computers, it would seem
appropriate to have a backup site in a physically secure location. The RACF
operating system is highly vulnerable to attack, has minimal integrity and
availability controls, and has many widely published weaknesses.
• A global network provides voice, data, and video communications over leased lines between
offices in key cities throughout the world.
This has the potential for abuse because it tends to distribute trust very
widely. With billions of dollars at stake, there had better be some additional
coverage for this network.
193

• 50,000 Unixtm workstations run a variety of applications. About 1 percent of these systems are
file servers, and many of the file servers are also act as gateways between network segments.
There’s nothing fundamentally wrong with this configuration, but the use of
file servers for gateways introduces a lot of potential for harm unless they
are properly secured.
• 100,000 DOS-based PCs are in place. About 90 percent are networked into Novell file servers,
and about 10 percent are used as terminal emulators to access mainframes.
All of these systems are almost certainly vulnerable to viruses, all manner of
insider attacks and, if any of them are connected to the outside world, they
may all be vulnerable to external attack.
• 60,000 terminal emulators are connected via the network or telephone lines to the mainframe.
These are of special concern because the mainframe is responsible for the
entire financial assets and has an insecure operating system. The sheer
number of access points leads to concerns that auditing and detecting abuse
are likely to be inadequate.
• An unknown number of modems are connected through central sites and auxiliary ports on
computers throughout the corporation.
Unknown numbers of external connections spread throughout the corporation
indicate a severe lack of control. It is likely that many of these access points
are being probed for weakness and that if weaknesses are found, they are
being exploited on a regular basis. It is very hard to audit and detect abuse
on connections when you do not even know they exist.
• Several ISDN and T1 connections link networks at client and user sites onto XYZ Corporation’s global TCP/IP network.
This extends the protection requirement to all of the interconnected systems
at all of these sites. There should almost certainly be a secure gateway used to
connect all of these sites in order to prevent the extension of global privilege
to these locations. A comprehensive real-time auditing and audit analysis
capability should also be used for these connections.
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About 60,000 people at XYZ Corporation have user identities, but the total number of user
identities reported by systems administration is several times this many. Apparently, the same user
gets different identities on different systems throughout the corporation.
This indicates poor control and inadequate central administration. Multiple
user identities also introduce numerous entry points for attackers, many of
which are probably not used very often by their legitimate owners.
XYZ Corporation currently allows dial-in by vendor maintenance personnel and has no special
mechanism to control this activity.
This is a very common entry point for attackers. For example, most PBX
systems and timesharing systems can be easily taken over by well-publicized
methods over maintenance channels. Furthermore, the privileges available
from maintenance channels are generally sufficient to do a great deal of harm
in a very short time.
Electronic mail is used throughout the organization for internal memos, altering policies, making
hiring and firing decisions, and most other aspects of business operations. This includes changing
access to information systems.
Electronic mail is very handy, but it is also very easily forged and examined
in most current environments. Without a secure mail system, it is easy to
forge memos, examine mail traffic between specific parties to track corporate
strategy and tactics, look for specific sorts of memos to learn about potential
scandals, and disrupt operations by misdirecting or relabeling mail.
When connecting to the mainframe computer and Unixtm machines, a minimal notice that unauthorized users are not permitted is placed on the login screen, but no other information or technique
is currently used to notify or discourage potential attackers or legitimate users of restrictions or responsibilities. Remote logins proceed as plaintext transactions containing a user ID and password,
which are normally used for all access by an individual throughout the organization.
In New York State (where most financial institutions have major offices)
notice is required if civil cases against attackers are to proceed. The lack
of adequate notice makes many forms of entry impossible to successfully
litigate. Also, the use of plaintext passwords from remote sites opens them
up to attack. Additional precautions may be called for.
XYZ Corporation is connected to the Internet by way of Unix-based computer systems designed
to act as gateways between the Internet and XYZ’s internal computing facilities. These systems
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allow bidirectional computer mail, Telnet terminal access, and File Transfer Protocol (FTP) from
XYZ Corporation to other Internet sites. They are not supposed to allow incoming access other
than via electronic mail.
Unfortunately, this sort of protection is rarely done correctly, and requires
at least one full-time expert in order to operate the gateway with reasonable
protection. For example, the FTP protocol can often be exploited to allow
other activities, electronic mail can be used to send in an attack which
then opens a channel for external telnet access, and the sorts of activities
performed over this channel for such an organization rarely justify its
unlimited access to internal networks.
PCs are operated in Novell Netware networks and as standalone computers. There is no added
protection on most PCs, but there are site licenses to Norton Antivirus, McAfee Antivirus, and
Norton Encryption, none of which are used very uniformly or updated often. No evaluation process
was undertaken to determine the effectiveness of these products when purchased.
Many big companies purchase from major providers of anti-virus software
without realizing that this is very risky. The first problem is that many
of the attackers writing viruses explicitly design them to bypass the most
popular products. Another problem is that in large organizations, there
is a higher probability of entry by viruses, and thus it is more likely that
viruses undetected by these packages will enter and spread unnoticed. A third
problem is that in large financial organizations, there is enough potential
for financial gain to warrant writing a custom virus for a specific attack,
and these products are useless against such an attack. In some cases, these
defenses actually spread viruses faster than they would spread without these
mechanisms in place.
There is an effort to provide remote-control over networks to LAN servers and PCs. Some of
these systems are already operated on a remote controlled basis without any special protection
to prevent active tapping. LANs are uniformly used throughout the corporation with no special
protection.
Remote control is a very interesting feature, but the potential for abuse is
staggering. In essence, this permits any other user to act as if they were
sitting at your computer.
XYZ Corporation implements databases on Unixtm -based machines and PCs using an off-theshelf database product. In the case of Unixtm -based machines, file servers operate as database
servers.
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File servers are now seen to perform network gateway services, file services,
and database services. This introduces further dependence on these few
computers. A way to exploit this might be to overload the file server with
unimportant requests, thus tying up the gateway and disrupting database
access. If this database is like most, data integrity will suffer as distributed
locking mechanisms time out and computers attached to these databases may
not even report these errors or perform retries.
Servers are rebooted monthly to force users to reauthenticate. Users are unwilling to enter a
password to use a system and request staff members to disable screen lockout programs requiring
password entry.
Clearly, this environment permits any insider to access another user’s
account. This is probably viewed as unimportant because, despite the longstanding security statistic that insiders are more of a threat than outsiders,
most people don’t believe their fellow employees launch attacks. On the
other hand, this also permits maintenance people and guards that are hired
by outside firms unlimited access during off hours. Perhaps even more
importantly, this environment displays a lack of concern about information
protection.
The mainframe is used to store financial transactions and to allow employees and clients to
execute transactions. Mainframe data is controlled by a commercial database product which has
an inadequate protection that staff does not depend on. The mainframe operates under the RACF
operating system security package which is used to protect libraries used to generate and manipulate
application data. Prepackaged software is used to perform database structural modifications. This
software includes an automatic test and installation facility that detects errors in field use and other
similar problems.
Upon detailed examination, this test system is likely to be inadequate for
protection purposes. It probably only verifies that tables are properly accessed
and not that the proper operations are performed on them or that only
authorized programs manipulate them.
Applications are written in a special language. Several thousand applications programs exist
and all requests to add or modify libraries are subject to approval. Backout mechanisms exist for
program changes. Ad hoc testing is performed by IT staff responsible for program alterations, and
a general attitude of quality assurance is a part of the data center environment. No other change
control is in place.
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Accurately controlling several thousand programs requires a substantial effort
and adequate controls had better be in place to assure that the proposed
changes match the actual changes. Because of the high value of the data and
the ease of attack from an authorized program, it is vital to have a program
of strong change control, but they apparently have none. Ad hoc testing is
not adequate for this type of application. At a minimum, there should be a
very well structured testing program including regression analysis.
There have been several thefts of laptop computers and other computer hardware, including the
theft of several backup tapes. Other thefts may be taking place, but it is impossible to tell because
most small equipment is purchased under line manager budgets and there is no comprehensive
inventory control that crosses organizational boundaries.
The lack of a good inventory control system means that there could be
systematic attacks underway that go undetected because there is no method
to correlate them.
This group is aware of many protection problems and has requested funding from management
to correct the known deficiencies, but to date, no funding has been forthcoming. Furthermore,
they are generally too busy keeping systems operational to spend the time required to implement
information protection.
One of the things this organization doesn’t seem to realize is that by spending
more time on protection, they will save time spent in keeping systems
operational. For example, a reasonable change control system would make
emergency change backouts rare instead of common, and good protection
management would eliminate a lot of extra work required to administer
thousands of systems independently.
The staff is aware of many of the current protection problems but has no resources to pursue
solutions. Poor password selection is a common problem and no enhancement has been made here
either. In a simple test using a public domain password guessing program, over three-fourths of the
passwords were guessed within only a few hours. About one-fourth of the passwords were the user
ID, the user’s first or last name, or their employee number.
There is a pattern here indicative of sloppy overall controls, lax policy and
procedure, and poor management of the protection function. The password
examples are typical.
More than 500 people from all around the world perform systems administration and all of
them have unlimited access to systems throughout the organization. This is done to allow remote
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management and because no simple technological solution is currently in place to allow better
control.
Any of these people could modify the passwords on all of these systems
and thus deny services worldwide for at least several hours. With a more
concerted effort (e.g., typing a simple command on each of those systems),
information could be wiped out worldwide in a matter of an hour or less,
and it would take at least a day to get even a few of these systems
operational. Massive loss of financial data could result, the organization may
not be able to meet the clearing requirements for completing transactions for
several days, and the long-term implications could be devastating in such an
institution.
Many automated administrative functions are implemented as command scripts. These scripts
are stored on file servers and used to automate mundane management tasks on many systems. These
scripts are launched remotely and in many cases contain user identities and passwords required to
perform restricted functions. They are commonly left readable on file servers in order to allow
them to be centrally maintained and run from remote computers without the need to allow those
computers special access.
These scripts can thus be read by anyone on the network and the user
identities and passwords can be exploited to break into highly sensitive areas
in vital databases.
There is no special network protection such as encryption or physical security in place.
This leaves the entire global network open to (1) observation with public
domain software, (2) corruption with somewhat more effort, and (3) disruption with widely publicized techniques. Unless special precautions are taken,
outsiders as well as insiders will be able to exploit this in any number of
ways, ranging from theft of long haul communications services, to transfer
of fungibles, to theft of confidential information.

Group 4
Group 4 provides redundant communications lines in case of failures on primary circuits, and
locally manages telecommunications through a variety of PBXs.

199

The use of redundant communications increases resiliency against disruption, but care must be taken that the apparent redundancy is real. For
example, in this case, the supposedly redundant lines are provided by the
same carrier through the same cables. Any common mode failure such
as a cable cut would sever the redundant pair, leaving no communication
channels.
PBX break-ins occurred during the last three holiday weekends, despite the best efforts of the
staff to prevent them. Nevertheless, the staff members charged with this effort are now convinced
that their system will not be broken into again.
It seems almost certain that further break-ins will occur. If the last two
attempts at repair were inadequate, why should we believe that they did it
right this time? Upon more detailed study, it is likely that more entry points
will be found.
There is no cryptographic or physical protection for voice or data lines, but staff believe that
the protocols used to transmit data are so complex that nobody could ever decode the information.
The main concern of the staff is the increasing use of wireless communications.
If this were true, then how would they be able to decode the information at
the other end of the lines? The staff members appear to believe that because
they don’t know how the protocols work, nobody else can figure them out, but
of course this is foolish. This demonstrates their lack of knowledge in this
field and indicates a need for a strong program of education.
The major concern of this group is the broad access to data. Physical (i.e., paper-based)
information is seen as most critical.
This is not a very healthy attitude in the information age. Clearly, the value
of the information in electronic form is far higher than the paper information
in this business.
Dial-in lines are seen as a more serious threat than other telecommunications lines, but no risk
assessment has been done to associate numbers with these risks.
Without a detailed analysis, this is guesswork, and there are good reasons to
believe it could be wrong. For example, if the Internet gateway were bypassed,
it would provide a very high bandwidth connection to the global network.
There is concern over electronic transfers of fungibles which are easy to initiate and alter from
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anywhere on the internal network. There is no protection against an active tapper in the network.
Combined with the serious concerns about unlimited access to the internal
network, this appears to be a very serious threat indeed.
Leased lines and microwave radio links are used for high speed communications circuits between offices. There is no encryption or authentication on any communications line other than an
authentication used for Unixtm systems.
Without encryption and authentication, it may be impossible to determine if
any systematic attacks are underway.
Several toll frauds that exploit loopholes in PBX systems have been successful. They were
detected after the fact by the presence of large telephone bills on holiday weekends. The loss from
each incident was in excess of $100,000.
The detection of these incidents by excessive telephone bills indicates that
other toll frauds may be ongoing at levels below the threshold of detection.
For example, it would be an easy matter to take $1,000 per day during regular
business hours in telephone tolls without detection.

Group 5
Background checks are performed on all new employees to comply with corporate policy and
government regulations.
This is good, but upon deeper questioning, it was determined that this does
not apply to short term consultants or outsourced work. Since these comprise a substantial portion of the staff working on information technology,
additional effort is required.
Employees complete a form and an outside service provider does background checks of education,
credit history, and military service records over the last seven years.
It is pretty easy to create a false history for many of these checks, especially
if it is planned as a means for infiltrating an organization that has enormous
potential for insider financial abuse.
Employees start to work while background checks are done, and the checks are usually completed
in two or three weeks. No background check has ever resulted in an employee being terminated.
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It is hard to believe that a thorough background check of an average of
over 20,000 people per year (two year average turn-around and 100,000
employees) has never come up with any case where an employee had to be
terminated. Something is not right here.
All new employees are subjected to a drug screening by urinalysis. If a new employee does not
pass the drug test, it is retaken. Four failed tests result in termination.
It is hard to believe that none of the 100,000 employees uses illicit drugs.
Since nobody has ever been terminated, but several employees have failed
the first several tests, we suspect that after a few failures, employees resign
rather than face the potential of being fired.
During new employee orientation, employees are asked to sign a certificate of compliance with the
corporate policy statement which mentions the value of information but has no explicit protection
information. No training on information protection is performed during orientation.
Signing a compliance certification related to a general document is not a
very strong assurance measure. Most people who are presented with these
documents don’t thoroughly read them before signing, and few ask questions
about the contents. I have been repeatedly astonished to find that people are
surprised when I read documents before I sign them. When asked questions,
they invariably say that I’m the first person who has asked them a question,
and they have to refer the document to someone else for interpretation.
Equipment signed out to an ex-employee is supposed to be returned before the final paycheck
is sent and a procedure is in place to implement this policy.
The problem is that equipment is not usually signed out to an employee, so
there is no tracking to assure that this procedure reflects reality.
Procedures are also used to remove access and authorization from information systems.
This is a direct contradiction to other statements that no procedure is in
place to do this and is at odds with the reports of internal auditors. It seems
that the beliefs of this group do not meet the reality seen by other groups.
This implies a serious management problem.
No attempt has been made to link particular jobs with information sensitivity or access or to
include protection responsibilities in job descriptions or personnel evaluations.
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How can employee access possibly be removed when there is no linkage
between employees and their information-related job functions?
Exit interviews are conducted, with particular attention paid to employees terminated for cause.
According to staff members responsible for this function, there is no reason to believe that exemployees are motivated to do harm.
History shows that employees terminated for cause are indeed likely to do
harm. This indicates a lack of adequate training and education.

Group 6
The most desirable situation would be an environment in which authorized users could perform
legitimate operations unhindered and unauthorized users could not. The less effort required by the
user for protection, the better.
We all wish this were possible, but in today’s environment, it is not.
Substantial access problems exist for staff members who travel. Entry requirements are different
in different sites, and being identified as a legitimate employee sometimes presents a problem. A
single universal identifier would be highly desirable.
This is another common problem. Although technically it is feasible to
solve this problem, legally, there are restrictions on export and import of
these technologies that prevent universal identification without a great deal
of effort.
In current database systems, access to the entire database is either permitted or denied with no
middle ground for limited access.
This means that when several people use the same database, there is no way
to audit or control individual behavior. For example, the database used to
store sales commission data is accessible by all of the sales people, so a clever
sales person could take credit for other peoples’ work or assign themselves
select accounts.
Viruses consistently disrupted one area.
It is hard to understand why the people in this area haven’t resolved this
situation. It clearly indicates inattention to the problem.
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A bomb destroyed offices in one city. A second bomb was found by chance at a new site.
This obviously indicates a serious concern that has to be addressed.
Personnel doesn’t provide data in a timely enough fashion to allow accounts to be managed
properly when people change jobs or leave the organization.
The result is potential access to or modification of sensitive information by
unauthorized people.
Consultants are responsible for many of the trusted systems, and there are no standards or
bonding requirements placed on them.
Outsourcing is becoming popular, but the implications of this to information
protection may be severe. This issue should be seriously examined.
Illegal copies of software are used throughout the organization.
This potentially introduces civil and criminal liability, and a concerted effort
should be made immediately to resolve this problem. The clear implication is
that the legal department is not adequately involved in protection, and that
policy, standards, procedures, and training are inadequate.
Confidential information is thrown out without concern for proper destruction.
This indicates inadequate policy and procedures.

Group 7
In light of the recent World Trade Center bombing in New York, business continuity planning
is now being completed for all corporate facilities worldwide.
Late is better than never.
There is substantial concern about implementing such a plan properly, since it depends heavily
on the inputs from business units about what is critical to them. There is currently no way to test
the accuracy of the assessments made by the people in business units.
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Experience shows that this sort of activity works best in the context of an
overall information protection program. In this context, more cooperation
and better testing can be achieved.
Several systems have on-line audit trails implemented, but the vast majority of systems do
not use the audit capabilities available to them. Audit reduction tools are used periodically to
analyze the available audit data. These tools generate reports of potential violations. All current
information systems have been examined at least once. No audit trail or attempt at analysis is in
place in any system other than those explicitly listed in the audit reports.
This helps address select attacks on select systems, but does not reflect an
overall audit policy, probably has inadequate testing, almost certainly detects
only the most obvious attacks, and will almost certainly be bypassed by most
serious attackers.
User identities are audited periodically, and in every audit to date, unauthorized user identities
have been detected.
It appears that systems administrators wait for auditors to detect problems
and then react to them rather than proactively maintaining an adequate
protection posture.
Many critical bookkeeping computers have no detection capabilities.
Modified books would not be detected unless they triggered financial changes
detected by financial audit. For example, shifting profits and losses between
clients or commissions between employees would not be detected unless they
were so large as to attract obvious attention.
Information system related purchases are not tracked and for that reason, accurate inventory
control is impossible.
This confirms the previous concern about inadequate inventory control.
Numerous incidents have been detected or reported:

• An audit for illegal copies of software in a small percentage of the organization’s computer
systems indicated that $10 million dollars worth of illicit PC software is probably in use
throughout the corporation. The illegal copies were removed as they were detected.
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The fact that this much illegal software is detected indicates inadequate
policy, awareness, training, education, and procedures. It also introduces
the potential for very large civil and criminal penalties.
• Virus incidents are detected about once per week.
This confirms previous reports and indicates a lack of adequate attention to
long term prevention.
• An attempt to tap the CEO’s PC was detected by chance.
This indicates that a more serious problem may exist.
• A laser printer disappeared one day and observation cameras intended to detect such behavior
showed nothing.
This suggests an insider theft.
• Password guessing is fairly common, and in at least one case, an attempt was definitively
determined to be an illicit attempt at access.
This should result in serious action, but according to previous interviews,
nobody has been fired for any such incident. This seems to imply inadequate
personnel policy.
• There was one case of e-mail being used to get a computer operator to illicitly transfer more
than $1 million dollars. The money was eventually recovered and the person was caught.
This clearly indicates inadequate standards and procedures.
• Fungibles are commonly sent to the wrong account. Detected errors are repaired and reported
monthly to the managers in charge of those areas but no further action has ever been taken.
This indicates inadequate integrity controls.
• Forged accounts payables have been used to move fungibles.
Clearly, there is an insider threat.
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• One copy of PC-based usage logging detected unauthorized access on the average once per
month. No follow-on investigation was carried out.
This could easily indicate a systematic attempt to examine data in information systems throughout the organization, but without more auditing, there
may never be a definitive determination.

• There have been instances of terminated employees and consultants entering facilities without
authorization and for unexplained reasons.
Unexplained reasons means that they were never questioned and inadequate
follow-up was done. Entry by terminated employees indicates a lack of
adequate physical controls.

• Intruder incidents have occurred at several facilities. At least one entry was made through a
maintenance elevator.
This indicates inadequate physical perimeter control.

Tapes used for server backups are stored in the same physical location as the servers they back
up, and are not physically protected from theft or alteration.
This indicates a lack of adequate education, policy, procedures, and standards.
More than one quarter of policy and procedure documents are out of date at any given time.
This shows that the personnel department’s attempts to get everyone to
sign policy statements is not effective. Improved policies, procedures, and
management supervision is required.

Group 9
On the mainframe, passwords are set to a minimum length of four characters and a maximum length of eight. Vendor-supplied passwords are left in place, and passwords are commonly
programmed into hot keys
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Any other mainframe security depends on this authentication process, and
yet four character passwords are used. This is the system that stores
all financial data. This indicates a poor policy decision and inadequate
standards and procedures.
Transfers of stocks and bonds are essentially unprotected, even though the financial values of
these transactions can be as high as several billion dollars.
An outsider can guess a four-character password within only a few minutes,
and is then able to transfer billions of dollars worth of stocks and bonds.
This is clearly not a very good situation. It certainly indicates inadequate
policy, standards, procedures, technical safeguards, training, education, and
an overly lax attitude.
Users have expressed a desire for automatic terminal inactivity lockout, but security deliberately
took this capability out.
Perhaps insecurity is a better name for this group.
No formal risk assessment has ever been done.
Why am I not surprised?

Additional Information
The information provided during the site visit contained several inconsistencies and seemingly
unsubstantiated reports of incidents. In order to clarify these issues, we asked the point of contact
to follow up. Every incident was denied, including those that had already been publicized in the
press and reported to the police. Internal management sources assert that the denials of attacks
are false.
The staff members are becoming defensive and are probably nervous about
their jobs. They figure that denial of everything is the safest position.

Findings
When taken on their own, the many shortcomings identified in this report are cause for concern,
and some of them justify immediate action. But when taken in combination, they reflect an overall
lack of attention to an area that will likely have a great impact on the future of XYZ Corporation.
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Protection Management
Protection management is inadequate. This inadequacy appears to stem from the management
of information technology by line managers and a general ignorance of the issues of information
protection. Even when members of technical staff reported incidents and potential problems, management did little or nothing to address these problems.
The inadequacy of protection management is reflected in many ways, but perhaps the most
obvious one is the lack of an incident reporting system. The result is that even when incidents
occur, the knowledge of the incident is so localized that nobody can see an overall trend. There
could have been over a thousand locally detected incidents in the last year, and management would
never be aware of it. Without knowledge of the nature and extent of a protection problem, it is not
possible to coordinate an effective protection program.
The many lapses we found reflect most clearly on inadequate protection management. Until the
protection management problem is properly addressed, great risk will remain for the organization
as a whole.
The list of protection management problems is essentially endless. The only way these problems
are likely to be resolved in a meaningful way is by a concerted effort by top-level management to
put an appropriate management structure in place, place an appropriate person at the top of that
management structure, and provide adequate independent assurance that the structure operates
properly.
Protection Policy
A formal information protection policy should be established. At a minimum, this policy should
include:
•
•
•
•
•
•

Protection management personnel and responsibilities
Individual, organizational, and corporate responsibilities
Incident reporting and investigation requirements
Protection requirements in all areas listed in this report
Sanctions for policy violations
Exceptions to the policy

Standards and Procedures
Current procedures are the product of individual initiative. They are not consistent across organizational lines, and thus are not standards. Overall standards and procedures should be developed
by consolidating existing procedures where possible and developing new ones where appropriate.
In order to be effective, standards and procedures must be:

209

•
•
•
•
•
•
•

Documented in writing
Detailed enough to allow measurement of compliance
Practical and understood by those who implement them
Of real value to the business units they apply to
Tied to protection awareness, training, and education
Facilitated by knowledgeable and properly trained people
Periodically reviewed and revised to meet changing situations

Emphasis on the need for standards and procedures is a management responsibility and should
be implemented through the protection management structure created with the implementation of
a protection policy.
Documentation
There is a notable lack of necessary documentation. The lack of documentation is evident
both corporate-wide and within the business units we observed. The existence of select pieces of
documentation does not reflect an overall approach to creating, maintaining, distributing, and using
documentation.
At a minimum, documentation should include:
•
•
•
•
•
•
•
•
•
•
•

System hardware and software configurations
Formal risk assessments
Software acceptance testing
Protection countermeasures
Protection test and evaluation
Contingency plans
Disaster recovery plans
Business continuity plans
Incident response guidelines
Software change control
Proper use of licensed software

Documentation should be located where it will be used, clearly identified, and backed up by
accessible copies in disaster recovery and regional sites.
Protection Audit
The internal audit department has made a substantial effort to regularly audit information
systems despite a serious lack of adequate funding and personnel. Internal auditors have done a
good job of identifying obvious deficiencies, but in order for audit to become an effective protection
tool, a great deal more must be done. Internal audit had the most comprehensive list of incidents
and was more aware of the overall protection posture than any other group interviewed. Auditors
also had a good sense of where inadequacies existed and how they might be dealt with.
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This suggests that internal auditors should play a key role in improving information protection
and that they should be intimately involved in the creation of all aspects of the protection program.
External protection audit should be performed at least once per year to assure that internal
audit teams are properly performing their function.
Technical Safeguards
Almost all of the appropriate technical safeguards required for effective protection in this environment are lacking. Furthermore, the environment actively promotes practices which cripple the
effectiveness of existing technical safeguards. Current safeguards don’t detect or prevent even a
small percentage of known incidents. It is possible, perhaps even likely, that there are numerous
ongoing attacks at this time and that technical safeguards are not acting to alert anyone of their
presence.
Appropriate technical safeguards must be determined and implemented as soon as possible. The
highest exposures, such as the ability to transfer large amounts of fungibles, should be defended
against immediately, while other technical safeguards should be implemented in concurrence with
newly developed protection policy over time.
Incident Response
Incident response is reactive and ad hoc, and this is inadequate to the task at hand. An incident
response team should be put in place and centralized reporting and response should be implemented
with all haste. This team should maintain a database of incidents and assure that all incidents are
resolved in a timely fashion.
Testing
Testing needs to be enhanced. Although minimal testing is done according to vendor specifications, this only verifies that software is properly configured and compiled, and does not verify that
it operates properly. A rigorous test program for all aspects of information protection should be
instituted as part of the process of developing new protection.
Physical Protection
Time did not permit full investigation of a number of physical security and facilities issues
reported by staff members; however, it is clear that physical protection is inadequate.
If physical protection is to be effective, there must be an atmosphere that challenges outsiders
and an organizational will to have physical security. XYZ Corporation must evaluate the atmosphere
it wishes to maintain in conjunction with the protection to be afforded to determine an appropriate
mix of physical security measures.
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Personnel Issues
There is a sense in the personnel department that there are adequate policies and procedures in
place with respect to information protection issues, but this is not supported by the facts.
Personnel department enhancements that support information protection should be implemented,
including but not limited to enhanced new employee training, employee awareness programs, new
standards and procedures for employee termination, and improved communication with other departments.
Legal Considerations
The legal department is supposed to keep track of both domestic and international requirements. They apparently do not. Notice and consent is required in many jurisdictions in order
to enforce restrictions on use. The legal department has apparently not made any effort to have
this requirement enforced. Due diligence requirements are not met by current corporate policies
and procedures. Widespread use of illegal copies of software indicates a lack of attention to legal
requirements. The list goes on. The legal department should be trained in areas related to information protection and should be tasked with providing appropriate advice regarding all aspects of
the protection program.
Protection Awareness
No protection awareness program is currently in place. A concerted effort should be made to
implement a comprehensive program of protection awareness. This program should include at a
minimum:
•
•
•
•
•
•

One hour of training per quarter for all staff members
Coverage of all of the protection issues discussed in this report
Detailed instructions and documents on how to detect and respond to incidents
Explanation and discussion of corporate protection policies
Discussion of personal and corporate responsibilities
Discussion of recent protection-relevant events in the media

Training and Education
There is no substantial training and education in information protection at XYZ Corporation
today. A concerted effort should be made to provide adequate training and education to all personnel
with information protection responsibilities. This effort should, at a minimum, include training and
education in relevant specialty areas for:
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•
•
•
•
•

Managers
Auditors
Systems Administrators
Programmers
Guards

Organizational Suitability
XYZ Corporation seems well suited to the introduction of information protection at this time.
Current restructuring efforts make the environment amenable to change. At this time, staff members
strongly resist even minimal effort in support of information protection. If adequate protection is to
be attained, either these staff members have to change, or the corporation has to pay for protection
that requires no effort by these people. The latter will almost certainly be too expensive to attain.
Staff levels may require some adjustment. Typical figures for properly protected environments
are 20 users to each systems administrator. There may be special features of the corporate environment that affect these figures, but none were observed.

A Plan of Action
We recommend a comprehensive realignment of information protection posture. In order to
accomplish this realignment, the following four phase plan is proposed.
Phase 1
Extreme exposures should be immediately addressed:
• Secure the fungibles transfer capability. The current exposure is so great that a single incident
could severely damage the corporation and there is currently no meaningful protection in place
to prevent such a loss.
• Make a comprehensive set of backups and store them off-site. This is necessary in order to
assure that existing information assets are not lost due to accident or abuse.
• Install a corporate-wide real-time audit analysis and reduction system. This system should
automatically analyze audit trails currently being generated, generate and analyze audit trails
not currently being generated, and detect a wide variety of known attack patterns as they
occur.
• Perform a sampled protection audit of critical systems. This is necessary in order to determine
at a detailed level how systems currently in place are being used, whether there are widespread
ongoing attacks, what weaknesses are poorly addressed by administrative controls, and what
vulnerabilities must be covered in each class of system to provide adequate protection. A
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complete audit would be far too time-consuming, so random samples are used to provide
statistical data.
• Place minimal sensors and alarms in key areas. This is required in order to provide some level
of assurance that equipment and information critical to ongoing operation is not tampered
with or stolen.
• Perform a comprehensive audit for illegal copies of software and either remove the software or
purchase legitimate licenses. This is necessary in order to address possible criminal liability,
law suits, and negative publicity.

Phase 2
Planning should be initiated as soon as possible to provide long-term protection suitable to the
need.
• Form a comprehensive corporate information protection policy and implement it throughout
the corporation.
• Form an information protection advisory council. The purpose of this council is to act as
a focal point for making policy decisions about information protection, investigating reports
on protection incidents, hiring an appropriate corporate staff member to manage long-term
information protection requirements, and assisting that staff member in carrying out their
duties.
• Find a cost effective set of long-term protective measures suitable to the environment.
• Make information protection part of the overall planning process of the corporation. By involving protection as early in the planning process as possible, large cost savings and improved
protection result.
• Train staff members in the technologies implemented during the first phase of this effort.

Phase 3
After the first two phases are completed, a substantial set of technical, procedural, and personnel
measures should be implemented to provide proper protection.
Phase 4
After appropriate protective measures have been instituted, the fourth and ongoing phase of
activity will begin. In this phase, protection will be maintained and updated to reflect changes in
environment, technology, and organizational priorities.
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B.2

Case Study 4: The Alma System

Vulnerabilities and Protection Techniques
Three categories of vulnerability will be considered:
Vulnerability
Protection Issue
Leakage of classified data Secrecy
Corruption of information Integrity
Availability
Denial of services
Other aspects of protection will not be considered in this study, except in as far as they relate to
these issues of concern.
Alma secrecy requirements are fairly well understood in a general sense and are addressed by
existing regulations. The other issues are less well understood and are not adequately covered by
regulations. This assessment will primarily address the threats that are realistic over the operational
lifetime of Alma, and regulations will be largely ignored in our analysis.
There are several disturbing vulnerabilities in Alma as it currently exists and in light of its
potential deployment. These are briefly outlined here and detailed more fully below:
• Alma was originally designed to operate in a Tempest environment. It was not designed to
withstand any sort of threat in a non-tempest environment. The move from a Tempest environment to an open environment creates numerous and various vulnerabilities ranging from
problems of securing the hardware and software during distribution to maintaining operational
safeguards against field threats.
• Alma was designed as a prototype and, as in many such cases, is now being deployed operationally. The prototype requires some rework in order to improve performance, audit high
level events, improve systems administration, augment database labeling and integrity, improve reliability, and for other reasons not related to protection.
• The use of standard protocols for sharing information presents a number of vulnerabilities
that may weaken Alma protection and enable attackers to succeed with a very low workload.
The use of these protocols has to be examined in some depth to determine if the vulnerabilities
presented by them are worth the expense of covering them with additional safeguards and, if
so, to determine whether they can continue to be used in some cases or must be completely
redone.
• The data exchange between Alma and other systems has not been adequately addressed either
from a performance standpoint or from an integrity standpoint. The low bandwidth digital
diodes currently in use should probably be replaced by high bandwidth devices capable of
handling Ethernet speeds while providing protection against covert channels. There are also
cases where redundant data entry is being performed and in which the time differences between
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Alma entry and other entry is inadequately addressed. Several other interface issues are also
likely to cause problems in the future.
• Protection administration is inadequately addressed for a widely distributed set of Alma
systems. Although the current administrator appears to be quite well versed and probably
performs his duties quite well, there is no proper mechanism for training, testing, and assisting
in the systems administration process. History has shown this to be a key area of vulnerability.
• Integrity is not adequately addressed in Alma. There are almost no safeguards against corruptions in the LAN, in individual systems, of personnel, of software, of data, of protection
functions, of peripheral devices, or of external communications.
• Auditing is inadequately handled. The current mechanism does not provide a realistic way
for the systems administrator to read and understand audit data, but only a simplistic way
to view it.
• Availability is not adequately addressed. There are several single points of failure that could
seriously cripple or completely disable Alma, including a single corrupt systems administrator,
a single corrupt program propagating through the network, and various jamming techniques.
• Rapid adaption over time to new situations and inputs should be considered. It is likely
that Alma will be interfaced to many new input sources over its life cycle, and each of these
connections introduces a potential protection problem for Alma.
• Future networking enhancements are likely, and there is no protection plan in place for dealing
with such changes. If Alma is networked with other systems using imperfectly matched protection techniques, this networking is likely to introduce vulnerabilities to both environments.
• Field deployment introduces new problems of secure distribution. If rapid field deployment
is permitted, security provisions must cover distribution, installation, and maintenance of all
hardware and software components.

In the remainder of this report, threats will be designated with boldface abbreviations and
protection techniques with [bracketed italics] abbreviations. These abbreviations will then be used
in the tables for ease of presentation. For vulnerabilities, abbreviations begin with capital letters
as follows to designate our major areas of concern:
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Letter
T
R
P
D
PA
I
A
AV
F

Area of concern
Tempest
Retrofit/Redesign
Protocol
Data exchange
Protection Administration
Integrity
Audit
Availability
Field deployment

Tempest Problems
The move from a tempest environment to a non-tempest environment changes everything about
the hardware and software vulnerabilities.
• T-SWdist Software and hardware distribution have to be secured in the Alma deployment
process because anybody in the environment could place a device or a disk in a shipping
container and have a reasonably high degree of assurance that it would be inserted into the
system and used. [167]
• T-HWleak A transmitter/receiver in a computer or LAN hardware device could be exploited
to cause arbitrary denial, corruption, leakage, or accounting failure. [228]
• T-defect The use of off-the shelf hardware is a vulnerability in itself because of the ease of
modifying standard components, interrupting the commercial distribution environment, the
possibility of a known defect being exploited, the possibility of jamming to cause selective
denial, etc. [8] [187]
• T-Ebeam An incoming energy beam could be used to cause heating of select components
causing false input signals, reduced reliability, or even complete denial of services.
• T-HWjam Energy signals of sufficient strength can jam LAN cables, serial cables, keyboard
connectors, mouse cables, and other electromagnetic devices. [27]
• T-bugs Short wave-length radar can be exploited to listen to larynx movements and observe subliminal speech commonly used by operators while entering data such as passwords,
cryptographic keys, and other vital information. [107]
• T-emanate It would be a simple matter to plant or drop Van Eck devices proximate to an
Alma system and through them to retransmit emanations to extract timely mission specific
information. [220]
• T-IOjam Jamming can be effective against the cryptographically covered radio links used
in current Alma sites, which can disable portions of the network.
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• T-target The emanations from Alma systems could be exploited to guide weapons against
Alma installations, thus easing the targeting problem for enemies. [219]
• T-visual Video display outputs, keystrokes entered at keyboards, and lip movements could be
observed with cameras at visible or invisible frequencies and that data could be retransmitted
or magnified by observers at substantial distances (including airborne, satellite, ground-based,
and underground observation sites). [173]
• T-conduct Conducted emanations over power lines can be exploited to extract data from
computer systems. [220]
• T-physical Clothes, gifts, or other items shipped into the environment or distant observation
posts could be used to include audio or data receivers/transmitters to leak information from
the environment. This includes keyboard sounds which yield input sequences, voices, etc.
[229]
• T-audio Audio output devices can be exploited to transmit audio versions of electronic data
at non human-audible frequencies. These could be observed and retransmitted or directly
observed at considerable distance. Audio input devices could be exploited to introduce commands in a similar fashion, producing a bi-directional high speed covert data channel. [194]
One technique used to find certain types of hidden microphones is to use two ultrasonic generators at different frequencies, with a difference frequency in the audible range, to combine
in the microphone and produce enough tone to hear. This might be used to produce audio
“voice” commands in microphones used for voice control of systems. Likewise, the ability to
produce an audio varying small voltage on microphone leads could accomplish this. These
would bypass normal authentication procedures for a workstation in use. Microwave pulses
with the correct timing pattern could probably generate enough voltage to simulate keyboard
output to the workstation. It may be possible to detect and interpret the ultrasonic horizontal sweep signal from monitors to reproduce the display, through a tent, using a directional
microphone. Directional microphones are useful for 300 feet, or perhaps farther using speech
signal processing for conversation in tents.
• T-keys Cryptographic device emanations may be exploited to detect the cryptographic keys
or secret data during operation. Keys could be further exploited to introduce false information
into the network. [202]
• T-EMP EMP attacks operate far more easily against non-tempest equipment. [92] [91]
• T-Radar Normal air traffic control radar can cause interference and intermittent failures in
computer equipment within a radius of several hundred yards. [13]
• T-future In the future, the governments currently engaged in these sorts of activities will
likely expand considerably on these attacks. [63]
218

Two basic techniques are involved in reducing the threat from tempest attacks. One is to reduce
the emanations that can enter or leave an area, and the other is to introduce sufficient noise so as
to make the detection or modification of signals too difficult to attain at a reasonable price.
[noise] Noise can easily be introduced into the Alma environment to reduce the emanations
threat, but the amount of noise required to reduce existing threats to acceptable levels is not
yet known. This analysis would require the use of special-purpose hardware devices to test for
radiated and corruptive emissions effects in a real Alma environment under simulated or actual load
conditions. This would require several weeks of time and the use of specialized equipment. Once
proper levels are determined, hardware noise generation devices can be designed and implemented
to generate appropriate noise characteristics so as to reduce signal to noise ratios appropriately.
An appropriate plan would also be required to guide and train Alma installers on how and where
to place these devices to achieve proper effect. The estimated affect would be about one-third as
effective as emanations controls and no reasonable amount of improvement is feasible beyond that.
There are also devices available which sample both emanated and conducted signals from workstations, and adjust to output proper levels of confusing signals. They require a wire loop around
the workstation and cost several hundred dollars each.
[perimeter] Emanations can also be reduced by increasing the distance between sources and
sensors. Protective measures could be put in place so as to reduce the emanations threat by
searching and securing large perimeters on an ongoing basis. This is the least reliable of the
techniques considered here. Although it has low initial costs, it involves substantial amounts of
people time and training in order to be effective, substantially increases perimeter sizes and search
requirements, and is far less likely to be effective than the technical alternatives.
[shield] Emanations and introduced signals can also be greatly reduced by providing a tempest
protection environment specially designed for field use. Training would be required for installers and
a limited production run would be required in order to produce sufficient supplies to create enough
suitable hardware to supply numerous Alma systems. For a multilevel secure version of Alma,
we estimate the cost of shielding at $20,000 per 100 sq. ft. of floor space in a deployed setting.
Assuming that only classified components of Alma require coverage, this cost could be limited to
under $40,000 per installation. There is an added cost of about $10,000 for the first implementation
associated with finding and assessing vendors, testing the implementation to assure that it meets
the specifications, training installers, and so on. For a single level Alma implementation, the area
to be secured would likely be at least three to four times this large, for a cost of at least $150,000
per installation.
There is available material designed for portable shelters to shield emissions from observation
and targeting by RF missiles. If this were used several feet outside a tent, it might cut Tempest
problems enough to be worthwhile, if the main threat is from less than 20 or 30 degrees elevation.
Prototype Conversion
Although effective protection may be feasible without modifying the Alma software, there are
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some substantial opportunities to save time and effort, reduce vulnerabilities, and enhance performance through this effort.
• R-dbase A major problem in the Alma design is that there is no single interface to the
underlying (Oracle) database. Since each Alma call to the database comes from a different
module, there is no central way to introduce auditing at the Alma call level, authenticate
database contents, label data by security level, or encrypt data stored in the database.
• R-flex There is a potential vulnerability in only allowing one underlying database (Oracle).
A flaw or unknown limitation in that system, a vendor-placed intelligence threat, a protection
problem, a problem in Oracle distribution, a business failure, or other similar problems are
a serious threat to Alma’s future, and the DoD should move toward database independence
as much as possible. Moving the database calls into an independent module allows vendors
to compete for price and function in future Alma installations and allows Alma to adapt to
more environments more quickly.
• R-X11 The X11 interface to Alma has not been thoroughly examined and approved by
the NSA, and the protection mechanisms added to X11 are not adequate from an audit or
integrity perspective. [83] [79]
• R-stress From a reliability standpoint, it is likely that under high-load conditions and other
stresses, the current Alma system will have substantial failures. Even if current needs are met
under stringent test conditions, it is highly likely that as time passes, the nature and scope
of things Alma will be asked to do will greatly increase. By doing this work now, the DoD
will clear the path for future enhancements to Alma functionality and scope of operations,
while increasing current system reliability and reducing dependence on single-vendor database
solutions. [204]
• R-MLS Redesign will be critical if a multilevel secure version of Alma is to be implemented,
as this is required in order to effectively separate data of different levels, cover them with
cryptography, and track their movement through the network.
[redesign] A redesign of Alma for improved auditing, performance, reliability, authentication,
and classification would cost on the order of $1,500,000, and would dramatically reduce the overall
cost of securing the Alma environment.
[redoMLS] If a redesign were made toward a multilevel secure Alma implementation, the redesign
cost would likely be about $500,000 higher.
Both of these are one-time costs.
Protocol Issues
Alma currently uses four types of protocols, each of which has little or no protection capability
as currently implemented.
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• P-TCP The TCP-IP protocol suite has known vulnerabilities, including but not limited to
the ease of corruption and spoofing, ease of service denial, ease of leakage, and traffic analysis.
[18] These vulnerabilities result respectively from a lack of cryptographic integrity checking,
hardware limitations of media, the inability of TCP-IP to exploit redundancy for reliability,
a lack of cryptography for secrecy, and the exploitation of low channel usage as a technique
for scheduling. [93]
• P-NFS NFS is also used in Alma and this introduces additional problems including but not
limited to disk-caching-induced protection failures, different protection algorithms used for
remote versus local file access, and limited local denial of services when remote file systems
become unavailable. [40] NFS also has no coverage against the sorts of vulnerabilities specified
for TCP-IP.
• P-YP The network protocols currently used for remote authentication are inadequate to
provide proper protection, again due to the same sorts of deficiencies as TCP-IP, but also
including inadequate auditing capabilities, inadequate protection against password guessing
attacks, no protection against downloading password files and attacking them off-line, and
inadequate protection of automated update spoofing of local file system copies. [119]
• P-dbase The database-specific protocols used for performing remote database access also
have the same problems just described for TCP-IP.
• P-IO A different protocol suite is used for communications with peer systems and this suite
may also have similar problems.
The protocol vulnerabilities are particularly important in light of the lack of strong physical
security in the deployment of Alma. Any physical breech of the network or any of the computing
components introduces the possibility of corruption, denial, and leakage.
[newprotocols] The cost of rewriting protocols would be far too high to be of great value.
An estimated cost of $1,250,000 would be required to augment the existing protocols to include
a modicum of protection, but this would negatively affect long-term reliability, performance, and
compatibility.
[mls] + [shield] By moving to a multilevel secure version of Alma with cryptographic LAN
protection and Tempest protection for classified areas, the secret level components of the Alma
system could be secured. Shielding costs were discussed earlier, MLS software adds about $1,000
to the cost of affected workstations, and cryptography is already used between Alma areas.
[cmds] Another partial solution to the protocol problem would be the use of network-based computer misuse detection systems to detect protocol attacks in real-time. The cost of this protection
would be on the order of $250,000 plus $20,000 per Alma site.
Data Exchange
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Alma data exchange with other systems generally falls into five categories: peer exchanges with
other systems now existing and to be implemented in the future; read-only inputs from unclassified
systems and future systems; write-only outputs to other systems; downgrading of information from
other systems; and downgrading of information from Alma to unclassified systems. At present, each
of these exchanges is a problem.
• D-peer Peer-to-peer exchanges are not covered by any protection at present. There are no
audit records of these exchanges except as stored through editable Alma database entries,
which means that problems cannot be traced to their source and audit trails cannot now be
automatically and reliably analyzed for signs of abuse. There is no integrity checking to allow
the contents of messages to be properly assured, which means that protection relies entirely
on people noticing and correcting errors. This may be effective in some areas where targeting
information only makes sense with proper routing information, but in other areas, such as the
peer-to-peer connection with other systems and the future links to soon-to-be peer systems,
it is and will likely remain ineffective unless we do something about it. Furthermore, merely
detecting a problem without being able to correct it produces either reduced integrity or denial
of services.
• D-up Read-only inputs from unclassified systems are currently limited to 2,400 baud incoming serial lines implemented as digital diodes. The current implementation suffers from
low performance and poor reliability because it is over a serial line and because the digital
diode is implemented in a non-optimal fashion. Bandwidths up to 19.2K baud could probably
be reliably attained by improvements to the digital diodes currently in use, but higher (i.e.,
1-10M baud) connections require hardware that does not yet exist. There is also no assurance
that this information cannot contain interpreted code which could result in Alma corruption.
Any information that is automatically interpreted or can be caused to be automatically interpreted by misuse of Alma should have additional constraints placed upon it including, but not
limited to, syntax and semantics checking, and restraint to a limited function environment.
• D-up Write-only exchanges are currently assured by the recipient and the line used to perform
output. If these connections are not currently protected, Alma should implement protection
to assure that no protocol attacks can have an effect on Alma and to assure that Alma does
not receive any information via covert channels that it should not receive. There should also
be some sort of internal Alma cryptographic coverage to assure that if signals go out over
the wrong wire or if the cryptographic hardware covering the transmission should fail, signals
cannot be easily read by an enemy in a time frame that could harm a mission.
• D-down Information downgraded for use by Alma from TS systems is currently sent without
assurance that it cannot contain information that could be interpreted by Alma so as to cause
corruption. This risk should be handled in the same manner as the risk of read-only inputs
from unclassified systems is handled.
• D-down Information downgrades from Alma to base-management systems are not currently
provided. In order to provide these downgrades, it will be necessary to implement a guard ap222

plication and enhance internal Alma controls to assure that only unclassified data in unaltered
form is downgraded.
• D-reenter Redundant data entry is currently used because of the inability to downgrade
Alma data to other systems. In addition, the one-way links from current unclassified systems
cause integrity problems with database entries because there is no accurate date and time
information about when events took place, only about when the data was entered. Thus, a
more current status in Alma can be overwritten when a less timely entry is subsequently made
in an unclassified system and that information is transmitted to Alma. By allowing automated
downgrades in Alma, we can eliminate much of the incoming data from other systems and
some of the redundant data entry into those systems. This both lowers costs and enhances
integrity.
The most important items for providing enhanced performance and reliability while providing
strong protection for data exchanges are the implementation of high-speed digital diodes and a
secure automated downgrade facility.
[p-diode] For medium speed (i.e., 19.2K baud) digital diode applications, we can easily enhance
the existing digital diode design at fairly low cost and over a very short time frame. Something
like one person-month will be required in order to implement and test a digital diode of this sort
($10,000), and the cost per unit will be on the order of $100 each (assume 5 per site) in quantities
of several hundred. This would seem a reasonable solution for most of the Alma interfaces with
external systems. A medium speed digital diode would also be fairly easy to get approved by
security certification groups because it would be very similar to the existing approved design.
[e-diode] For high speed (i.e., Ethernet) digital diode applications, the cost will likely be far
greater in design time, in price per unit in quantity, and in time to get approval. Design time would
likely be on the order of six person-months ($60,000), and would result in an operational prototype.
Depending on the design, unit cost (not including design costs) will likely be in the range of $500
to $1500 per unit in quantity 100. The approval process will likely take longer because it is not
a simple enhancement to an existing approved technology, but the principles are the same, and
approval should not be excessively difficult to attain.
[ccs] [guard] [guard-HW] [cmds] [mls] Portions of this problem could alternatively be covered
with enhanced change detection and control via cryptographic checksums [ccs] , automated guards
[guard] , and the use of CMDS or a similar misuse detection system [cmds] in conjunction with a
multilevel secure implementation of Alma [mls] . A custom Alma guard for automated real-time
downgrading would cost about $500,000. If the guard hardware [guard-HW] were also required
(i.e., in a non-MLS version of Alma), it would raise the price by $10,000 per installation.
Protection Administration
Protection administration is a universal problem that has never been adequately addressed in
off-the-shelf systems. In Alma, at least the following problems exist today:
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• PA-doc PA-man PA-train Current practices are not well documented PA-doc + PAman and no training program PA-train is in place for training and maintaining the several
hundred systems administrators that may be managing Alma systems when they become
widely used. A protection manual should be developed to address this issue and a training
program should be designed to provide training and education.
• PA-Tprot PA-Tauthen PA-Taudit PA-Tpwd PA-Tadmin Current tools are inadequate to assure to a reasonable degree that workstations in Alma are properly configured
and used. This problem includes, but is not limited to, the inability to verify and correct
protection settings PA-Tprot ; inadequate assurance in the distribution of authentication
databases PA-Tauthen ; inadequate audit analysis PA-Taudit ; inadequate password complexity assurance PA-Tpwd ; and high complexity of administration PA-Tadmin . [119]
• PA-Aaccess PA-Ainteg PA-Apasswd PA-Aspoof PA-Aproc PA-Aactive PAAexec PA-Afiles PA-Aattack Inadequate alarms are currently available for real-time or
even delayed detection of attack or abuse. This includes such areas as illicit access attempts
PA-Aaccess ; integrity problems PA-Ainteg ; password guessing attempts PA-Apasswd ;
spoofing attempts PA-Aspoof ; process and file system problems PA-Aproc ; activity and
inactivity PA-Aactive ; execution of unusual programs PA-Aexec ; access to unusual files
PA-Afiles ; and known attack patterns PA-Aattack .
[newdoc] [newman] [newtrain] [training] Alma documentation [newdoc] and [newman] and
training [newtrain] can be addressed by about 5 person months of effort ($50,000) in conjunction
with several person-weeks of effort by current administrators. This is a one-time cost. As further
enhancements to Alma are made, documentation and training can be upgraded with an additional
10 precent level of effort. Once manuals and training techniques are developed, training can also
be provided for time and materials, or select Alma personnel can be used for training purposes as
desired [training] . This is estimated to cost about $5,000 per Alma system per year.
[cmds] [simptools] [newtools] Systems administration tools should be augmented to include
the capabilities listed above. This might be best done by a combination of CMDS or a similar
system [cmds] which is very strong in the area of alarm generation and audit consolidation, and
a set of simple tools [simptools] and new tools [newtools] for augmenting administration. Simple
tools are commonly available, and with only about $10,000 of effort, they can be integrated. More
effective tools would require about $100,000 of effort.
[mls] -[simptools] -[newdoc] In a multilevel secure version of Alma [mls] , both simple tools
[simptools] and protection documents [newdoc] are provided, which should reduce these cost
significantly, leaving only the Alma-specific protection techniques to be implemented.
[redesign] [cmds] [mls] [redoMLS] [custaudit] Most of the auditing and control problems
are addressed by the redesign of Alma [redesign] , the implementation of CMDS [cmds] , and an
MLS operating environment [mls] + [redoMLS] . Without this option, the cost of covering audit
[custaudit] will be fairly extreme (on the order of $2,500,000 initial cost plus ongoing time required
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of systems administrators that could otherwise be spent on useful work). Such an implementation
would be inadequate without at least the minimal redesign of Alma [redesign] .
Integrity Protection
Integrity is widely ignored in the computing community and Alma is no exception. The following
broad categories of integrity problems exist in Alma today:
• I-lan LAN corruption, forgery, active tapping, and aliasing are all possible in Alma. Without
additional coverage of the LAN, any physical attack on hardware devices can potentially result in widespread denial of services, corruption, leakage, and audit destruction. This includes
hardware manufacture, test, distribution, assembly, shipping to forward installations, installation, and use. This problem can only be addressed by very good hardware and personnel
security throughout the process, or by the use of cryptographic authentication of LAN traffic.
[7] [53]
• I-SW Software and/or data corruption, I-data inside computer systems in Alma are not
covered. Database data corrupted intentionally or by hardware error is undetectable. Corruption of system-critical files including audit trails, password files, and configuration files are
not covered and any of these can result in widespread corruption. Corruption in the operating
system, support systems, or applications software are not covered and any of these can result
in widespread corruption. Any corruption in one system can easily propagate throughout
Alma, thus extending the effect to widespread denial, leakage, corruption, and repudiation.
This requires, at a minimum, built-in integrity checking in an integrity shell mode in order to
provide effective protection. [52]
• I-prot Protection facility corruption is also possible in the Alma systems, including, but
not limited to, modification of protection settings on files and the resulting effect of these
modifications on devices and local and remote file systems. To properly address this problem
would require substantial enhancement of the Unix systems to include mandatory access
controls or the movement to MLS or other similar Unix environments at greatly increased
cost. A fall-back position would be to create a set of controls including internal monitoring
software on each file server, and the enhancement of the Alma and X11 software to provide
additional protection setting checks and real-time warnings.
• I-phys Peripheral devices are often treated as limited function devices, but most modern
peripherals contain general-purpose computers and, in some cases, they can be exploited to
attack systems. Network printers are particularly common as sources of denial, corruption,
and leakage. Other peripherals can sometimes be exploited so as to modify the operating
system in memory. This does not currently appear to be a serious threat to Alma, but as
technology appears and is integrated into the environment, this may become a serious problem.
Protection techniques include tracking and securing peripheral hardware from the womb to
the tomb and digital diodes to restrict activity to output or input as appropriate to the device.
Medium bandwidth digital diodes seem most appropriate to this application. [125] [205] [86]
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• I-HW Hardware integrity has been addressed elsewhere.
• I-IO External communications and data integrity have been addressed elsewhere.
• I-inputs Inputs from other systems should have limitations on input syntax and semantics,
and labeling, authentication, and encryption should be applied to all input from all sources
both before its arrival and as it is integrated into the environment. This would integrate
well into the effort to secure external communications and move Alma from a prototype to a
production environment.
• I-other Other input sources including software distribution, backup tapes, and other maintenance media represent avenues for the introduction of corruption and the leakage of data.
Policies and procedures should be in place for the use of these peripherals, and technical controls should be considered including backup encryption and authentication, secure software
distribution via encryption and authentication, and adequate change control over software.
[172] [75]
• I-transitive Transitive effects should be considered in all integrity analysis since the current design of Alma is highly integrated and allows very rapid dissemination of information
throughout the system, and thus a corruption will rapidly have widespread effect. [209]
[ccs] [embedccs] [mls] The majority of the software problems require cryptographic authentication [ccs] that can be attained for costs on the order of $150,000 in software and five person
months of effort for an additional $50,000. In untrusted systems, this capability should be embedded in other facilities [embedccs] which increases cost by an estimated $250,000. At present, there
is no alternative to this solution for attaining enhanced integrity other than using an MLS [mls]
to reduce the need to embed protection as heavily. With an MLS many of these requirements can
be reduced because of the ability to use the MAC capabilities to prevent corruption (e.g., system
software is at system low).
Auditing
In the current environment, no systems administrator can effectively use the audit data provided
by the system to detect or counter attacks either in real-time or on a post-mortem basis.
• A-OS Operating system data is too voluminous and difficult to understand to provide
meaningful audit analysis by a systems administrator. A minimal effort of three personmonths could eliminate this problem to a substantial extent. [138]
• A-lan Network-based attacks cannot be reliably detected without combining information
across platforms and there is no facility to provide this capability. This can only be addressed
by a network monitor. [203]
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• A-dbase Database auditing is inadequate because it is meaningless at the level audits occur
and does not associate actions with people and understandable Alma events. A more rational approach would be to provide audit trails in the interface between Alma and Oracle or
whatever other database may eventually be used. This would be a natural side effect of the
movement to a production environment described earlier.
• A-Alma Alma level auditing is non-existent and will be vital to detecting correlations or
the lack thereof between user actions and database and operating system events. Effective
application would also require a correlation between Alma events and database events by a
network monitor.
• A-extern No auditing of external information sources or sincs is provided, which makes
tracking attacks to their source very difficult. All incoming data should be audited, authenticated, marked with its source and security level, covered by a cryptographic checksum to
detect corruptions, and encrypted if it is classified.
• A-meaning No mechanism exists to combine the various levels of audit that are or eventually
may be available into a form that permits meaningful review. The combination of audit
information from multiple levels of auditing is one of the key ways we can assure proper
operation, and this can only be effectively done with a network monitor.
• A-monitor Network activity monitoring is non-existent in Alma. This would be necessary
in order to detect network-based attacks, statistical anomalies indicative of many physical
attacks, and other similar scenarios, assuming they were not otherwise covered. A network
monitoring and analysis system would be required to cover this vulnerability unless it is
covered from other protection mechanisms such as LAN encryption, authentication, and so
on.
It is clear that if auditing is to be effective in detecting attacks and acting to mitigate problems
that occur, it will be necessary to expend a substantial effort toward audit automation if only to
provide effective means for administrators to deal with the volume. Other aspects of auditing cover
various vulnerabilities, but may not be the most cost-effective covering technique or may be best
applied in conjunction with other techniques.
[cmds] [redesign] [custaudit] It appears that misuse detection [cmds] in conjunction with
Alma redesign [redesign] is the best solution to this problem. Alternatives require custom auditing
and analysis which likely cost on the order of $2,500,000 and end up less effective and less flexible
over the Alma life cycle. [custaudit]
Availability
Availability is not adequately addressed. There are several single points of failure that could
seriously cripple or completely disable Alma, including:
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• AV-admin A single corrupt systems administrator could bring down any given Alma installation with ease in a very short time frame and keep it down for an extended period. Similarly,
administrative error could disrupt services for several hours. [167]
• AV-prog A single corrupt program propagating through the network could easily disrupt
services, corrupt data, leak secrets, or repudiate responsibility. This could be sustained over
a long period of time and cause great damage.
• AV-power A power failure of sustained duration or of the uninterruptable power supply
could bring an entire Alma network down. Alma currently uses both an uninterruptable
power system and backup generators. These should be retained and properly managed. [92]
• AV-HWfail A single hardware failure in a processor or an IO port could cause substantial
damage to the current Alma implementation. This should be addressed for deployed versions.
• AV-lanfail A LAN failure could bring down a substantial portion of Alma in the current
design. This should be covered by proper redundancy.
• AV-jam Jamming techniques and other similar attacks could be used to cause Alma to fail
for sustained periods. [12] [77]
[decenter] [ups] [multilan] [multiserver] [redesign] The availability issue requires that systems
administration of a Alma network be decentralized [decenter] , that emergency power be provided in
a distributed fashion [ups] , that multiple networks be implemented to cover single failures [multilan]
, and that the database be replicated on multiple servers [multiserver] . Redundant servers are
already planned. Decentralizing network administration requires a slight redesign of the Alma
networking administration scheme. This would cost about $20,000. Redundant emergency power
would double the cost of current uninterruptable power supplies. A generator should also be included
with every Alma system as a backup, and should be tested regularly for proper operation and
adequate fuel supply. Multiple networks in Alma must be addressed if Alma is to be implemented
as an MLS system, and the addition of redundant networks would cost only about $2,000 per Alma
system. Efficient redundant file servers would require the Alma redesign effort described earlier
[redesign] and would be included in that effort.
Rapid Ongoing Adaption
In the current computing environment, rapid adaption of operational systems to differing sources
of input is vital to operational continuity in deployed situations and as technologies and capabilities change. This presents an ongoing design problem for Alma which will likely require retrofits
throughout its life cycle because of its high degree of interoperation with other systems. The current
design permits this sort of adaption in a fairly straightforward manner, but in order to facilitate protection in such an environment, it is advisable that these considerations be included in any redesign
effort. This requirement also contributes to the increased cost of using nonstandard protocols and
the savings afforded by an Alma redesign at this time. Otherwise, no specific coverage is indicated.
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Future Networking Enhancements
Future networking enhancements are likely and there is no protection plan in place for dealing
with this issue. If we allow Alma to be networked with other systems using imperfectly matched
protection, we may introduce vulnerabilities to both environments that neither had without the
other. It is advisable that every time a system is networked to Alma, a similar analysis be performed
for that system, and that an analysis of the interactions of the mechanisms on these different systems
be performed for each such connection. Otherwise, no specific enhancement is required for this
problem.
Field Deployment Issues
Field deployment introduces new problems of secure distribution:
• F-distrib Secure distribution of hardware and software must be used to prevent the hardware
and software from being corrupted at the point of manufacture, during shipment, or at any
other step in the process. Without secure distribution, arbitrary leakage, corruption, denial,
and repudiation can be easily attained by an attacker at very low cost.
• F-install Secure installation requires that corruption during installation be prevented and
that at installation, the integrity of the secure distribution and installation be verifiable.
• F-maint Secure maintenance requires that protection be maintained during maintenance
as well as normal system activities. This includes secure backups, secure reconfiguration
and restoration, secure channels for updates, suitably cleared maintenance personnel, secure
supplies and supply channels, and secure change control over hardware and software modifications.
[noTro] Hardware and software must be securely distributed from the manufacturer to prevent the introduction of Trojan horses into the system. This cost is nominally covered by secure
distribution costs and a slight fee for increased assurance from vendors.
[preconfig] Field-deployed systems should be preconfigured at a central site to avoid the protection problems associated with performing full installations in the field.
[sectransit] The fully configured system should then be broken down into components, labeled
for reassembly, and packaged for physically secure transit to the field location. Only fully sealed
packaging should be used for distribution because of the ease of introducing Trojan horses in relatively small and innocuous looking packages.
[field-proc] Field installation should consist of physically securing the site and introducing
all required Tempest, power conditioning, and other components before computers are introduced.
Computers and related components should be assembled last and only removed from their packaging
in the secured areas. We estimate that this will require about $5,000 of additional packaging and
other personnel costs for each distribution.
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[replacements] Replacement parts should be included in the distribution, and an additional
secure distribution capability should be provided for further replacement parts.
None of these requirements has substantial direct costs not already born in Alma deployment.
They require only good procedural controls and training.
Summary
The following tables summarize by listing each vulnerability, the sets of protection techniques
that cover it, and the costs of each protection technique, broken up into initial, per unit, and
total amortized over 50 units. A ’*’ is used to indicate that this solution only applies to the MLS
architecture, a ’+’ is used to indicate that this solution applies only to a non-MLS architecture,
and a ’ !’ is used to indicate items that only apply to systems without shielding.
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Vulnerabilities and Protection Techniques
Vulnerability
T-SWdist
T-HWleak
T-defect
T-Ebeam
T-HWjam
T-bugs
T-bugs
T-emanate
T-emanate
T-IOjam
T-target
T-target
T-visual
T-visual
T-conduct
T-physical
T-audio
T-keys
T-keys
T-EMP
T-Radar
T-future
R-dbase
R-flex
R-X11
R-stress
R-MLS
P-TCP
P-TCP
P-NFS
P-NFS

Protection
[field-proc]
[noTro] + [sectransit]
[noTro] + [sectransit]
[shield]
[shield]
[shield]
[noise]
[shield]
[noise]
[shield]
[noise]
[shield]
[noise]
[shield]
[shield]
[shield]
[shield]
[noise]
[shield]
[shield]
[shield]
[shield]
[redesign]
[redesign]
[redesign]
[redesign]
[redoMLS]
[mls] +[shield]
[newprotocols]
[mls] +[shield]
[newprotocols]

Vulnerability
P-YP
P-YP
P-dbase
P-dbase
P-IO[B
P-IO
P-IO
D-peer
D-peer
D-up
D-up
D-up
D-down
D-down
D-down
D-reenter
PA-doc
PA-doc
PA-man
PA-train
PA-Tprot
PA-Tprot
PA-Tprot
PA-Tauthen
PA-Taudit
PA-Taudit
PA-Tpwd
PA-Tpwd
PA-Tadmin
PA-Aaccess
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Protection
[mls] +[shield]
[newprotocols]
[mls] +[shield]
[newprotocols]
[mls] +[shield]
[newprotocols]
[cmds]
[cmds]
[mls]
[e-diode] +[guard]
[p-diode] +[guard]
[mls] +[guard]
[e-diode] +[guard]
[p-diode] +[guard]
[mls] +[guard]
[mls] +[guard]
[mls]
[newdoc]
[newman]
[newtrain]
[newtools]
[mls]
[cmds]
[ccs]
[cmds] + [mls]
[custaudit]
[simptools]
[mls]
[newtools]
[mls] + [cmds]

Vulnerabilities and Protection Techniques (continued)
Vulnerability
PA-Aaccess
PA-Ainteg
PA-Apasswd
PA-Apasswd
PA-Aspoof
PA-Aspoof
PA-Aspoof
PA-Aproc
PA-Aproc
PA-Aproc
PA-Aactive
PA-Aactive
PA-Aactive
PA-Aexec
PA-Aexec
PA-Aexec
PA-Afiles
PA-Afiles
PA-Afiles
PA-Aattack
PA-Aattack
PA-Aattack
I-lan
I-SW
I-SW
I-data
I-data
I-prot
I-prot
I-phys

Vulnerability
I-phys
I-HW
I-HW
I-IO
I-IO
I-inputs
I-other
I-other
I-transitive
A-OS
A-OS
A-lan
A-dbase
A-dbase
A-dbase
A-Alma
A-Alma
A-Alma
A-extern
A-meaning
A-monitor
AV-admin
AV-prog
AV-prog
AV-power
AV-HWfail
AV-lanfail
AV-jam
F-distrib
F-install
F-maint

Protection
[newtools]
[ccs]
[mls]
[cmds]
[mls]
[cmds]
[custaudit]
[newtools]
[cmds]
[custaudit]
[newtools]
[cmds]
[custaudit]
[newtools]
[cmds]
[custaudit]
[newtools]
[cmds]
[custaudit]
[newtools]
[cmds]
[custaudit]
[cmds]
[ccs]
[cmds] (weak)
[ccs] (weak)
[cmds]
[cmds]
[custaudit]
[cmds]
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Protection
[custaudit]
[cmds]
[noTro] + [sectransit]
[custaudit]
[cmds]
[guard]
[cmds] (weak)
[custaudit]
[ccs]
[cmds]
[custaudit]
[cmds]
[redesign] + [ccs]
[redesign] + [cmds]
[redesign] + [custaudit]
[redesign] + [ccs]
[redesign] + [cmds]
[redesign] + [custaudit]
[guard]
[cmds]
[cmds]
[decenter]
[ccs]
[cmds]
[ups]
[multilan] + [multiserver]
[multilan] + [multiserver]
[multilan] + [multiserver]
[noTro] + [sectransit]
[noTro] + [preconfig]
[noTro] + [sectransit]

Protection Techniques and Their Costs
Protection
[ccs]
[cmds]
[custaudit] +
[decenter]
[e-diode] +
[embedccs] +
[field-proc]
[guard]
[guardHW] +
[mls]
[multilan]
[multiserver]
[newdoc]
[newman] +
[newprotocols] !
[newtools]
[newtrain]
[noTro]
[noise]
[p-diode] +
[perimeter] !
[preconfig]
[redesign]
[redoMLS] *
[replacements]
[sectransit]
[shield] *
[shield] +
[simptools] +
[training]
[ups]

Initial Cost
200,000
250,000
2,500,000
20,000
60,000
250,000
0
500,000
0
0
20,000
n/a
50,000
50,000
1,250,000
100,000
40,000
n/a
10,000
10,000
n/a
n/a
1,500,000
500,000
n/a
n/a
10,000
10,000
20,000
20,000
n/a

Unit Cost
0
20,000
0
0
1,000
0
5,000
0
10,000
2,000
2,000
n/a
200
200
0
0
5,000
n/a
20,000
500
n/a
n/a
0
0
n/a
n/a
40,000
150,000
0
5,000
n/a

at 50 units
4,000
25,000
50,000
400
2,200
5,000
5,000
1,000
10,000
2,000
2,400
n/a
1,200
1,200
25,000
2,000
5,800
n/a
20,200
700
n/a
n/a
30,000
10,000
n/a
n/a
40,200
150,200
400
5,400
n/a

Analysis Method:
The chosen analysis technique is designed to find the minimum cost covering for the vulnerabilities considered. This technique uses a covering table like the example depicted here (this sample
depiction is not accurate):
Analytical Technique
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Vulnerability,Protection
Downgrade Leakage
Upgrade Leakage
Program Corruption
Network Corruption
Tempest
...

Integrity
yes
yes
yes
no
no
...

CMDS Guard Noise
no
yes
no
no
no
no
yes
no
no
yes
no
no
no
no
yes
...
...
...

Walls
no
no
no
no
no
...

...
...
...
...
...
...
...

At least one “yes” is required in each row if we are to “cover” each vulnerability with a protective
technique. The following algorithm can be used to derive a list of candidate covers:

1. If only one yes covers any given row, the technique in that column is required in order to
cover the corresponding vulnerability. Select the column with that yes as “necessary”. Since
all rows covered by the necessary column are now covered, remove those rows from further
consideration. In the preceding example, CMDS and Integrity checking are necessary because
they are the only covers of Network Corruption and Upgrade Leakage, respectively. Since
these techniques also cover all other vulnerabilities listed except for Tempest, all of the other
rows are removed.
2. If there are columns left without a yes, remove them from the matrix. In this example,
Guard is removed, since it provides no required coverage. We are now left with only trade-offs
between competing techniques.
3. For each remaining technique, if any one technique both costs less than or the same as another technique, and covers everything the other technique covers, remove the more expensive
technique. This selects in favor of techniques with equal or superior coverage and lower or
equal costs.
4. For each remaining technique, select that technique, act as if it were necessary under the
preceding criteria, and proceed through these steps until there is nothing left to cover. This
process will generate a set of all possible minimum cost covers.
5. Add the costs of the list of items selected for each minimal cost cover, and select the cover
with the lowest total cost. This will produce the lowest cost single cover.

The correctness of this technique will not be shown here, but it is very similar to covering
problem solutions used in other fields and follows the same theoretical process.
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MLS Implementation Protection Techniques and Their Costs
Protection
[ccs]
[cmds]
[decenter]
[field-proc]
[guard]
[mls]
[multilan]
[multiserver]
[newdoc]
[newtools]
[newtrain]
[noTro]
[noise]
[preconfig]
[redesign]
[redoMLS]
[replacements]
[sectransit]
[shield]
[training]
[ups]

Initial Cost
200,000
250,000
20,000
0
500,000
0
20,000
n/a
50,000
100,000
40,000
n/a
10,000
n/a
1,500,000
500,000
n/a
n/a
10,000
20,000
n/a
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Unit Cost
0
20,000
0
5,000
0
2,000
2,000
n/a
200
0
5,000
n/a
20,000
n/a
0
0
n/a
n/a
40,000
5,000
n/a

at 50 units
4,000
25,000
400
5,000
10,000
2,000
2,400
n/a
1,200
2,000
5,800
n/a
20,200
n/a
30,000
10,000
n/a
n/a
40,200
5,400
n/a

nonMLS Implementation Protection Techniques and Their Costs
Protection
[ccs]
[cmds]
[custaudit] *
[decenter]
[e-diode]
[embedccs]
[field-proc]
[guard]
[guardHW]
[mls]
[multilan]
[multiserver]
[newdoc]
[newman]
[newprotocols] !
[newtools]
[newtrain]
[noTro]
[noise]
[p-diode]
[perimeter] !
[preconfig]
[redesign]
[replacements]
[sectransit]
[shield]
[simptools]
[training]
[ups]

Initial Cost
200,000
250,000
2,500,000
20,000
60,000
250,000
0
500,000
0
0
20,000
n/a
50,000
50,000
1,250,000
100,000
40,000
n/a
10,000
10,000
n/a
n/a
1,500,000
n/a
n/a
10,000
20,000
20,000
n/a

Unit Cost
0
20,000
0
0
1,000
0
5,000
0
10,000
2,000
2,000
n/a
200
200
0
0
5,000
n/a
20,000
500
n/a
n/a
0
n/a
n/a
150,000
0
5,000
n/a

at 50 units
4,000
25,000
50,000
400
2,200
5,000
5,000
10,000
10,000
2,000
2,400
n/a
1,200
1,200
25,000
2,000
5,800
n/a
20,200
700
n/a
n/a
30,000
n/a
n/a
150,200
400
5,400
n/a

The Covering Table Results
The covering tables for MLS and non-MLS designs with and without shielding were generated
from the Alma data previously described. These results are summarized by the following cost table:
Design Choice
Initial cost Unit cost
MLS w/shield
3,140,000
74,000
MLS w/o shield
4,390,000
54,000
NonMLS w/shield
2,690,000
184,200
NonMLS w/o shield
3,940,000
54,200

ea.(1)
3,214,000
4,444,000
2,874,200
3,994,200

ea.(10)
388,000
493,000
453,205
448,200

ea.(50)
136,800
141,800
238,000
133,000

The key to understanding the trade-offs for substantial numbers of Alma systems seems to lie
in assessing two issues:
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1. Is it worth forgoing the coverage of shielding for a savings of $3,000 per Alma? (This is the
cost difference between the lowest cost non-shielded version of Alma with coverage and the
lowest cost shielded version of Alma with coverage.)
2. Is the extra operating expense of running a system high (non-MLS) Alma more than the
$3,000 saved on each Alma by using a non-shielded non-MLS implementation?
It seems clear that the expense of running system high will greatly exceed $3,000 per system,
and that the cost of shielding the classified portions of Alma is far less than the potential benefit
in reducing attacks.

B.3

Case Study 5: The DoD and the Nation as a Whole

Throughout the rest of this case study, the term we is used. In the original report, this referred
to the information security organization within DISA for which this report analysis was performed,
but in my opinion, the responsibility lies with all of us to assure that these things get done.

Information Assurance Is a Military Readiness Issue
We should strive to ensure that senior decision-makers come to understand that the assured
availability and integrity of information are essential elements of U.S. military readiness and sustainability so that they will provide adequate resources to meet this looming challenge.
Military capability is: “The ability to achieve a specified wartime objective (win a war or battle,
destroy a target set). It includes four major components; force structure, modernization, readiness,
and sustainability.” [117]
• a. force structure - Numbers, size, and composition of the units that comprise our Defense
forces; e.g. divisions, ships, air wings.
• b. modernization - Technical sophistication of forces, units, weapon systems, and equipment.
• c. readiness - The ability of forces, units, weapons systems, or equipment to deliver the outputs
for which they were designed (includes the ability to deploy and employ without unacceptable
delays).
• d. sustainability - The ability to maintain the necessary level and duration of operational
activity to achieve military objectives.
Readiness assessment generally involves such factors as people authorized and on hand, their
skills and training; operational status of equipment, the time to repair, degree of degradation;
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training status of units, recency of field exercises, command-post training; and other more detailed
factors. In the age of information warfare, everyone in the military must recognize that the readiness
status of forces, units, weapons systems, and equipment depends on the status of the information
infrastructure. An assessment of readiness should include such questions as:
•
•
•
•
•

Are there enough information workers and managers on hand?
Are they properly trained in detecting and reacting to information attacks?
How recently have they undergone defensive information warfare training?
What is the readiness status of the information infrastructure?
How much stress can the infrastructure take at this time?

Currently, the DoD appears unable to take comfort in the answers to these questions. Training
programs to prepare information workers for the prevention of attack, detection of intentional
attacks, differentiation of malicious from mischievous from accidental disruption, and the recovery
steps to undertake do not exist. Worse, there is no analysis indicating how many people with
what sorts of training and skills are required to operate successfully in an information warfare
environment.
The DoD depends on the DII at least as much as it depends on its logistics structure for battle
readiness, and yet the DoD does not treat them in the same light. The DoD must assess information
assurance as a readiness issue. It must incorporate information infrastructure readiness into the
overall military readiness assessment, and it must treat DII readiness as a component critical to
overall battle readiness. A recent awareness campaign has had a substantial effect on the top levels
of government; however, the awareness must be spread throughout the DoD in order to have lasting
effect.

National Planning Should Reflect Information Age Warfare
In any conflict against an information warfare opponent, the
information infrastructure will take battle damage. Whether the
war is military or economic, and whether the weapons are bombs
or computer viruses, in order to continue as a nation under this
sort of attack, the NII must automatically detect, differentiate,
warn, respond, and recover from disruption.
There must be enough redundancy to meet bandwidth requirements during anticipated levels of
disruption, sufficient firewalls to prevent disruption from spreading, sufficient mechanisms to make
recovery and reconstitution of the NII feasible in an appropriate time frame, and sufficient training
and support to allow that reconstitution to safely take place. In order to meet budget constraints,
we must find ways to do this at a tolerable cost.
It is not reasonable to expect that technicians will be able to detect, differentiate, warn, respond,
and devise work-arounds for each attack in real-time, and in the case of remote components, they
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may be unable to gain access to do these things at reasonable cost. For this reason, the designers of
the NII must devise mechanisms that are as nearly automatic as feasible, and have built-in resiliency
that, at a minimum, puts these mechanisms into known and controllable state sequences when they
become ineffective over a period of time. This is very similar to the requirements on remote space
exploration vehicles, except that the NII must be designed to behave in this fashion even during
hostile attack and at a far lower cost.
We Must Retain Flexibility
In order to spend money wisely and still be properly prepared, the NII must retain flexibility to
adjust to changes in direction and applications over the next 20 years. Compare U.S. war fighting in
1975 to 1995. Predicting 2015 is not a simple matter. Compare business computing over the same
time frame. Rather than trying to make a 20-year prediction and hinging enormous amounts of
money on being right, we should use designs that ensure an NII capability that is flexible enough to
adapt with the times. Fortunately, information systems are easily made flexible, but unfortunately,
that flexibility leads to vulnerability to disruption. The designers of the NII must devise information
assurance techniques that allow flexibility without increasing vulnerability.
Information Assurance Policies And Standards are Needed
Most current information protection policies include requirements for availability and integrity,
but these features are always mentioned along with secrecy. When this policy is translated into
implementation, the information assurance elements are usually ignored. An example of this is
the recent draft versions of the Defense Information Systems Network (DISN) specification. The
top-level goals include almost equal emphasis of these three elements of information assurance, [66]
but in the design process, there is often a deemphasis of information assurance and an emphasis on
secrecy. [67] There seem to be two reasons for this, and top-level attention is required in order to
resolve them:
• Information assurance is usually brought up in conjunction with protection of classified information. Even though these areas are distinctly different, they are specified, discussed, and
addressed together.
In order to assure that information assurance is adequately addressed, policy makers should
separate the information assurance requirements from the secrecy requirements, and make it
explicit in policy documents that they are separate and different.
• There are no information assurance standards explicitly referenced in top-level specifications.
When specifications are translated into implementations, standards influence a large part of
the design process. Standards are commonly viewed as checklists that have to be met, and
where no standards are specified, there is no checklist, and thus no features are implemented.
To assure that information assurance is properly and consistently practiced, we should develop
a set of information assurance standards for the NII that address disruption.
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We should engage on a program of education to ensure that the top-level technical managers
responsible for designing and operating the NII understand the issues of infrastructure design as
opposed to typical system design and can help make design decisions that will satisfy the changing
requirements over the lifetime of the infrastructure.

We Should Addresses Current Weaknesses
In order to transition existing systems into the NII while providing appropriate information
assurance, we must first understand the weaknesses of existing systems, and then find ways to
provide these systems with the information assurance features required in order to operate in the
NII environment.
A key step in this process is performing a threat assessment which can be used as a baseline
for vulnerability analysis. If properly done, such a threat assessment will bring to light a variety of
new threats and threat sources that have not historically been considered.
Once the threat assessment is completed, vulnerability analysis of the most common classes
of systems can begin in order to create baseline vulnerability assessments of the major classes of
systems without performing an expensive and unnecessary exhaustive analysis of each system on a
piecemeal basis.
While vulnerability analysis is underway, mathematical life-cycle cost and coverage analyses of
potential defensive measures against identified threats in different classes of environments can be
performed. As vulnerability assessments become available, the results of these assessments can be
used in conjunction with defensive measure analysis to identify minimum cost protective measures
required to cover identified threats.
As threats, vulnerabilities, and defensive measures are made available to program managers,
they can make risk management decisions and implement appropriate controls in keeping with
budget and other constraints.
Technical Vulnerability Should Be Assessed
NII planners should undertake a substantial study of existing and planned NII components in
order to understand their vulnerabilities to offensive information warfare and determine appropriate
actions to provide information assurance during the interim period before the NII and enhanced
components are fully developed. Specifically:
• Perform disruption oriented assessments to identify potential vulnerability.
• Perform safe and authorized experiments to more precisely assess the extent to which accidental and intentional disruption has been addressed in the NII components in place today.
• Analyze the overall NII in conjunction with these analytical and experimental results to assess
overall NII vulnerability to disruption today.
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• Determine methods by which existing and proposed NII components can or should be cost
effectively upgraded or replaced over time to provide enhanced information assurance for the
NII.
There are some limited but proven scientific theories about vulnerability to intentional disruption, [44] [43] and these theories can be used to form hypotheses about potential information
assurance problems. From these hypotheses, the government and key industry members should
sponsor the development of experiments to confirm or refute the existence of actual vulnerabilities, provide immediate awareness of their existence to information assurance personnel, and form
approaches to removing or reducing their impact on the NII.
Something that should be clear from the start is that it will be infeasible to analyze software in
most existing systems for potential vulnerabilities. The DoD alone has more than 500 million lines
of customized software in operation today, and the vast majority of it has never been examined for
information assurance properties. With that much unexamined software, it is prudent to assume
that malicious logic weapons have been implanted.
One way to enhance assurance in networked systems at a very low cost is to provide an external misuse detection capability at the network level. These sorts of enhancements can provide
substantial protection improvement at minimal cost, remain flexible enough to be adapted as the
NII expands, and can provide a backbone for long term automated detection and response. Such
systems exist today and anyone with a substantial network should consider using them. [72] [137]
[136] [105] [176]
In the course of assessment, improved procedures, standards, and documents should be generated
to capture and disseminate the limited expertise currently available in this field. A mentor program
might also be used to develop more expertise in this area.
Human Vulnerability Should Be Addressed
According to one recent report, [80] the root cause of 30 to 40 percent of failures in digital
cross connect systems is human procedural errors and this is the cause of more disruption than
any other single source. Many industry studies show similar results for other classes of information
systems and networks. One report claimed that more than 80 percent of reported intrusions could
have been prevented by human procedures. [17] Another author posted to the risks forum that the
lack of information from the current computer emergency response team (CERT) caused numerous
disruptions to take place and kept them from being prevented, detected, and corrected. [181]
“High reliability organizations are defined as high-risk organizations designed and managed
to avoid catastrophic accidents. The organization is high-risk due to the high complexity of the
technology. Examples include air traffic control and nuclear reactors. . . . increasing numbers of
serious errors will occur in high-reliability organizations, . . . data is lacking on ways to avoid exceeding human capacity limits, and . . . design and management strategies to allow safe operation
are not understood. . . . These organizations have several distinguishing characteristics in common:
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hypercomplexity; tight coupling of processes; extreme hierarchical differentiation; large numbers
of decision makers in complex communication networks (law of requisite variety is cited); higher
degree of accountability; high frequency of immediate feedback about decisions; compressed time
factors measured in seconds; more than one critical outcome that must happen simultaneously.”
Another study is cited to show that designers are often unaware of the human limits to operating
such systems. “However, as Perrow points out . . . Designers tend to believe that automatic controls
reduce the need for operator intervention and errors, while operators frequently override or ignore
such controls due to the constraints . . . ”. [183]
We have to assure the resolution of the role of human components of information assurance to
properly protect the NII. There are generally three strategies for improving this situation:
• Automate more human functions.
• Improve human performance.
• Use redundancy for integrity.
It is generally beneficial to automate functions for enhanced reliability whenever automation
enhances performance, reduces cost, or provides other desired benefits. Unfortunately, while we
spend a lot of money on enhancing automation for other tasks, one of the areas where automation
is severely lacking is protection management. A simple example is the lack of administrative tools in
most timesharing computer systems. Systems administrators are expected to keep systems operating
properly, and yet:
• There are typically millions of protection bits that have to be set properly to prevent disruption
and there are virtually no effective or supported tools to help set, validate, verify, or correct
them. [43]
• The DoD requires systems administrators of many systems to examine audit trails daily for
signs of abuse, but it is virtually impossible for people to detect intentional disruption by this
process, and the time and effort consumed in this activity is quite substantial. [2] According to
one report, audit records for a system with seven users executing an average of one command
per minute over a period of six hours results in 75 Mbytes of audit data! [176]
• Current audit analysis requirements don’t require real-time analysis or response. Even automated audit reduction tools are inadequate in today’s environment if they cannot act in
near real-time, because disruptions can spread through a network at a very high rate unless
response times are very short. For example, one AT&T switching system will disrupt the
local central office unless failures are detected and responded to within 1.5 seconds of their
occurrence. [165]
• Local area network administration tools are just now emerging, and the few tools that are
commercially available open unlimited opportunity for intentional disruption. Some of the
most powerful tools for network analysis are available for free and allow even an unsophisticated user to observe network packets. In many current local area networks (LANs), this
allows passwords to be observed as they are entered.
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“Research has shown that performance of certain types of control room tasks increases if the
operator has some knowledge of the functioning of the process.” [116]
Improving human performance is most often tied to motivation, training, and education, and
again, there is woefully little of this in the information assurance area. Educational institutions do
not currently provide the necessary background to make training easy, [44] and existing training
programs in information assurance are not widely incorporated in the military or industry. These
areas must be addressed if we are to provide information assurance for the NII.

Real-time Prioritization Should Be Addressed
In order for the NII to react properly to malicious disruption, it must be able to prevent disruptions where possible, and detect and respond appropriately to disruptions when prevention is
not possible. In plain terms, the operators of the NII must be able to manage the damage. During
periods of substantial disruption, there are likely to be more tasks to perform than bandwidth
available to perform them. In an economic model of a high demand, low supply situation, the value
of services naturally increases and usage decisions change to reflect the relative values.
It would be prudent to create an analogy to this economic theory for NII priorities so that
the network manager can design a priority assessment and assurance scheme so that the value
of information passed through the degraded NII is higher per bit than that passing though the
non-degraded NII. Someone needs to specify metrics for, assess value of, and assign priority to
information as a function of value at that time and the NII must use these metrics to prioritize
its behavior. A sound start in this area could be achieved by developing a national version of the
commercially oriented Guideline for Information Valuation. [113]
If the priority assessment scheme is not a fully automatic process, the NII may have a profound
problem in reacting in a timely fashion. The first problem is that if people have to react, they are
inherently limited in their reaction time. If the attack is automated, and peoples’ reaction times
limit the defense, it may be possible to design attacks that vary at a rate exceeding the human
ability to respond. A knowledgeable attacker who understands reflexive control may exploit this
to create further disruption by misleading the people into reflexive response, and exploiting those
responses to further the attack. [95] A fully automatic response may have similar reflexive control
problems except that it is potentially more predictable and normally far faster. This is where design
flexibility must also come into play.
Priorities Should Be Properly Addressed Over Time and Circumstance
Information assurance issues must be flexibly prioritized and adapted as needed in order for
the NII to behave properly over the range of operating and disrupted conditions. The metrics
associated with information should be evaluated differently in different situations and should include
such factors as time, value, criticality, locality, and redundancy. Each of these values should have
an effect on the manner in which the NII prioritizes activities, while each should be controlled by
different mechanisms to assure that an attacker cannot circumvent a single mechanism and exploit
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this to dominate activities.
Even in the most dire of circumstances, unconditional pre-emption should not be the method
of choice for prioritizing scarce services. The problem is that pre-emption results in service denial
for the pre-empted and, if the assessment of priorities is not accurate, it may be highly desirable
to apply some, albeit reduced, bandwidth toward all legitimate needs. It would be preferable to
have a scheme whereby higher priorities have a higher probability of domination of resources at any
given time, but over any significant period of time, even the lowest priority process has a reasonable
expectation of some limited service. This concept is often called ‘graceful degradation’.
Criticality of Function Should be Properly Addressed
A more fundamental issue that must be resolved is how to prioritize between the basic information assurance measures. If it is better to have wrong information than no information, then
availability is more important than integrity. If it better to have no information than wrong information, then integrity is more important than availability. The former appears to be the case from
a standpoint of infrastructure recovery, where even low integrity information may assist in service
restoration. The latter appears to be more appropriate when making strategic or tactical decisions
where a decision based on corrupt information can be fatal.
In most modern databases, it is a simple matter to make undetected modifications. Whereas an
outage would be noticed and cause a response and modern database techniques detect inconsistencies
in a database, there is no protection provided in most modern databases for erroneous data entered
through the legitimate database mechanism or malicious modification by a knowledgeable attacker.
Subtle corruptions typically produce a different sort of failure,
such as a missile defense system detecting hostile missiles as
friendly or an airplane flipping upside down as it enters the
southern hemisphere. [181]

In DoD logistics, command and control, and medical databases, such an error can not only be
fatal, but can cause the DoD’s automated information systems to be used as a weapon against it.
In the national power grid, such a failure could literally wipe out electrical service throughout the
country.
Priorities Should Interact Properly Across Components
Prioritization in the NII will involve both communication and computation, and the prioritization schemes must meld together in a suitable fashion across these boundaries. Furthermore,
many of the computation components of NII will not be under the operational control of the network managers. For example, embedded systems interacting with the NII will have to interact in
specific ways in order to assure that no mismatch occurs. The NII will have to be able to deal
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effectively with intentional mismatches created to disrupt interaction between communication and
computation resources.
Most current network protection strategies are based on the concept that all of the systems in the
network behave properly and many local area network protocols are based on well-behaved hardware
devices and software products in all of the nodes. When connecting these networks to global
systems, imperfectly matched protocols or processes can snowball causing widespread disruption.
The priority assessment scheme must not be based on trusting the network components and must
be designed to detect and react properly to limit the spread of network-wide disruptions regardless
of their specific characteristics. There are some theories for addressing protocol inconsistencies, but
new basic understandings are needed at the process and infrastructure levels. We must promulgate
standards that provide assurance based on the assumption of malicious components, and not based
solely on lists of known attacks.

We Should Train for Defensive Information Warfare
Information workers cannot be expected to react properly under stress unless they are properly
prepared for defensive information warfare. This involves several key actions by those who manage
components of the NII:
• NII components must act together to develop proper policies and procedures, to define specific
defensive information warfare tasks to be carried out, and to specify the manner in which they
are to be performed.
• NII components must train information workers in how to properly carry out their duties
under stress, so that they are able to efficiently carry them out as required under battle
conditions.
• NII components must hold readiness drills and regular exercises so that the skills developed
and honed in training do not decay with time.
• NII components should hold war games in order to determine weaknesses in strategies and
improve them over time.
In the long term, education and training for defensive information warfare must rest upon a well
conceived, articulated, implemented, and tested body of strategy, doctrine, tactics, techniques, and
procedures. In turn, this body of knowledge must be based, in large measure, on a fairly detailed
knowledge of the offensive capabilities available to potential adversaries and the nature of possible
attacks on the information infrastructure. In the short term, however, there are several actions that
should be undertaken to mitigate disruptions of the information infrastructure.
As a first priority, everyone associated with the operation, management, and maintenance of
the NII should become familiar with the concept of information assurance and the nature of likely
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disruptions, and should undergo regular training and awareness drills to reenforce this training. Primary emphasis should be given to proper prevention, detection, differentiation, warning, response,
recovery, analysis, and improvement.
The operators of the elements of the NII must be trained to consider, as a matter of course,
the possibility that there are hostile disruptions being undertaken and that nobody, other than
the attacker, is aware of them. Without awareness, advanced training, and education, the human
elements of the NII are unlikely to be able to detect attacks unless and until advanced technologybased warning enhancements are implemented. Even then, awareness, advanced training, and
education play a vital role in installing, maintaining, and using the automation.
As a second priority, training and awareness should be given to NII users. While this training
may be more narrow in scope, it is essential that the users of the NII be aware of the information
assurance issues, how their function can be impacted by NII disruption, what they should do to
avoid causing disruption, and what they should do in the event of disruption.
Extensive use of simulation capabilities is called for in training individuals and groups. This
training should be reinforced through the conduct of frequent readiness drills and exercises. These
drills and exercises may initially be conducted as standalone events, but must eventually be integrated into the day-to-day operations of the NII components.
Information assurance should become part of the curricula of technical and professional courses of
instruction offered throughout the nation. Information assurance should be embedded in all courses
related to information systems, sciences, and management, and courses concentrating on information
assurance should be offered as a part of the required curriculum for students concentrating on
computer or information science or engineering.
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Appendix C
Glossary
AAA: American Automobile Association
ADP: Automatic Data Processing
AIDS: Acquired Immune Deficiency Syndrome
AP: Associated Press
ATM: Automated teller Machine
AT&T: American Telephone and telegraph Company
Availability: MTTF/(MTTF+MTTR)
Bandwidth: a frequency range
Basic: A computer language
CD-ROM: Compact Disk Read Only Memory
CD: Compact Disk
CEO: Chief Executive Office
CERT: Computer Emergency Response Team
CIA: Central Intelligence Agency
CMDS: Computer misuse detection system
CMW: Compartmented Mode Workstation
COTS: Commercial Off-the-shelf
CO: Central Office
CP-M: An early small-computer operating system
CPA: Certified Public Accountant
CRC: Cyclic Redundancy Code
Cryptography: Secret Writing
DAC: Discretionary Access Control
DAT: Digital Audio Tape
DBase: A popular database management program
DEC: Digital Equipment Corporation
DII: Defense Information Infrastructure
DISA: Defense Information systems Agency
DISN: Defense Information Systems Network
DOS: Disk Operating System
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DoD: Department of Defense
E-mail: Electronic mail
EDI: Electronic Data Interchange
EDP: Electronic Data Processing
EFT: Electronic Funds Transfer

FAA: Federal Aviation Administration
FAX: Facsimile
FBI: Federal Bureau of Investigation
FCC: Federal Communicatoins Commission
FTP: File Transfer Protocol
GNMP: Government Network Management Profile
GOTS: Government Off-the-shelf
GPS: Global Positioning System
GWEN: Ground Wave Emergency Network
HEMP: High-altitude Electromagnetic Pulse
HERF: High Energy Radio Frequency
IBM: International Business Machines
IRS: Internal Revenue Service
ISDN: Integrated Services Digital Network
ISO: International Standards Organization
ITSEC: Information Technology Security Evaluation Criteria
IT: Information technology
Internet: The network connecting millions of computers throughout the world
LANtastic: A local area network software product
LAN: Local Area Network
MAC: Mandatory Access Control
MLS: Multi-Level Secure
MRE: Meal Ready to Eat
MTTF: Mean Time To Failure
MTTR: Mean Time To Repair
NCSC: National Computer Security Center
NFS: Network File System
NII: National Information Infrastructure
NRC: National Research Council
NSA: National Security Agency
NSFnet: National Science Foundation Network
NSF: National Science Foundation
NWAN: National Wide Area Network
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OCR: Optical Character Recognition
OS-2: Another PC-based operating system
OSD: Office of the Secretary of Defense
OSI: Open Systems Interconnect
Oracle: A software database program
Outsourcing: Having outside vendors provide services
PBX: Private Branch Exchange
PC: Personal Computer
PGP: Pretty Good Privacy
PIN: Personal Identification Number
Protocol: A standardized syntax and semantics for communication
RACF: Access Control Facility
RF: Radio Frequency
RSA: Rivest Shamir Adleman created this public key cryptosystem
RWAN: Regional Wide Area Network
SOP: Standard Operating Procedure
T1: 1 million bit per second digital telephonic connection
TCI: Telecommunication Incorporated
TCP/IP: Terminal Control Protocol/Internet Protocol
TS: Top Secret
Tempest: electromagnetic emanations
Trojan-horse: A device that performs an unexpected function
UIC: Universal Industry Code
UNIX: A multiuser operating system common in the NII
UPC: Universal Product Code
UPI: United Press International
USAF: United States Air Force
USPS: United States Postal Service
U: Unclassified
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VAX: A computer made by Digital Equipment Corporation
VCR: Video Coded Recorder
VMS: Digital Equipment Corporations VAX Operating System
Virus: A program that reproduces
WAN: Wide Area Network
WPA: Works Project Administration
WWMCCS: World Wide Military Command and Control System
Windows: Another PC-based operating system
X11: A Networked Graphical User Interface
active-tapping: observing, introducing, and/or modifying information in a media
arrays: sequences of memory locations used to store lists
backhoe: An automotive digging device with a narrow scoop in the back and a plough in the front
bugs: Errors or omissions
debugging: The process of removing bugs
digital-diode: A device which allows information to flow in one direction only
firewall: A protective barrier
fungibles: Things of cash equivalent value
jamming: interfering with signals
mainframe: A computer compatible with IBM large computer systems
modem: Modulator/Demodulator
peer-to-peer: Equivalent users on multiple computers
ultrasonic: high frequency sound waves (not humanly audible)
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