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6.4.2.1.6  Backup, backup, backup!............coeiiiiiii 188
6.4.2.1.7 Keep software patched............ccccciiiiiinn. 188
6.4.2.1.8  Turn off unused services............cccevvvviiiiiiieeeeeeeeennns 188
6.4.2.1.9  Scan yourself.............uuueiiiiiiiiiiiiiiiieeiiieeeeeeeees 188
6.4.2.1.10 When in doubt, printitout...............ccoooiiiin 189
6.4.2.2  PasSSWOIAS......couuuuiiiieieeieeii e 189
6.4.2.2.1 Use unique passSWOrdS...........ceeeeeeeeeenneeeeennnneeneeennns 189
6.4.2.2.2 Don't share passwords for important sites................ 189
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6.4.2.2.3 Remember your passwords may be sniffed............. 189
6.4.2.2.4 Never use your local password.............ccccceeevvvnnnn. 189
6.4.2.2.5 Use one-time passwords...........ccccuvviieieveiinneeeeeennnn. 189
6.4.2.2.6 Augment authentication............c.ccccvvcieiiiiiiiniienennn, 190
6.4.2.2.7 Don't change passwords over the Internet............... 190
6.4.2.2.8 Change passwords periodically?..............cccceeeereenn. 190
6.4.2.2.9 Use hard-to-guess passwords.........c.ccceeevvvveeeernnnnnns 190
6.4.2.2.10 Don't let others use your accounts........................... 190
6.4.2.3 Don't trust downloaded software................................ 190
6.4.2.3.1  Turn off "autoinstall”.............ccciiii 191
6.4.2.3.2 Know what's supposed to run...........cccoeeeevreeeiennnnnnnn. 191
6.4.2.3.3 Watch for email attachments...................ccccc...oenii. 191
6.4.2.3.4 Disable Word macros..........cccccuueveeeiiiinieeeeiiee e, 191
6.4.2.3.5 Don't trust spreadsheets...........cccccccceeiiiiiiiiiiniiiinnnn. 191
6.4.2.3.6  Don't trust their programs...........cccccevvviiiiiiiiiiiiinnnnns 191
6.4.2.3.7 Data is sometimes program..........ccceeeevvviieeiiiiiinennenns 192
6.4.24 Keepuptodate......ooooooiiiiiiiiiiiiiiiiii e 192
6.4.2.4.1 Getontherightlists.........cccooviiiiiiiiiiiiii, 192
6.4.2.4.2 Patch your system...........ccoooiiiiiiiiii 192
6.4.2.4.3 Get systematic with your system............................. 192
6.4.2.4.4 Think like an attacker............cccccoeiiiiiiiiii 192
6.4.2.4.5 Think broadly about security............cccooeiiiiiiiiiinis 192
6.4.2.4.6 Askothersforhelp......cccooriiiiiiii, 192
6.4.2.4.7 Paperis pretty good..........cccceiiiiiiiiiiiiiii s 193
6.4.2.5  Use security technology wisely..........ccccccociiiiiiiiiiinnnns 193
6.4.2.5.1  Anonymize yourself.............cco i 193
6.4.2.5.2  Encrypt communications.............ccceeeviiiiiiiininneeieeenns 193
6.4.2.5.3 Check before send..........cccccooiiiiiiiiiiiiiiiiiii e, 193
6.4.2.5.4 Use public key cryptography..........ccccooeeiiiiiiiiiniinnnnns 193
6.4.2.5.5 Sign your eMailS.........ccccoeeeiiiiiiiiiiiiiiie e, 193
6.4.2.5.6  Sign important files.............ccccvviiiiiiiiii . 193
6.4.2.6  USE UNCOMMON SENSE.....uciiiiieriiiinaaeeeinaeeeeenaaeeeeennns 193
6.4.2.6.1  Don't ask for trouble................coooeriiiiiii 194
6.4.2.6.2 Stay away from the seedy side............cceevviiiiiinnnnn. 194
6.4.2.6.3 DoON'trespond.........cccoeeeeeiiiiiiiiiiiiieeee e 194
6.4.2.6.4 Postings bring spam...........cccccooiiiiiiiiniiii e 194
6.4.2.6.5 Don't go to pornography sites..........cccooeeeeiiieriiinnnnnnn. 194
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6.4.2.6.6 Inthe computerisonthenet..............ccovvviiiinrnnnnnnn. 194
6.4.2.6.7 They share your data.............ccooeeiiiiiiiiiiiiiiiiieeeeees 194
6.4.2.6.8  Your system remembers..........cccccveeviiiiiiiiiiiiiiiininnnns 194
6.4.2.6.9 Ifthey getinthey get your keys..........cccceeveeeeirennnnnnn. 194
6.4.2.6.10 If they get in, they will exploit you.............c..c.cccoee. 195
6.4.3 Countering email frauds...........ccceeiiiiiiiiiiiiiii e 195
6.4.4 Countering news group frauds.............cccevviiiiiiiiienenes 195
6.4.5 Countering chat room frauds.............ccccceieeiiiiiiniennnn, 195
6.4.6 Countering Trojan horses..........c.eevveveeeeveeiieeieeeeeeennnnnnnn 195
6.4.7 Countering Internet child exploitation...............ccccc....... 196
6.4.7.1 No personal information on the Internet...................... 196
6.4.7.2  Watch openly............ouuuiiiiiiiiiiiiiiie e 196
6.4.7.3 Be clear and unapologetiC..............cceevviiiiiiiiiiiiinieens 196
6.5 Recognizing and defeating propaganda......................... 196
6.5.1 People are not demons.............cceeiiiiiiiiiiiiiic e, 197
6.5.2 Everyone can be and often is wrong............ccccceevvvnnnn... 197
6.5.3 Endorsements are easy to get........coooeviviiiiiiiiiinnnennn. 197
6.54 Branding is for cattle, don't be cowed........................... 197
6.5.5 If they all say it, itis a script.......ccccooeeiiiiiiiiii 197
6.5.6 Overcome the big li€.......cccoooiiiiiiiiiii e, 198
6.5.7 SiNGIe SPEAK......uuueiiiiii s 198
6.5.8 Bring voice to the opposition...........c.cooooiiiiiiiiennn. 198
6.5.9 How can you be Sure?............ceeiiiiiiiiiiiiiiiii e 198
6.6 De-frauding your life.............ueiiiiiiiiiiiee e 198
6.6.1 Don'tbe atarget.......ccooooiiiiiie 199
6.6.2 Think about what you see...........ccooooiiiiiiiiiiiiii 199
6.6.3 Stay away from the seedy side...........ccceveiviviiiiiiinnnnnnn. 199
6.6.4 Limit your [0SSES........oovvviiiieeeeeec e 199
6.6.4.1 Youcan'tlose itif you don't have it............................. 200
6.6.4.2 Credit not debit..........cccoiiiiie 200
6.6.4.3 Don't take it With YOU...........uumimiiiiiiiie s 200
6.6.4.4  Setboundaries............ccccciiii 200
6.7 Specific defenses for specific fraud types....................... 201
6.7.1 FaKe Paper.......oooimeiie e 201
6.7.1.1 Check the paper first, last, and between..................... 201
6.7.1.2  Leave your cash in the bank..............cccccoeiiiiiiiiiiinnn, 201
6.7.1.3  Get verified information on them..................c........ooee. 202
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Short time limits are usually lies..................cccs 202
Fake Stuff.... ..o 202
Try not to get that far............ccccciii, 202
When in doubt, check it out............ccoouiiiiiiiiiiiininnnn. 202

If you aren't an expert, don't trust theirs...................... 203
Randomness isn't..........ccoovvviiiiiiiiiiii 203
LOOKS lKE it.. .o 203
Question everything new.............c.cccccoveeei, 203
Trust but Verify.......ccoooiiii e, 203
Be really friendly and helpful...........ccoooiiiiiiiis 203
Don't judge a book by its cover............covvveiiiiiiiiiiiinnns 204
Much for little..........ooo i 204
Did you really think SO?.......ccoooiieiiii s 204
How little for how much?...........ciiiii e, 204
Is it a one-time offer?........ccccooeiviiiiiii e, 204
Only available right NnOW?..........cccooiiiiiiiiie 204
ONly fOr ME72...ee e 204
Relationships......cccouiiiiii e, 205
How long have you known them?...............cc......oooee. 205
Are they playing with your emotions?......................... 205
Do you have other friends you can confide in?........... 205
Do a background checK............c.oooiiiiiiiiiiiiiiieees 205
It's better to have loved and lost............cccoeeieeie. 206
INJUPY FraudS. .. ..o 206
Why did they pick you?..........cccooiiiiiiiiiiiee, 206
Make sure your driving is unpredictable...................... 206
Put the really heavy things up top..........ccccvviiiiin. 206
SUNVEIIIANCE. ... 206
Histories help.......cooo o 206
Private investigators...........ccccooeiiiiiiiii e, 207
Helpmel ..o 207
The best way to help is with your time........................ 207
Get personally involved................eevieieieiiiiiiiiiiiiiiiiinnns 207
How to help at a distance............ccccciiiiiiii, 207
Help youl....o 207
Only accept help where you need it...........ccccoeeveneenn... 208
Unless you were already 100KiNg...........ccoooveeivieinnnnnnn. 208
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.'your bankingy/...
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Interact with people..........cooovviiiiiiiii e,
Take astepatatime......cccooooeoeiiiiiiiiii e,
Get and check references...........ccccevevveviiciiiieeceiinn,
Go slow and check results...........cccceeeeiiiiiiieeceennn,
Watch for compliance tactics..........ccccoeeveviiiiiiieenns
Other frauds.........oovveiiii e,

Walk away from the big con.............cccooiiiiiiiiiin
Call the PoliCe.....cccoee e
CONCIUSIONS. ....eiiie e e

~/ Wonferful! Just
. /send mea

8
b2

7 */.certified check!!!

just won the
Irish lottery!!! ; .~
Alllneedis [/
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